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About the Series

The genesis of modern methods of quality and reliability will be found in a sample
memo dated May 16, 1924, in which Walter A. Shewhart proposed the control chart
for the analysis of inspection data. This led to a broadening of the concept of
inspection from emphasis on detection and correction of defective material to
control of quality through analysis and prevention of quality problems. Subsequent
concern for product performance in the hands of the user stimulated development
of the systems and techniques of reliability. Emphasis on the consumer as the
ultimate judge of quality serves as the catalyst to bring about the integration of the
methodology of quality with that of reliability. Thus, the innovations that came out
of the control chart spawned a philosophy of control of quality and reliability that
has come to include not only the methodology of the statistical sciences and
engineering, but also the use of appropriate management methods together with
various motivational procedures in a concerted effort dedicated to quality
improvement.

This series is intended to provide a vehicle to foster interaction of the
elements of the modern approach to quality, including statistical applications,
quality and reliability engineering, management, and motivational aspects. It is a
forum in which the subject matter of these various areas can be brought together to
allow for effective integration of appropriate techniques. This will promote the true
benefit of each, which can be achieved only through their interaction. In this sense.
the whole of quality and reliability is greater than the sum of its parts, as each
element augments the others.

The contributors to this series have been encouraged to discuss fundamental
concepts as well as methodology, technology, and procedures at the leading edge
of the discipline. Thus, new concepts are placed in proper perspective in these
evolving disciplines. The series is intended for those in manufacturing,
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iv About the Series

engineering, and marketing and management, as well as the consuming public, all
of whom have an interest and stake in the products and services that are the
lifeblood of the economic system.

The modern approach to quality and reliability concerns excellence:
excellence when the product is designed, excellence when the product is made,
excellence as the product is used, and excellence throughout its lifetime. But
excellence does not result without effort, and products and services of superior
quality and reliability require an appropriate combination of statistical, engineering,
management, and motivational effort. This effort can be directed for maximum
benefit only in light of timely knowledge of approaches and methods that have been
developed and are available in these areas of expertise. Within the volumes of this
series, the reader will find the means to create, control, correct, and improve quality
and reliability in ways that are cost effective, that enhance productivity, and that
create a motivational atmosphere that is harmonious and constructive. It is dedicated
to that end and to the readers whose study of quality and reliability will lead to
greater understanding of their products, their processes, their workplaces, and
themselves.

Edward G. Schilling



Preface

This book provides a practical and comprehensive overview of reliability and risk
analysis techniques. It is written both for engineering students at the undergraduate
and graduate levels and for practicing engineers. The book concentrates mainly on
reliability analysis. In addition, elementary performance and risk analysis
techniques have also been presented. Since reliability analysis is a multi-
disciplinary subject, the scope is not limited to any one engineering discipline;
rather, the material is applicable to most engineering disciplines. The contents of
the book are based primarily on the materials used in three courses at the senior
and undergraduate and graduate levels at the University of Maryland, College
Park. These courses have been offered over the past 15 years. This book has
benefited greatly from the contribution of many talented students who actively
participated in gathering and updating practical and useful materials. Therefore,
the book presents a large number of examples to clarify technical subjects.
Additionally, there are many end-of-chapter exercises that are based mainly on the
prior exams and homework problem sets of the reliability and risk analysis courses
at the University of Maryland.

The emphasis of the book is the introduction and explanation of methods
and techniques used in reliability and risk studies, and discussion of their use and
limitations rather than detailed derivations. These methods and techniques cover
a wide range of topics that arise in routine reliability engineering and risk analysis
activities. The book assumes that the readers have little or no background in
probability and statistics. Thus, following an introductory chapter (Chapter 1) that
defines reliability, availability, and risk analysis, Chapter 2 provides a detailed
review of probability and statistics essential to understanding the reliability
methods discussed in the book.

We have developed a software tool (called RARE—Reliability and Risk
Evaluator) using Microsoft's Excel™ that automates the techniques and methods
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vi Preface

discussed in this book. This software is educational in nature and is intended to
help students practice applications of these important methods and to reduce the
computational burden. Furthermore, it is a finalized software tool that can be used
to analyze a wide variety of real-world reliability data. The RARE software has a
simple interface that allows users to easily perform their calculations. Also, the
results of the calculations are summarized in a useful and simple graphical and/or
tabular format for report generation. The reliability methods for which an
application routine has been developed in RARE have been clearly identified in
the book. Appendix D contains a user's manual for RARE.

We have structured the book so that reliability methods applied to
component reliability are described first (Chapter 3). This is because components
are the most basic building blocks of engineering systems. The techniques
discussed in Chapter 3 provide a comprehensive overview of the state-of-the-art
in transforming basic field data into estimates of component reliability. Chapter
4 describes these analytical methods in the context of a more complex engineering
unit; that is, a system containing many interacting components. Chapter 4
introduces new analysis methods using the results of the component reliability
analysis described in Chapter 3 to calculate estimates of the reliability of the whole
system that is composed of these components. The material in Chapters 1 through
4 are appropriate for an advanced undergraduate course in reliability engineering.
or an introductory graduate level course.

Chapters 3 and 4 assume that the components (or systems) are "replaceable.”
That is, upon a failure, the component is replaced with a new one. However. many
components are "repairable.” That is, upon a failure they are repaired and placed
back into service. In this case, availability as a metric becomes the key measure
of performance. The techniques for availability and reliability analysis of
repairable components and systems are discussed in Chapter 5. This chapter also
explains the corresponding use of the analytical methods discussed in Chapters 3
and 4 when performing availability analysis of components and engineering
systems.

Chapter 6 discusses a number of important methods frequently used in
modeling reliability, availability, and risk problems. For example, in Section 6.2,
we discuss the concept of uncertainty, sources of uncertainty, parameter and model
uncertainty, and probabilistic methods for quantifying and propagating parameter
uncertainties in engineering systems (or models). Similar to Chapter 6, Chapter 7
describes special topics related to reliability and availability data analysis. For
example Section 7.1 describes accelerated life testing methods. Examples
clarifying uses of modeling and data analysis methods and their shortcomings are
also presented in Chapters 6 and 7.

In Chapter 8, we discuss the method of risk analysis. A number of the
analytical methods explained in the preceding chapters have been integrated to



Preface vii

perform risk assessment or risk management. Recently, probabilistic risk
assessment (PRA) has been a major topic of interest in light of hazards imposed
by many engineering designs and processes. Steps involving performance of a
PRA are discussed in this chapter.

A complete solution set booklet has been developed by W. M. Webb and M.
Modarres. This booklet may be provided to educators and industrial users by
sending a written request to the publisher.

The authors are especially thankful to Dr. Daniel Young for writing the
discussions on Electrical Failure Mechanisms in Section 1.3. The book could have
not been completed without the help and corrections of our students and
colleagues at the University of Maryland. It would be difficult to name all, but
some names to mention include: Drs. L. Chen, H. Dezfuli, Y. Guan, H. Hadavi,
K. Hsueh, N. Kececi, D. Koo, A. Mosleh, J. Ruiz, C. Smidts, and J. N. Wang. We
would also like to acknowledge J. Case of Ford Motor Company for his review
and valuable suggestions on the FMEA and reliability growth sections of the book.
Special thanks goes to Y. S. Hu for his unfailing technical and organizational
support without which this work would have not been possible. Finally, the
editorial help of D. Grimsman and typing and graphical support of W. M. Webb
are highly appreciated.

Mohammad Modarres
Mark Kaminskiy
Vasiliy Krivtsov
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1

Reliability Analysis
in Perspective

1.1 WHY STUDY RELIABILITY?

Engineering systems, components and devices are not perfect. A perfect design is
one that remains operational and attains system’s objective without failure during
a preselected life. This is the deterministic view of an engineering system. This
view is idealistic, impractical, and economically infeasible. Even if technical
knowledge is not a limiting factor in designing, manufacturing, constructing and
operating a perfect design, the cost of development, testing, materials and
engineering analysis may far exceed economic prospects for such a system.
Therefore, practical and economical limitations dictate the use of not-so-perfect
designs. Designers, manufacturers and end users, however, strive to minimize the
occurrence and recurrence of failures. In order to minimize failures in engineering
systems, the designer must understand “why” and “how” failures occur. This
would help them prevent failures. In order to maximize system performance and
efficiently use resources, it is also important to know how often such failures may
occur. This involves predicting the occurrence of failures.

The prevention of failures and the process of understanding why and how
failures occur involves appreciation of the physics of failure. Failure mechanisms
are the means by which failures occur. To effectively minimize the occurrence of
failures, the designer should have an excellent knowledge of failure mechanisms
which may be inherently associated with the design, or can be introduced from
outside of the system (e.g., by users or maintainers). When failure mechanisms are
known and appropriately considered in design, manufacturing, construction,
production and operation, they can be “minimized” or the system can be
“protected” against them through careful engineering and economic analysis. This
is generally a deterministic reliability analysis process.

All potential failures in a design are generally not known or well understood.
Accordingly, the prediction of failures is inherently a probabilistic problem.

1



2 Chapter 1

Therefore, reliability analysis is also a probabilistic process. This book deals with
the reliability analyses involving prediction of failures and deals with it
probabilistically. However, a brief review of failure mechanisms and failure
prevention issues is presented in Sections 1.2 and 1.3.

1.2 FAILURE MODELS

Failures are the result of the existence of source challenges and conditions
occurring in a particular scenario. The system has an inherent capacity to
withstand such challenges, which capacity may be reduced by specific internal or
external conditions. When challenges surpass the capacity of the system, a failure
may occur.

Specific models use different definitions and metrics for capacity and
challenge. “Adverse Conditions™ generated artificially or naturally, internally or
externally, may increase or induce challenges to the system, and/or reduce the
capacity of the item to withstand challenges.

Figure 1.1 depicts elements of a framework to construct failure models.
Several simple failure models, discussed by Dasgupta and Pecht (1991), are
consistent with the framework presented in Figure 1.1. A summary of these
models have been provided below.

Stress-Strength Model. The item (e.g., a system barrier or device) fails if and
only if the challenge (i.e., stress) exceeds the capacity (i.e., strength). The stress
represents an aggregate of the challenges and external conditions. This failure
model may depend on environmental conditions or the occurrence of critical
events, rather than the mere passage of time or cycles. Strength is often treated as
a random variable representing effect of all conditions affecting the strength, or
lack of knowledge about the item’s strength (e.g., the item’s capability,
mechanical strength, and dexterity). Two examples of this model are: (a) a steel
bar in axial tension, and (b) a transistor with a voltage applied across the emitter-
collector.

Damage-Endurance Model. This model is similar to the stress-strength
model, but the scenario of interest is that stress causes damage that accumulates
irreversibly, as in corrosion, wear, embrittlement, and fatigue. The aggregate of
challenges and external conditions leads to the metric represented as cumulative
damage. The cumulative damage may not degrade performance. The item fails
when and only when the cumulative damage exceeds the endurance, (i.e., the
damage accumulates until the endurance of the item is reached). As such, an
item’s capacity is measured by its tolerance of damage endurance. Accumulated
damage does not disappear when the stresses are removed, although sometimes
treatments such as annealing are possible. Endurance is often treated as a random
variable.
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Similar 10 the stress-strength model, endurance is an aggregate measure for
effects of challenges and external conditions on the item’s capability to withstand
cumulative stresses.

Challenge-Response Model. This model closely resembles the framework
shown in Fig. 1.1. An element of the system may have failed, but only when the
element is challenged (needed) does it cause the system to fail. A common
consumer example is the emergency brake of a car. Most computer program
(software) failures are of this type. Telephone switching systems also resemble this
failure model. This failure model depends on when critical events happen in the
environment, rather than the mere passage of time or cycles.

Success

Challenge >

b.. Stress, and Damage)

Capacity

Chalienge > Capacity

| (e.g., Strength, Endurance, '
EL and Tolerance)

&
§€I
<

Adverse Conditions

i (c.‘..l 4 41, 11 or E:
i by Designers, Environment, and User) J

Figure 1.1 Framework for modeling failure.

Tolerance-Requirements Model. A system performance characteristic is
satisfactory if and only if it falls within acceptable tolerance limits. Examples of
this are a copier machine, and a measuring instrument where gradual degradation
eventually results in a user deciding that performance quality is unacceptable.
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In the models discussed above, challenges are caused by failure-inducing
agents. Two of the most important failure inducing agents are “stress” and “time.”
Stress can be created due to mechanical, thermal, electrical. chemical, and
radiation-induced forces, for example, by turning on and off a standby-component.
Passage of time, on the other hand gives more opportunity for stress to be
accumulated (or accumulative of damage).

A comprehensive consideration of reliability requires analysis of the two
failure-inducing agents of stress and time. Both time and stress may be analyzed
deterministically (e.g., by identifying the sources of stress), or probabilistically
(e.g., by treating stress and time as random variables). In either case, it is
necessary to understand why and how such stresses lead to a failure. This requires
studying physics of failure in general and failure mechanisms in particular.

The main body of this book addresses the probabilistic treatment of time and
stress as agents of failure. Equally important, however, is understanding the failure
mechanisms and the physics of failure. In the next section, we discuss a brief
summary of these mechanisms. For further readings on physics of failure, we refer
the reader to a number of other books and articles. For example, Dasgupta and
Pecht (1991), Pecht (1991), Collins (1993), and Amerasekera and Campbell (1987).

It is important to differentiate between stress-inducing and stress-increasing
mechanisms. Stress-induced mechanisms elevate the stresses applied to an item
indirectly, by motivating or persuading creation of stress, On the other hand,
stress-increasing mechanisms directly cause added stress. For example, the failure
mechanism “impact” may deform an item leading to elevated stress due to added
forces applied from adjacent items. Therefore, the added stress is not a direct cause
of impact, but impact has caused a condition (deformation) that has led to
additional stress. Similarly, the failure mechanism impact may cause direct stresses
due to the forces applied to the item itself. Note that some failure mechanisms may
be considered both “stress-induced” and “stress-increased” depending on the way
the added stress has been established. Strength-reduced mechanism cause the
capacity of an item to withstand normal stresses to be decreased, resulting in a
failure.

1.3 FAILURE MECHANISMS

Failure mechanisms are physical processes whose occurrence either leads to or is
caused by stress, and may deteriorate the capacity (e.g., strength or endurance) of
an item. Since failure mechanisms for mechanical and electronic/electrical
equipment are somewhat different, these mechanisms are discussed separately.
Mechanical Failure Mechanisms can be divided into three classes; stress-
induced, strength-reduced, and stress-increased. Stress-induced mechanisms refer
to mechanisms that cause or are the result of localized stress (permanent or
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temporary). For example, elastic deformation may be the result of a force applied
on the item that causes deformation (elastic), that disappears when the applied
force is removed. Strength-reducing mechanisms are those that lead (indirectly)
to a reduction of the item’s strength or endurance to withstand stress or damage.
For example, radiation may cause material embrittlement, thus reducing the
materials capacity to withstand cracks or other damage. Stress-increasing
mechanisms are those whose direct effect is an increase in the applied stress. For
example, fatigue could cause direct, permanent stress in an item. Table 1.1 shows
a breakdown of each class of mechanism.

Table 1.1 Categorization of Failure Mechanisms

Stress-induced failure Strength-reduced failure Stress-increased failure
mechanisms mechanisms mechanisms
Brittle fracture Wear Fatigue
Buckling Corrosion Radiation
Yield Cracking Thermal-shock
Impact Diffusion Impact
Ductile fracture Creep Fretting
Elastic deformation Radiation damage
Fretting

Table 1.2 summarizes the cause, effect and physical processes involving
common mechanical failure mechanisms.

Electrical Failure Mechanisms tend to be more complicated than those in
purely mechanical systems. This is caused by the complexity of electrical items
(e.g., devices) themselves. In integrated circuits, a typical electrical device, such
as a resistor, capacitor, or transistor, is manufactured on a single crystalline chip
of silicon, with multiple layers of various metals, oxides, nitrides, and organics on
the surface, deposited in a controlled manner. Often a single electrical device is
composed of several million elements, compounding any reliability problem
present at the single element level. Once the electrical device is manufactured, it
must be packaged, with electrical connections to the outside world. These
connections, and the packaging, are as vital to the proper operation of the device
as the electrical elements themselves.

Failure mechanisms for electrical devices are usually divided into three
types: electrical stress, intrinsic, and extrinsic failure mechanisms. These are
discussed below.

Electrical stress failure occurs when an electrical device is subjected to voltage
levels higher than design constraints, damaging the device and degading electrical
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Mechanism Causes Effect Description
Buckling Compressive load application Item deflects greatly When load applied to items such as struts,
Dimensions of the items Possible complete loss of load columns, plates, or thin walled cylinders
carrying ability reaches a critical value a sudden major
change in geometry, such as bowing,
winking, or bending occurs
Corrosion Chemical action on the surface of the item Reduction in strength Undesired deterioration of the item as a
Contact between two dissimilar metals in Cracking result of chemical or electrochemical
electrical coatacts (galvanic cotrosion) Fracture interaction with the environment.
Improper welding of certain copper, Geometry changes Corrosion closely interacts with other
chromium, nickle, wluminum, magnesium, mechanisms such as cracking, wear, and
and zine alloys fatigue.
Abrasive or viscid flow of chemicals aver the
surface of an item
Collapsing of buckles and cavities adjacent
to pressure walls
Living organisms in contact with the item
High stress in a chemically active
environment (stress-corrosion) causing
cracking
[mpact Sudden load from dropping an item or Localized stresses Failure occurs by the interaction of
having been struck Deformation generated dynamic or abrupt loads, that
Fracture result in large local stresses and strains
Fatigue Fluctuating force (loads) Cracking leading Application of fluctuaring normal loads (far
to deformation and below the yicld point) causing pinting,
fracture cracking. Fatigue is 2 progressive faiture

phenomenon that initiates and propagates
cracks.
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Creep

shock

Yield

Radiation
damage

Solid surfaces in rubbing contact
Particles (sometimes removed from the

surface) entrapped between rubbing surfaces
Corrosive environment near rubbing contacts

and loose particles entrapped between
rubbing surfaces

Loading, usually at high temperature,
leading to gradual plastic deformation

Rapid cooling, heating
Large differential temperature

Large static force
Operational load or motion

Nuclear Radiation

Cumulative change in
dimensions

Deformation and
strength reduction

Deformation of item
Rupture

Yield
Fracture
Embrittlement

Geometry changes

Deformation

Break

Changes in material
property

Loss of ductility

Wear is not a single process. It can be a
complex combination of local shearing,
plowing, welding, tearing, causing
gradual removal of discrete particles
from contacting surfaces in motion.
Particles entrapped between mating
surfaces. Corrosion often interacts with
wear processes and changes the
character of the surfaces.

Plastic deformation in an item accrues
over a period of time under stress until
the accumulated dimensional changes
interfere with the item’s ability to
properly function.

Thermal gradients in an item causing
major differential thermal strains which
exceed the ability of the material to
withstand without yielding or fracture.

Plastic deformation in an item occurs
by operational loads or motion.

Radiation causes rigidity and loss of
ductility. Polymers are more susceptible
than metals. In metals, radiation reduces
ductility resulting in other failure
mechanisms.
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Description

Device is subjected to voltages higher than design

Contact with static charge buildup during device

Mechanism Causes Effects
Electrical overstress (EOS) Improper application  Localized melting
of handling Gate oxide breakdown constraints
Electrostatic discharge (ESD)  Common static Localized melting
charge buildup Gate oxide breakdown

fabrication or later handling results in high voltage
discharge into device
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characteristics. This failure mechanism is often a result of human error. Also
known as electrical overstress, uncontrolled currents in the electrical device can
cause resistive heating or localized melting at critical circuit points, which usually
results in catastrophic failure but has also been known to cause latent damage.
Electrostatic discharge is one common way of imparting large, undesirable
currents into an electrical device.

Intrinsic failure mechanisms are related to the electrical element itself. Most
failure mechanisms related to the semiconductor chip and electrically active layers
grown on its surface are in this category. Intrinsic failures are related to the basic
electrical activity of the device and usually result from poor manufacturing or
design procedures. Intrinsic failures cause both reliability and manufacturing yield
problems. Common intrinsic failure mechanisms are gate oxide breakdown, ionic
contamination, surface charge spreading, and hot electrons.

Extrinsic failure mechanisms are external failure mechanisms for electrical
devices which stem from problems with the device packaging and inter-
connections. Most extrinsic failure mechanisms are mechanical in nature. Often
deficiencies in the electronic device and packaging manufacturing process cause
these mechanisms to occur, though operating environment has a strong effect on
the failure rate also. In recent years semiconductor technology has reached a high
level of maturity, with a corresponding high level of control over intrinsic failure
mechanisms. As a result, extrinsic failures have become more critical to the
reliability of the latest generation of electronic devices.

Many electrical failure mechanisms are interrelated. Often, a partial failure
due to one mechanism will ultimately manifest as another. For example, oxide
breakdown may be caused by poor oxide processing during manufacturing, but it
may also be exasperated by electrostatic discharge, damaging an otherwise intact
oxide layer. Corrosion and ionic contamination may be initiated when a packaging
failure allows unwanted chemical species to contact the electronic devices, and
then failure can occur through trapping, piping, or surface charge spreading. Many
intrinsic failure mechanisms may be initiated through an extrinsic problem: once
the package of an electrical device is damaged there are a variety of intrinsic
failure mechanisms which may manifest themselves in the chip itself.

Tables 1.3-1.5 summarize the cause, effect, and physical processes
involving common electrical stress, intrinsic, and extrinsic failures mechanisms.

1.4 PERFORMANCE MEASURES

Overall performance of an item (component, device, product, subsystem, or
system) results from implementation of various programs that ultimately improve
the performance of the item. Historically, these programs have been installed
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Table 1.4 Intrinsic Failure Mechanisms

Chapter 1

Mechanism Causes Effects Description
Gate oxide breakdown EOS Degradation in Oxide layer which separates gate metal from
ESD current-voltage (1-V) semiconductor is damaged or degrades with time
Poor gate oxide characteristics.
processing
Ionic contamination Undesired ionic Degradation in I-V Undesired chemical species can be introduced to
species are characteristics device through human contact, processing
introduced into Increase in threshold materials, improper packaging, etc.
semiconductor voltage

Surface charge spreading

Slow trapping

Hot electrons

Piping

Ionic contamination
or excess surface
moisture

Poor interface
quality

High electric fields
in conduction
channel

Crystal defects

Phosphorous or gold
diffusion

Short circuiting between
devices
Threshold voltage shifts,
or parasitic formation
Threshold voltage
shifts
Threshold voltage
shifts

Electrical shorts in
emitter or collector

Undesired formation of conductive pathways on
surfaces alters electrical characteristic of device

Defects at gate oxide interface trap electrons,
producing undesired electric fields

High electric fields create electrons with sufficient
energy to enter oxide

Diffusion along crystal defects in the silicon
during device fabrication cause electrical shorts
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Mechanism Causes Effects Description
Packaging failures Most mechanical failure Usually increased See section on mechanical failure mechanisms
mechanisms can cause resistance or open circuits  (Sec 1.3)
electrical device packagiog
failures
Corrosion Moisture, dc operating Open circuits The combination of moisture, dc operating voltages,
voltages, and Na or Cl ionic and ionic catalysts causes electrochemical
species movement of material, usually the metallization
Electromigration High current densities Open circuits High electron velocities become sufficient to impact
Poor device processing and move atoms, resulting in altered metallization
geometry and, eventually, open circuits
Contact migration Uncontrolied material Open or short circuils Poor interface control cause metallization to diffuse
diffusion into the semiconductor. Often this occurs in the
form of metallic “spikes™
Microcracks Poorly processed oxide steps Open circuits Formation of a metallization path on Wp of s shasp
oxide step results in a bresk in the metal or a
weakened area prone to further damage
Stress migration High mechanical siress in Short circuits Metal migration occurs to relieve high mechanical
electrical device stress in device
Bonding failures Poor bond control Open circuits Electrical contact to device package (bonds) are areas
of high mechanical instability, and can separate if
processing is not strictly controlled
Die attachment failures  Poor die attach integrity or Hot spots Corrusion or poor fabrication causcs voids in die
corrosion Paramctric shifts in circuit  attach, or partial or complete de-adhesion
Corrosion mechanical
failures
Pasticulate Poor manufacturing and chip Short circuits Conductive particles may be sealed in a bermetic
contamination breakage package or may be gencrated through chip
breakage
Radiation Trace radioactive elementsin~ Can cause various High energy radiation can create hot electron-hole

device or external radiation
source

degrading effects

pairs that can interfere with and degrade device
performance
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through a trial-and-error approach. For example, they are sometimes established
based on empirical evidence gathered during investigation of failures. An example
of such programs is a root-cause failure analysis program. It is worthwhile, at this
point, to understand why a well established reliability analysis and engineering
program can influence the performance of today’s items. For this reason, let us
first define what constitutes the performance of an item.

The performance of an item can be described by four elements:

Capability or the item's ability to satisfy functional requirements;

Efficiency or the item's ability to effectively and easily realize objectives;

Reliability or the item's ability to start and continue to operate;

Availability or the item's ability to quickly become operational following a
failure.

It is evident that the first two measures are influenced by the design,
construction, production or manufacturing of the item. Capability and efficiency
reflect the levels to which the item is designed and built. For example, the designer
ensures that design levels are adequate to meet the functional requirements of a
product. On the other hand, reliability is an operations related issue and is
influenced by the item'’s potential to remain operational. In a repairable item, the
ease with which the item is maintained, repaired, and returned to operation 1s
measured by its maintainability. Based on the above definitions it would be
possible to have an item that is highly reliable, but does not achieve a high
performance. Examples include items that do not fully meet their stated design
objectives. Humans play a major role in the design, construction, production,
operation, and maintenance of the item. This common role can significantly
influence the values of the four performance measures. The role of humans is
often determined by various programs and activities that support the four
elements of performance, proper implementation of which leads to a quality
item,

To put all of these factors in perspective, consider the development of a
high-performance product in an integrated framework. For this purpose, let us
consider the so-called diamond tree conceptually shown in Fig. 1.2. In this tree.
the top goal is high-performance during the life cycle of an itern and is
hierarchically decomposed into various goals, functions, activities, programs, and
organizations. By looking down from the top of this structure, one can describe
how various goals and subgoals are achieved, and by looking up, one can identify
why a goal or function is necessary. Figure 1.2 shows only typical goals, but also
reflects the general goals involved in designing and operating a high-performance
item. For a more detailed description of the diamond tree the readers are referred
to Hunt and Modarres (1985).
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Reliability and availability play a key role in the overall framework shown
in Fig. 1.2. Of the four elements of performance, we are mainly interested in
reliability and availability. In this book, only the repairable aspects of a
maintainable system are of interest to us. Therefore, we will only discuss
reliability and availability as two important measures of performance. A more
detailed look at the goals of improving reliability, in an integrated manner, would
yield a better perspective on the role of reliability and availability analysis as
shown by the hierarchy depicted in Fig. 1.3. From this, one can put into a proper
context the role of reliability and availability analysis.

Clearly, reliability is an important element in achieving high-performance
since it directly and significantly influences the item's performance and ultimately
its life-cycle cost and economics. Poor reliability directly causes increased
warranty costs, liabilities, recalls, and repair costs. Poor quality would also lead
to poor performance. Therefore, a high quality design, production, manufacturing.
and operation program leads to low failure frequencies, effective maintenance and
repair, and ultimately high performance.

In this book we are also interested in risk analysis. However, risk associated
with an item is not a direct indicator of performance. Risk is the item's potential
to cause a loss (e.g., loss of other systems, loss to humans, environmental damage,
or economic loss). However, a quantitative measure of risk can be an important
metric for identifying and highlighting items that are risk-significant (i.e., they
may be associated with a potentially significant loss). This metric, however, is
useful to set adequate performance levels for risk-significant items. Conversely,
performance may highly influence an item’s risk. For example, a highly reliable
item is expected to fail less frequently resulting in small risk. On the other hand,
risk of an item may be an indicator for items that should attain a high performance.
Accordingly, risk and performance of an item synergistically influence each other.
This concept is depicted in Fig. 1.4.

1.5 DEFINITION OF RELIABILITY

As we discussed earlier, reliability has two connotations. One is probabilistic in
nature; the other is deterministic. In this book, we generally deal with the
probabilistic aspect. Let us first define what we mean by reliability. The most
widely accepted definition of reliability is the ability of an item (product, system,
.. . etc.) to operate under designated operating conditions for a designated period
of time or number of cycles. The ability of an item can be designated through a
probability (the probabilistic connotation), or can be designated deterministically.
The deterministic approach, as indicated in Section 1.1, deals with understanding
how and why an item fails, and how it can be designed and tested to prevent such
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Figure 1.3 A conceptual hierarchy for improving performance.

failures from occurrence or recurrence. This includes such analyses as
deterministic analysis and review of field failure reports, understanding physics
of failure, the role and degree of test and inspection, performing redesign, or
performing reconfiguration. In practice, this is an important aspect of reliability
analysis.

The probabilistic treatment of an item's reliability according to the definition
above can be summarized by
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R =Pr(T>t]c ) (1.1)

where
t = the designated period of time or cycles for the item's operation (mission
time),
T = time to failure or cycle to failure of the item,
R{(t) = reliability of the item, and
¢, Cs, ... =designated conditions, such as environmental conditions.

Often, in practice, ¢, ¢,, . . . are implicitly considered in the probabilistic
reliability analysis and thus Eq. (1.1) reduces to

R(t) =Pr(T>1t) (1.2)

Expressions (1.1) and (1.2) are discussed further in Chapter 3.

1.6 DEFINITION OF AVAILABILITY

Availability analysis is performed to verify that an item has a satisfactory
probability of being operational, so it can achieve its intended objective. In Fig.
1.3, an item's availability can be considered as combination of its reliability and
maintainability. Accordingly, when no maintenance 04433r repair is performed
(e.g., in nonrepairable items), reliability can be considered as instantaneous
availability.

Identifies Iterrs That Should Perform Well
Risk Performance
Analysis Analysis
Assess Item's Perfarmance
(Cbserved/Expected)

Figure 1.4 Synergistic effects between risk and performance of an item.



Reliability Analysis in Perspective 17

Mathematically, the availability of an item is a measure of the fraction of
time that the item is in operating condition in relation to total or calendar time.
There are several measures of availability, namely, inherent availability, achieved
availability, and operational availability. For further definition of these availability
measures, see Ireson and Coombs (1988). Here, we describe inherent availability,
which is the most common definition used in the literature.

A more formal definition of availability is the probability that an item, when
used under stated conditions in an ideal support environment (i.e., ideal spare
parts, personnel, diagnosis equipment, procedures, etc.), will be operational at a
given time. Based on this definition, the average availability of an item during an
interval of time T can be expressed by

A = (1.3)

where
u = uptime during time T,
d = downtime during time 7,
T=u+d.

Time-dependent expressions of availability and measures of availability for
different types of equipment are discussed in more detail in Chapter 5. The
mathematics and methods for reliability analysis discussed in this book are also
equally applicable to availability analysis.

1.7 DEFINITION OF RISK

Risk can be viewed both qualitatively and quantitatively. Qualitatively speaking,
when there is a source of danger (hazard), and when there are no safeguards
against exposure of the hazard, then there is a possibility of loss or injury. This
possibility is referred to as risk. The loss or injury could result from business,
social, or military activities; operation of equipment; investment; etc. Risk can be
formally defined as the potential of loss (e.g., material, human, or environment,
losses) resulting from exposure to a hazard.

In complex engineering systems, there are often safeguards against exposure
of hazards. The higher the level of safeguards, the lower the risk. This also
underlines the importance of highly reliable safeguard systems and shows the roles
of and relationship between reliability analysis and risk analysis.

In this book, we are concerned with quantitative risk analysis. Since
quantitative risk analysis involves estimation of the degree or probability of loss,
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risk analysis is fundamentally intertwined with the concept of probability of
occurrence of hazards. Risk analysis consists of answers to the following questions
(see Kaplan and Garrick (1981)):

1. What can go wrong that could lead to an outcome of hazard exposure?
2. How likely is this to happen?
3. If it happens, what consequences are expected?

To answer question 1, a list of outcomes (or scenarios of events leading to the
outcome) should be defined. The likelihood of these scenarios should be estimated
(answer to question 2), and the consequence of each scenario should be described
(answer to question 3). Therefore, risk can be defined, quantitatively, as the
following set of triplets:

R=<§.,P.,C> i=1,2,...,n, (1.4)
where
§. = is a scenario of events that lead to hazard exposure,
P = is the likelihood of scenario i, and
C, = is the consequence (or evaluation measure) of scenario i, e.g., a

measure of the degree of damage or loss.

Since Eq. (1.4) involves estimation of the likelihood of occurrence of events
(e.g., failure of safeguard systems), most of the methods described in Chapters 2
through 7 become relevant. However, we have specifically devoted Chapter 8 to
a detailed, quantitative description of these methods as applied to risk analysis.
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Basic Reliability Mathematics:
Review of Probability and Statistics

2.1 INTRODUCTION

In this chapter, we discuss the elements of mathematical theory that are relevant
to the study of reliability of physical objects. We begin with a presentation of basic
concepts of probability. Then we briefly consider some fundamental concepts of
statistics that are used in reliability data analysis.

2.2 ELEMENTS OF PROBABILITY

Probability is a concept that people use formally and casually every day. The
weather forecasts are probabilistic in nature. People use probability in their casual
conversations to show their perception of the likely occurrence or nonoccurrence
of particular events. Odds are given for the outcome of sport events, and are used
in gambling.

Formal use of probability concepts is widespread in science, for example,
astronomy, biology, and engineering. In this chapter, we discuss the formal
application of probability theory in the field of reliability engineering.

2.2.1 Sets and Boolean Algebra

To perform operations associated with probability, it is often necessary to use sets.
A set is a collection of items or elements, each with some specific characteristics.
A set that includes all items of interest is referred to as a universal set, denoted by
Q. A subset refers to a collection of items that belong to a universal set. For
example, if set €) represents the collection of all pumps in a power plant, then the
collection of electrically driven pumps is a subset E of Q. Graphically, the
relationship between subsets and sets can be illustrated through Venn diagrams.
The Venn diagram in Fig. 2.1 shows the universal set £ by a rectangle, and subsets
E, and E, by circles. It can also be seen that E, is a subset of E,. The relationship

21
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between subsets E| and E, and the universal set can be symbolized by E, c E,

Q.

Figure 2.1 Venn diagram.

The complement of a set E, denoted by, E and called E not, is the set of all
items (or more specifically events) in the universal set that do not belong to set E.
In Fig. 2.1, the nonshaded area outside of the set E, bounded by the rectangle
represents E, . It is clear that sets E, and E, together comprise .

The union of two sets, E, and E,, is a set that contains all items that belong
to E, or E,. The union is symbolized either by E, u E, or E, + E,, and is read E, or
E,. That is, the set E, u E, represents all elements that are in E,, E, or both E, and
E,. The shaded area in Fig. 2.2 shows the union of sets £, and E,.

Figure 2.2 Union of two sets, E, and E,

Suppose E, and E, represent positive odd and even numbers between 1 and 10,
respectively. Then

The union of these two sets is:
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E VvE,={1,2,3,45,6,7,8,9.10}
or,if E,={x, y,z}and E,={x t z}, then
EVvE,={xy 1t}
Note that element x is in both sets E, and E,.
The intersection of two sets, E, and E,, is the set of items that are common

to both E| and E.. This set is symbolized by E, " E, or E, - E,, and is read E, and
E,. In Fig. 2.3, the shaded area represents the intersection of £, and E,.

Figure 2.3 Intersection of two sets, E, and E..

Suppose E, is a set of manufactured devices that operate for ¢ > 0 but fail
prior to 1000 hours of operation. If set E, represents a set of devices that operate
between 500 and 2000 hours, then E, N E, can be obtained as follows:

E ={t10<r<1000)
E,= {11500 << 2000 )
E,nE,={11500<1< 1000 }

Also,ifsets E,={x, v.z}and E,={x,t, z }, then

EnE,={x}
Note that the first two sets in this example represent “continuous” elements, and
the second two sets represent “discrete” elements. This concept will be discussed
in more detail further in this chapter.

A null or empry set, @, refers to a set that contains no items. One can easily
see that the complement of a universal set is a null set, and vice versa. That is,

— 2.D
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Two sets, E, and E,, are termed mutually exclusive or disjoint when En E, = Q.
In this case, there are no elements common to E,and E,. Two mutually exclusive
sets are illustrated in Fig. 2.4.

Figure 2.4 Mutually exclusive sets, E, and E..

From the discussions thus far, as well as from the examination of the Venn
diagram, the following conclusions can be drawn:

The intersection of set E and a null set is a null set:

En@g=0 (2.2
The union of set £ and a null set is E:

EvQ=E (2.3)
The intersection of set £ and the complement of E is a null set:

ENE=0 (2.4)
The intersection of set E and a universal set is E:

EnQ=E (2.5)
The union of set £ and a universal set is the universal set:

EoQ=Q (2.6)
The complement of the complement of set £ is E:

E-E (2.7)

The union of two 1dentical sets E is E:
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EUVE=E (2.8)
The intersection of two identical sets E is E:

EnE=E (2.9)

Example 2.1
Simplify the following expression:

ENEu®

Solution:
Since E,n E = E|, then the expression reduces to E,v @ = E|

Boolean algebra provides a means of evaluating sets. The rules are fairly
simple. The sets of axioms in Table 2.1 provide all the major relations of interest
in Boolean algebra including some of the expressions discussed in Egs. (2.1)
through (2.9).

Table 2.1 Laws of Boolean Algebra

X"Y=Y"X

X . Y=Y_.X Commutative Law

X~ (Y"2)=X~Y)~Z

X (Y.Z)=(X.Y).Z Associative Law

X" XY .D=(X" YV - X~2D Distributive Law
X~X=X

X X=X Idempotent Law
X*(X.Y=X .
X.(X-Y)=X Absorption Law

x I X_ = d)

X.X=Q Complementation Law
X=X

X~¥V)=X_Y .

X V=X~V De Morgan's Theorem
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Example 2.2
Simplify the following Boolean expression:

(A~ B).(A~B). (A~ B) De Morgan's Theorem
=(A~B)"(A"B)"(A"B) De Morgan's Theorem
=(A_.B) (A. B) (A _ B) Complementation Law
=(Z» B) “(A. B) (A . B Distributive Law
=[A (A B)].[B (A.B)] “(A.B) Distributive Law
=[A_(B "A)}.UB -A). (B B) ~(A .B) Absorption Law
=[A.(B “A)] “(A . B) Distributive Law
=A (A . B) Absorption Law

- B.

2.2.2 Basic Laws of Probability

In probability theory, the elements that comprise a set are outcomes of an
experiment. Thus, the universal set (2 represents the mutually exclusive listing of
all possible outcomes of the experiment and is referred to as the sample space of
the experiment. In examining the outcomes of rolling a die, the sample space is
S ={1,2,3.4,5,6}. This sample space consists of six items (elements) or sample
points. In probability concepts, a combination of several sample points is called
an event. An event is, therefore, a subset of the sample space. For example, the
event of “an odd outcome when rolling a die” represents a subset containing
sample points 1, 3, and §.

Associated with any event E of a sample space S is a probability shown by
Pr(£) and obtained from the following equation:

m(E)

Pr(E) - m(S)

(2.10)

where m(.} denotes the number of elements in the set (.) and refers to the size of
the set.

The probability of getting an odd number when tossing a die is determined
by using m(odd outcomes) = 3 and m(sample space) = 6. In this case, Pr(odd
outcomes) = 3/6 =0.5.

Note that Eq. (2.10) represents a comparison of the relative size of the subset
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represented by the event E to the sample space S. This is true when all sample
points are equally likely to be the outcome. When all sample points are not
equally likely to be the outcome, the sample points may be weighted according
to their relative frequency of occurrence over many trials or according to expert
judgment.

At this point, it is important that the readers appreciate some intuitive
differences between three major conceptual interpretations of probability
described below.

Classical Interpretation of Probability (Equally Likely Concept)

In this interpretation, the probability of an event E can be obtained from Eq.
(2.10), provided that the sample space contains N equally likely and different
outcomes, i.e., m(S) = N, n of which have an outcome (event) E, i.e., m(E) = n.
Thus Pr(E) = n/N. This definition is often inadequate for engineering applications.
For example, if failures of a pump to start in a process plant are observed, it is
unknown whether all failures are equally likely to occur. Nor is it clear if the
whole spectrum of possible events is observed. That case is not similar to rolling
a perfect die, with each side having an equal probability of 1/6 at any time in the
future. -

Frequency Interpretation of Probability

In this interpretation, the limitation on the lack of knowledge about the overall
sample space is remedied by defining the probability as the limit of /N as N
becomes large. Therefore, Pr(E) = lim, _, (n/N). Thus if we have observed 2000
starts of a pump in which 20 failed, and if we assume that 2000 is a large number,
then the probability of the pump failure to start is 20/2000 = 0.01.

The frequency interpretation is the most widely used classical definition
today. However, some argue that because it does not cover cases in which little or
no experience (or evidence) is available, nor cases where estimates conceming the
observations are intuitive, a broader definition is required. This has led to the third
interpretation of probability.

Subjective Interpretation of Probability

In this interpretation, Pr(E) is a measure of the degree of belief one holds in a
specified event E. To better understand this interpretation, consider the probability
of improving a system by making a design change. The designer believes that such
a change results in a performance improvement in one out of three missions in
which the system is used. It would be difficult to describe this problem through the
first two interpretations. That is, the classical interpretation is inadequate since
there is no reason to believe that performance is as likely to improve as to not
improve. The frequency interpretation is not applicable because no historical data
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exist to show how often a design change resulted in improving the system. Thus,
the subjective interpretation provides a broad definition of the probability concept.

Calculus of Probability

The basic rules used to combine and treat the probability of an event are not
affected by the interpretations discussed above; we can proceed without adopting
any of them. (There is much dispute among probability scholars regarding these
interpretations. Readers are referred to Cox (1946) for further discussions of this
subject.)

In general, the axioms of probability can be defined for a sample space § as
follows:

1. Pr(E) >0, forevery event Esuch that E c §,

2. Pr(E,vE,v - -CE )=Pr(E)+Pr(E; )+ -+ Pr(E,), where the
events £, E,, . . ., E, are such that no two have a sample point in
common,

3. Pr(S)=1

It is important to understand the concept of independent events before
attempting to multiply and add probabilities. Two events are independent if the
occurrence or nonoccurrence of one does not depend on or change the probability
of the occurrence of the other. Mathematically, this can be expressed by

Pr(E, | E,) = Pr(E)) 2.11)

where Pr(E| | E,) reads “the probability of E,, given the E, has occurred.” To better
illustrate, let's consider the result of a test on 200 manufactured identical parts. It
is observed that 23 parts fail to meet the length limitation imposed by the designer,
and 18 fail to meet the height limitation. Additionally, 7 parts fail to meet both
length and height limitations. Therefore, 152 parts meet both of the specified
requirements. Let E, represent the event that a part does not meet the specified
length, and E. represent the event that the part does not meet the specified height.
According to Eq. (2.10), Pr(E|) = (7 + 23)/200 = 0.15, and Pr(E,) = (18 + 7)/200
= (1.125. Furthermore, among 25 parts (7 + 18) that have at least event E,, 7 parts
also have event £,. Thus, Pr( E, | E,) = 7/25 = 0.28. Since Pr( £, | E, ) # Pr( E,).
events E,and E, are dependent.

We shall now discuss the rules for evaluating the probability of simultaneous
occurrence of two or more events, that is, Pr(E, n E,). For this purpose, we
recognize two facts. First, when E, and E, are independent, the probability that
both E, and E, occur simultaneously is simply the multiplication of the
probabilities that E, and E. occur individually. That is,
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Pr(E, nE,) = Pr(E| )" Pr(E,)

Second, when E|and E, are dependent, the probability that both E,and E, occur
simultaneously is obtained from the following expressions:

Pr(E, N E,) = Pr(E |} Pr(E, | E|) 2.12)

We will elaborate further on Eq. (2.12) when we discuss Bayes' Theorem. It is
easy to see that when E\and E, are independent. and Eq. (2.11) is applied, Eq.
(2.12) reduces to

Pr(E N E,) = Pr(E,) " Pr(E,)

In general, the probability of joint occurrence of n independent events E,
E,, ..., E, s the product of their individual probabilities.
That is,

Pr{E, 0 Eyn - 0 E,) = Pr(E,)- Pr(E,)- -~ Pr(E,) - [ Pr(E,) (2.13)
=

The probability of joint occurrence of n dependent events £, E., . . ., E, is
obtained from

Pr(E,nE,n- - NE)=Pr(E ) Pr(E, | E ) Pr(E, | ELNE,)---
(2.149)
- Pr(E, | E,NE,N-NE, )

where Pr(E, | E, n E, n...) denotes the conditional probability of £, given the
occurrence of both E,and E, and so on.

Example 2.3

Suppose that Vendor 1 provides 40% and Vendor 2 provides 60% of
electronic devices used in a computer. It is further known that 2.5% of Vendor 1's
supplies are defective, and only 1% of Vendor 2's supplies are defective. What is
the probability that a unit is both defective and supplied by Vendor 1? What is the
same probability for Vendor 27

Solution:
E = the event that a device is from Vendor 1,
E, = the event that a device is from Vendor 2,
D = the event that a device is defective,
D | E, = the event that a device is known to be from Vendor 1 and defective.
D1 E, = the event that a device is known to be from Vendor 2 and defective.
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Then,
Pr( E, })=0.40,Pr( E,)=0.60,Pr(DI E, )=0.025, and Pr{ D | E, ) = 0.01
From (2.14), the probability that a defective device is from Vendor 1 is
Pr(E,nD)=Pr(E,)nPr(DIE,)=(0.4)(0.025) = 0.01

Similarly,
Pr( E. " D) =0.006

The evaluation of the probability of union of two events depends on whether
or not these events are mutually exclusive. To illustrate this point, let's consider
the 200 electronic parts that we discussed earlier. The union of two events £ and
E, includes those parts that do not meet the length requirement, or the height
requirement, or both. That is, a total of 23 + 18 + 7 = 48. Thus,

Pr(E, o E, ) = 48/200 = 0.24

In other words, 24% of the parts do not meet one or both of the requirements. We
can easily see that Pr( E, v E, ) # Pr( E, ) + Pr(E,), since 0.24 = 0.125 + 0.15. The
reason for this inequality is the fact that the two events £ and E, are not mutually
exclusive. In turn, Pr( E, ) will include the probability of inclusive events E,N E,.
and Pr( E, ) will also include events E,n E,. Thus, joint events are counted twice
in the expression Pr( E,) + Pr(E, ). Therefore, Pr(E, ©: E, ) must be subtracted from
this expression. This description, which can also be seen in a Venn diagram, leads
to the following expression for evaluating the probability of the union of two
events that are not mutually exclusive:

Pr(ElUEZ):Pr(El)+Pr(Ez)*Pr(ElﬂEz) (2.15)

Since Pr( E, n E, ) =7/200 = 0.035, then Pr( E, U E,}=0.125 + 0.15 - 0.035 =
0.24, which is what we expect to get. From (2.15) one can easily infer that if E,
and £, are mutually exclusive, then Pr(E, v E, ) =Pr( £, ) + Pr( E, ). If events £,
and E, are dependent, then by using (2.12), we can write (2.15) in the following
form:

Pr(E, UE, ) - Pr(El )+ Pr(Ez) - Pr(E ) Pr(E, | E, ) (2.16)



Basic Reliability Mathematics 31
Equation (2.15) for two events can be logically extended to n events.
Pr(E,UE,U---UE,) = [PqE, )+ Pr(E, )+ - + Pr(E, )|
- [Pr(E,\NE,)+ Pr(E,NE,)+ - + Pr(E,_,NE,)|
+[Pr(E]ﬂEzﬂE3)+Pr(ElﬂEzﬂE4)+ ] 2.17)
- (-1)" ' [E,NE,N--NE,]

Equation (2.17) consists of 2"' terms. If events E|, E, , . . ., E, are mutually
exclusive, then

Pr(E,UE,U---UE,)=Pr(E )+ Pr(E,)+ -+ + Pr(E,) (2.18)

When events E, E,, . . ., E, are not mutually exclusive, a useful method known
as a rare event approximation can be used. In this approximation, (2.18) is used
if all Pr(E, ) are small e.g., Pr(E,) < (50n)".

Example 2.4
Determine the maximum error in the right hand side of (2.17) if (2.18) is
used instead of (2.17). Find this error for n = 2, 3, 4, and assume Pr(E)) < (50n)"".

Solution:
For maximum error assume Pr(E)) = (50 n)"'

For n = 2, using (2.17),

2
PrEUE )= —— -| 1| - 00190
sox2 | s0x2
Using (2.18),
Pr(E,UE,) = —2— - 0.02000
502

0.01990 - 0.02000 1
0.01990

| max % Error| = \ 00‘ = 0.50%
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For n = 3, using (2.18),

3 1) 1!
Pr(E,UE,UE,)- —3[ ] [ ) = 0.01987

50x3 50x3 50x3
Pr(E,UE,UE,) - 503 = 0.02000
x

| max % Error| = 0.65%

Similarly for n = 4,

| max % Error| = 0.76 %

For dependent events, (2.17) can also be expanded to the form of Eq. (2.16)
by using (2.14). If all events are independent, then according to (2.13), (2.15) can
be further simplified to

Pr(E, UE,)=Pr(E ) - Pr(E,) - Pr(E, )} Pr(E, ) (2.19)
Equation (2.19) can be algebraically reformatted to the easier form of
Pr(E UE,)=1-(1-Pr(E))-(1 - Pr(E,)) (2.20)
Equation (2.19) can be expanded in the case of » independent events to

Pe(E,UE, U UE,)

(2.21)
=1 '(l h Pr(El))' (1 h Pr(Ez))"'(l h Pr(E"))

Example 2.5

A particular type of a computer chip is manufactured by three different
suppliers. It is known that 5% of chips from Supplier [, 3% from Supplier 2, and
8% from Supplier 3 are defective. If one chip is selected from each supplier, what
is the probability that at least one of the chips is defective?

Solution:
D, = the event that a chip from Supplier 1 is defective,
D, = the event that a chip from Supplier 2 is defective,
D, = the event that a chip from Supplier 3 is defective.
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D, D, U D, is the event that at least one chip from Supplier 1, Supplier 2,
or Supplier 3 is defective. Since the occurrence of events D,, D.. and D, are

independent, we can use (2.21) to determine the probability of D, . D, ¢ D,. Thus,

Pr(D,u D, Dy)=1- (1 -0.05)(1 - 0.03)(1 - 0.08) =0.152

In probability evaluations, it is sometimes necessary to evaluate the
probability of the complement of an event, that is, Pr(£). To obtain this value, let's
begin with (2.10) and recognize that the probability of all events in sample space
S is 1. The sample space can also be expressed by event E and its complement E.
That is

Pr(S) = 1 = Pr(EV E)

Since E and_l::are mutually exclusive, Pr( Eu E) = Pr(E) + Pr{ E). Thus,
Pr(E)+Pr(E) = 1.
By rearrangement, it follows that

Pr(E)=1-Pr(E) (2.22)

It is important to emphasize the difference between independent events and
mutually exclusive events, since these two concepts are sometimes confused. In
fact, two events that are mutually exclusive are not independent. Since two
mutually exclusive events E, and E, have no intersection, that is, £, N E, = @, then
Pr(E, n E,) = Pr(E)) - Pr(E,| E|) = 0. This means that Pr(E JE ) = 0, since Pr(E )
# 0. For two independent events, we expect to have Pr(E.| E|) = Pr(E.), which is
not zero except for the trivial case of Pr(E,) = 0. This indicates that two mutually
exclusive events are indeed dependent.

2.2.3 Bayes' Theorem

An important theorem known as Bayes' Theorem follows directly from the concept
of conditional probability, a form of which is described in (2.12). For example.
three forms of Eq. (2.12) for events A and E are

Pr(A n E) = Pr(A) - P(E | A)

and
Pr(A N E)=Pr(E) - Pr(A | E)

therefore
Pr(A) - Pr(E|1A) =Pr(E) - Pr(A | E)
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By solving for Pr(A | E), it follows that

Pr(A) - Pr(E|A)
Pr(E)

PrA|E) = (2.23)
This equation is known as Bayes' Theorem.

It is easy to prove that if event £ depends on some previous events that can
occur in one of the n different ways A, A., . . ., A, then (2.23) can be generalized
to

Pr(A ) Pr(E | A,
Pra;[ E) - "r( PECIA (2.24)
Pr(A)Pr(E | A)) '

-1

!

The right-hand side of the Bayes' equation consists of two terms: Pr(A)), called the
prior probability, and
Pr(E | A)

Y Pr(E|A)Pr(A)
[

the relative likelihood or the factor by which the prior probability is revised based
on evidential observations (e.g., limited failure observations). Pr(A, | E) is called
the pesterior probability, that is, given event E, the probability of event A, can be
updated (from prior probability Pr(A, )). Clearly, when more evidence (in the form
of events E) becomes available, Pr(A, | E) can be further updated. Bayes' Theorem
provides a means of changing one's knowledge about an event in light of new
evidence related to the event. We return to this topic and its application in failure
data evaluation in Chapter 3. For further studies about Bayes' Theorem, refer to
Lindley (1965).

Example 2.6

Two experts are inquired about the expected reliability of the product at the
end of its useful life. One expert assesses the reliability as 0.98 and the other gives
0.60. Assume both experts are considered equally credible. That is, there 1s a 50/50
chance that each expert is correct. Calculate the probability that experts are correct
in the following situations:

a. The product is tested for useful life and does not fail (i.e., the

outcome of the test is a success).

Two tests are performed and both are successful.

One test is performed and it results in failure.

d. Two tests are performed. One is successful, but the other results in
failure.

IR
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Solution
a. Denote:
A, = event that expert 1 is correct,
A, = event that expert 2 is correct,
B = event that the test is successful.
Then

Pr(A,) Pr(B|4,)

Pr(A,|B) =
r(A18) Pr(A,) Pr(B|A,) + Pr(A,) Pr(B|A,)
Pr(A,|B) - 0.5x%0.98 - 0.60
‘ 0.5x 0.98 + 0.5x 0.60
Pr(A,|B) = 1 - 062 = 038

It is clear that because of the successful test the credibility of expert A,
estimate rises in light of this test, and credibility of expert A, declines.

b. Denote:

B, = event that test 1 is successful,
B, = event that test 2 is successful.

Then
Pr(4,|B,NB,) - Pr(A,) Pr(B,NB, 14, )
r(A,18,NB,) = Pr(A, ) Pr(B NB,|A,) + Pr(A,) Pr(B,NB,|A,)
Pr(A,|B,NB,) - 0.3 x 9B =073

0.5 x (0.98)% + 0.5 x (0.6)°
Pr(AlelﬂBz) =1-073 = 027

As expected, the credibility of expert 1 is further increased.

¢. Denote:

B = event that test is a failure.
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Then
Pr(B|A, ) = 0.02, Pr(B|A,) - 0.40
_ A B
iai8) - PAIPEA]
Pr(A,) Pr(B|A, ) + Pr(A,) Pr{B A, )
Pr(A,|B) - 0.5 x 0.02 - 0.05
0.5 x 0.02 + 0.5 x 0.40
Pr(A,|B) =1 - 0.05 = 095

The credibility of expert 2 estimation substantially rises due to the originally
pessimistic reliability value that he or she had provided.

d. Denote:

B, = event that the first test is successful,

B, = event that the second test is a failure.

Then
: > Pr(A, ) Pr(B,NB,|A
Pr(4,1B,NB,) - f(_l) r(B,NB,| 1)‘ _
Pr(A,) Pr{B,NB,|A, )+ Pr(A,) Pr{B,NB, |4, )
pr(Al|Blﬂ[;ﬁ) _ (0.5)(0.98 x 0.02 ) 007

T (05) (0.98 x0.02) + (0.5) (0.6 x 0.4)

Pr(A,|B,NB,) = 1 - 007 = 093

Clearly the results fall between the results of b. and c.

Example 2.7

Suppose that 70% of an inventory of memory chips used by a computer
manufacturer comes from Vendor 1 and 30% from Vendor 2, and that 99% of
chips from Vendor 1 and 88% of chips from Vendor 2 are not defective. If a chip
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from the manufacturer's inventory is selected and is defective, what is the
probability that the chip was made by Vendor 1. What is the probability of
selecting a defective chip (irrespective of the vendor)?

Solution:
Let
A, = event that a chip is supplied by Vendor 1,
A, = event that a chip is supplied by Vendor 2,
E = event that a chip is defective,
E1A, = event that a chip known to be made by Vendor 1 is defective,
A, | E = event that a chip known to be defective is made by Vendor 1.
Thus,
Pr(A,)=0.7,Pr(A,)=03,Pr(EIA )=1-0.99
=001, Pr(EIA,)=1-0.88=0.12
Using (2.24),
Pr(A, | E) = 07 - 001 - 0.163

0.7-001 +0.3-0.12
Thus, the prior probability that Vendor | was the supplier 0.7, is changed to

a posterior probability of 0.163 in light of evidence that the chosen unit is
defective. From the denominator of (2.24),

Pr(E) = Y Pr(A)Pr(E|A,) = 0043
i=1

Example 2.8

A passenger air bag (PAB) disable switch is used to deactivate the PAB in
cases when the passenger seat of a car is not occupied. This saves the PAB from
being wasted when the car gets into a frontal collision. The switch itself is an
expensive component, so its feasibility needs to be justified based on the
probability of a passenger seat being occupied, given a collision happened.
Available data show that a commercial van driver usually has a passenger 30% of
the time. Besides, the expert opinion analysis indicates that the driver is 40% less
likely to get into a collision with a passenger than without one. Given a frontal
collision has occurred, what is the probability of the passenger seat in a
commercial van being occupied?
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Solution:
Denote:

Pr( P) = probability of a passenger seat being occupied,

Pr(P)= probability of a passenger seat not being occupied,

Pr( C) = probability of getting into a collision,

Pr(C | P) = probability of getting into a collision, given the passenger
seat is occupied,

Pr(P | C) = probability of the passenger seat being occupied, given a
collision happened.

Using the Bayes’ theorem, the probability in question can be found as:

Pr(C | P) Pr(P)
Pr(C| P)Pr(P) + Pr(C) P) Pr(P)

Pr(P1C) =

According to the statement of the problem, the probabilities of getting into a
collision with and without a passenger are related to each other in the following
manner:

Pr(CIP) = 04 Pr(CI| P)

Keeping this in mind, as well as that Pr(P) = 1 - Pr(P), one finally gets:

PP C) - Pr(P) - 0.3 - 0.146

1 1
— (1 -Pr(P)) + Pr(P —(1-03)+03
0‘4( 1(P)) + Pr(P) 0‘4( )

Therefore, in one hundred similar collisions, 15 are expected to have the passenger
seat occupied.

2.3 PROBABILITY DISTRIBUTIONS

In this section, we concentrate on basic probability distributions that are used in
mathematical theory of reliability and reliability data analysis. In Chapter 3, we
also discuss applications of certain probability distributions in reliability analysis.
A fundamental aspect in describing probability distributions is the concept of a
random variable (r.v.). We begin with this concept and then continue with the
basics of probability distributions applied in reliability analysis.
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2.3.1 Random Variable

Let's consider an experiment with a number of possible outcomes. If the
occurrence of each outcome is governed by chance (random outcome), then
possible outcomes may be assigned a numerical value.

An upper case letter (e.g., X, ¥) is used to represent a random variable (r.v.),
and a lower case letter is used to determine the numerical value that the r.v. can
take. For example, if r.v. X represents the number of system breakdowns during
a given period of time ¢ (e.g., number of breakdowns per year) in a process plant,
then x, shows the actual number of observed breakdowns.

Random variables can be divided into two classes, namely, discrete and
continuous. A r.v. is said to be discrete if its sample space is countable, such as the
number of system breakdowns in a given period of time. A r.v. is said to be
continuous if it can take on a continuum of values. That is, it takes on values from
an interval(s) as opposed to a specific countable number. Continuous r.v.s are a
result of measured variables as opposed to counted data. For example, the
operation of several light bulbs can be modeled by a r.v. T, which takes on a
continuous survival time ¢ for each light bulb. Clearly, time ¢ is not countable.

2.3.2 Some Basic Discrete Distributions

Consider a discrete random variable, X. The probability distribution for a discrete
r.v. is usually denoted by the symbol Pr(x;), where x, is one of the values that r.v.
X takes on. Let r.v. X have the sample space § designating the countable
realizations of X which can be expressed as S = {x, x,, . . ., x,} where k is a finite
or infinite number. The discrete probability distribution for this space is then a
function Pr(x,), such that

Pr(x)=20, i=1,2,...,k,

and
(2.25)

k
Y pPrix) =1
i=1

Discrete Uniform Distribution
Suppose that all possible k outcomes of an experiment are equally likely.
Thus, for the sample space S = {x, x,, . . ., x,} one can write

Pr(x) = p = Vk, fori=1,2,...,k (2.26)

A traditional model example for this distribution is rolling a die. If r.v. X describes
the numbered 1 to 6 faces, then the discrete number of outcomes is k = 6. Thus,
Pr(x)=1/6,x,=1,2,...,6.
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Binomial Distribution

Consider a random trial having two possible outcomes, for instance, success.
with probability p, and failure with probability 1 - p. Consider a series of n
independent trials with these outcomes. Let r.v. X denote the total number of
successes. Since the number is a nonnegative integer, the sample space is S = {0,
I, 2, ..., n}. The probability distribution of r.v. X is given by the binomial
distribution:

Pr(x) =(Z)p"’(1 -p)yttY, o x=0,1,2,....n (2.27)

which gives the probability that a known event or outcome occurs exactly x times
out of n trials. In (2.27), x is the number of times that a given outcome has
occurred. The parameter p indicates the probability that a given outcome will

occur. The symbol [ ':) denotes the total number of ways that a given

outcome can occur without regard to the order of occurrence. By definition,

X x!(n-x)! (2-28)

wheren!=n(n- 1)}n-2),....1,and 0! = I.

In the following examples, the binomial probability is treated (in the
framework of classical statistical inference approach) as a constant nonrandom
quantity. The situations where this probability or other distribution parameters are
treated as random are considered in the framework of Bayes' approach discussed
in Chapter 3.

Example 2.9

A random sample of 15 valves is observed. From past experience, it is
known that the probability of a given failure within 500 hours following
maintenance is 0.18. Calculate the probability that these valves will experience 0.
1,2,...., 15, independent failures within 500 hours following their maintenance.

Solution.
Here the r.v. X designates the failure of a valve that can take on values of 0,
1.2,...,15 and p = 0.18. Using (2.27),
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X Pr(x) X Pr(x,) X Pr(x) X Pr(x)
0]510x10°| 4 [1.61x10"'] 8 |290x107"] 12 | 3.15x 107
1 11.68x10'[5 |780x10°] 9 [466x10"]| 13 | 1.60x10™
2 1258x107] 6 |540x10°| 10 |566x10°| 14 | 495x 10"
31245x101| 7 |1.40x10° ] 11 [526x10°| 15 | 6.75%x 10"
VPr(x)=1.00
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Example 2.10

In a process plant, there are two identical diesel generators for emergency
ac needs. One of these diesels ts sufficient to provide the needed emergency ac.
Operational history indicates that there ts one failure on 100 demands for each of

these diesels.

a. What is the probability that at a given time of demand both diesel
generators will fail?
b. If, on the average, there are 12 test related demands per year for

emergency ac, what is the probability of at least one failure for diesel

A in a given year? (Assume diesel A is demanded first.)
¢.  What is the probability that for the case described in b., both diesels A
and B will fail on demand simultaneously at least one time in a given

year?

d. What is the probability in c. of exactly one simultaneous failure in a

given year?

Solution:

a. q=1/100=0.01 p=99/100=0.99

Assume A and B are independent. (See Chapter 7 for dependent failures

treatments.)

Pr(A ~ B) = Pr(A) - Pr(B) = 0.01 - 0.01 = 0.0001

That is, there is a 1/10,000 chance that both A and B will fail on a given demand.
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b. Using the binomial distribution one can find
- - 12 0 12
Pr(X=0) = 0 (0.01)°(0.99)"- = 0.886

which is the probability to observe no failure in 12 trials (demands). Therefore, the
probability of at least one failure per diesel generator in a year

Pr(Xz1) = 1-Pr(X<1) = 1-Pr(X=0) = 1-0.886=0.114

c. Using the results obtained in a., the probabilities of simultaneous failure
and nonfailure of generators A and B are ¢ = 0.0001 and p = 0.9999,
respectively. Then, similarly to the previous case

Pr(Y=12) = ( :g) (0.9999)'%(0.0001)° = 0.9988

which is the probability of 12 successes for the system composed of both A and
B on 12 demands (trials). Therefore, the probability of at least 1 failure of both A
and B in a year

Pr(X>1) = 1-Pr(X<1) = [ -Pr(X=0)

{-Pr(¥=12) = 1 -0.9988=0.0012
d. For exactly one simultaneous failure in a given year,

Pr(X=1) - ('12) (0.0001)' (0.9999)"" = 0.00119

Hypergeometric Distribution

The hypergeometric distribution is the only distribution associated with a
finite population, considered in this book. Let us have a finite population of ¥
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items among which there are D items of interest, for example, N identical
components, among which D components are defective. The probability to find
x (x < D) objects of interest within a sample (without replacements) of n (n < N)
items is given by the hypergeometric distribution:

Pr(x; N’ D’ n) = (_X_)(g_) (229)
!
n
where
x=0,1,2,...n;, x ¢« D, n-x<N-D (2.30)

The hypergeometric distribution is commonly used in statistical quality control
and acceptance-rejection test practice. This distribution approaches the binomial
one with parameters p = D/N and n, when the ratio, n/N, becomes small.

Example 2.11
A manufacturer has a stockpile of 286 computer units. It is known that 121

of the units are more reliable than the other units. If a random sample of four
computer units is selected without replacement, what is the probability that no
units, two units and all four units are from high reliability units?

Solution:
Use (2.29) with
x = number of high reliability units in the sample,
n = number of units in the selected sample,
n - x = number of nonhigh (low) reliability units in the sample,
N = number of units in the stockpile,
D = number of high reliability units in the stockpile,
N - D = number of nonhigh (low) reliability units in the stockpile.

Possible values of x are 0 < x < 4. The results of calculations are given in the table
below
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X Pr(x)

4-0
)
6 - 121
4 -2

‘)

(121) 286 - 121)
4 - 4
28 6)

[ 121) 286 - 121)
0.109

"

N

|
|
(121)(2
(2
(
(

= 0.360

= 0.03})

Poisson Distribution

This model] assumes that events of interest are evenly dispersed at random
in a time or space domain, with some constant intensity, A. For example, r.v. X can
represent the number of failures observed at a process plant per year (time
domain), or the number of buses arriving at a given station per hour (time
domain), if they arrive randomly and independently in time. It can also represent
the number of cracks per unit area of a metal sheet (space domain). It is clear that
a r.v. X following the Poisson distribution is, in a sense, a number of random
events, so that it takes on only integer values. If r.v. X follows the Poisson
distribution, then

Pr(x):w. forp>0, x=0,1,2,... 230
x! (

where p is the only parameter of the distribution, which is also its mean. For
example if X is a number of events observed in a nonrandom time interval, ¢, then
p = At, where X is the so-called rate (time domain) or intensity (space domain) of
occurrence of Poisson events.
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Example 2.12

A nuclear plant receives its electric power from a utility grid outside of the
plant. From past experience, it is known that loss of grid power occurs at a rate of
once a year. What is the probability that over a period of 3 years no power outage
will occur? That at least two, power outages will occur?

Solution:
Denote, A = 1/year, t=3 years, p=1x3 =3,
Using (2.31) find
0 -
Pr(X=0) - 3—“3"(—3) - 0.050
1 _
Pr(X=1) = 3%P(=3) _ 149

1!
Pr(X>22)=1-Pr(x<1)=1-Pr(X=0)-Pr(X=1)
= 1-0.050 - 0.149 = 0.801

Example 2.13

Inspection of a high pressure pipe reveals that on average, two pits per meter
of pipe has occurred during its service. If the hypothesis that this pitting intensity
is constant and the same for all similar pipes is true, what is the probability that
there are fewer than five pits in a 10-meter long pipe branch? What is the
probability that there are five or more pits?

Solution:
Denote,

A=2,t=10,p=2x10=20

Based on (2.31) the probabilities of interest can be found as
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PriX<5) = Pr(X=4)-Pr(X=3)-Pr(X=2)+Pr(X=1)+-Pr(X=0)

20%exp(-20) 20%exp(-20)  20°exp(-20) 20'exp(-20)

PriX<5) =
4! 3! 2! 1!
0 -
. 207exp( ~20) 2 20) _1.69x10°"
Pr(X>5) =1-1.69x10 *=0.99983

The Poisson distribution can be used as an approximation to the binomial
distribution when the parameter, p, of the binomial distribution is small (e.g., when
p < 0.1) and parameter n is large. In this case, the parameter of the Poisson
distribution, p, is substituted by np in (2.31). Besides, it should be noted that as p
increases, the Poisson distribution approaches the Normal distribution with mean
and variance of p. This asymptotical property is used as the normal approximation
for the Poisson distribution.

Example 2.14

A radar systemn uses 650 similar electronic devices. Each device has a failure
rate of 0.00015 per month. If all these devices operate independently. what is the
probability that there are no failures in a given year?

Solution:
The average number of failures of a device per year

p’=0.00015 x 12 =0.0018
The average number of failures of a radar system per year
p=np =0.0018 x 650 =1.17
Finally, the probability of 0 failures per year, according to (2.31) is given by

1.17%xp(- 1.17) _ 0.

Pr(X=0) = o1

31
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Geometric Distribution

Consider a series of binomial trials with probability of success, p. Introduce
ar.v., X, equal to the length of a series (number of trials) of successes before the
first failure is observed. The distribution of r.v. X is given by the geometrical
distribution:

Pr(x) =p(1 -pY ', x=1,2 ... (2.32)

The term (1 - p) ' "' is the probability that the failure will not occur in the first
(x - 1) trials. When multiplied by p, it accounts for the probability of the failure
in the xth trial.

Example 2.15

In a nuclear power plant diesel generators are used to provide emergency
electric power to the safety systems. It is known that 1 out of 52 tests performed
on a diesel generator, results in a failure. What is the probability that the failure
occurs at the 10th test?

Solution:
Using (2.32) with x = 10 and p = 1/52 = 0.0192, yields

Prix = 10) = (0.0192)(1 - 0.0192)’ = 0.016

The books by Johnson and Kotz (1969), Hahn and Shapiro (1967), and Nelson
(1982) are good references for other discrete probability distributions.

2.3.3 Some Basic Continuous Distributions

In this section, we present certain continuous probability distributions that are
fundamental to reliability analysis. A continuous r.v. X has a probability of zero
of assuming one of the exact values of its possible outcomes. For example, if r.v.
T represents the time interval within which a given emergency action is performed
by a pilot, then the probability that a given pilot will perform this emergency
action, for example, in exactly 2 minutes is equal to zero. In this situation, it is
appropriate to introduce the probability associated with a small range of values
that the r.v. can take on. For example, one can determine Pr(¢, < T < t,), i.e., the
probability that the pilot would perform the emergency action sometime between
1.5 and 2.5 minutes. To define probability that a r.v. assumes a value less than
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given, one can introduce the so-called cumulative distribution function (cdf), F(t),
of a continuous r.v. T as

Ft) = P(T < 1) (2.33)
Similarly, the cdf of a discrete r.v. X is defined as

F(x) =Pr(X < x) = Y, Pr(x)

alla s«

(2.34)

For a continuous r.v., X, a probability density function (pdf), fi1), is defined as:

dF(n)

t = .7
S T
It is obvious that the cdf of ar.v. ¢, F(t), can be expressed in terms of its pdf, fi1),
as:

F(1) = P(T< 1) =ff(£)d5 (2.35)

0

Re)dt is called the probability element, which is the probability associated with a
small interval dt of a continuous r.v. T.

The cumulative distribution function of any continuous r.v. must satisfy the
following conditions:

F(-w) = 0 (2.36)
F(w) :ff(é)dé =1 (2.37)
0<F(1) = ff(E)d& < 1 (2.38)

and

X

Fx) = [ fE)dE < F(xy) = ff(E)d&, if x <x (2.39)

The cumulative distribution function is used to determine the probability that
ar.v., T, falls in an interval (a, b):
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b a

h
Pra<T<b) = [f(E)dE - ff(z)dx =ff(£)d5 (2.40)

—= -2

or:

Pria<T<b) = F(b)-F(a)

For a discrete r.v. X, the cdf is defined in a similar way, so that the analogous
equations are

Pric<X<d) =Y p(x)- Y. p(x) = F(d) - F(c)

X sd Ksc

It is obvious that the pdf fit) of a continuous r.v. T must have the following
properties:

ATy >0 foralle, [ firyde-1

and

ff(t)dt = Pr(t, <T<t,)

1

Example 2.16
Let the r.v. T have the pdf

.2

—, 0<t<6b
fley=4 @

0, otherwise

What is the value of parameter a? Find Pr(1 < T < 3).
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Solution:

ff(r)d: - [ fyar = 1

Iy
- a 3 (6
ff(r)d;: det:t— —&—O:I thena:gl—é:n
1, o 4 3aly 3a 3
! t? TR 27 1
Pr(l <T<3) = [ Lar-1 -2 L -op
EP) 216 1 216
Normal Distribution

Perhaps the most well known and important continuous probability
distribution is the Normal distribution (sometimes called Gaussian distribution).
A normal pdf has the symmetric bell-shaped curve shown in Fig. 2.5, called the
normal curve. In 1733, De Moivre developed the mathematical representation of
the normal pdf, as follows:

o)
20°

flry =

exp CoLt<o, <Y < (241

oy2m

where | and ¢ are the parameters of the distribution, ¢ > 0.

From (2.41} it is evident that once y and o are specified, the normal curve can be
determined. We will see later in Chapter 3 that the parameter p, which is referred
to as the mean, and the parameter o, which is referred to as the standard deviation,
have special statistical meaning.

According to (2.41), the probability that the r. v. T takes on a value between
abscissas r=¢, and r = t, is given by

! f exp
agy2nm

Pr(s <T<t,) = dt (2.42)
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Figure 2.5 Normal distribution.

The integral cannot be evaluated in a closed form, so the numerical
integration and tabulation of normal cdf are required. However, it would be
impractical to provide a separate table for every conceivable value of p and o.
One way to get around this difficulty is to use the transformation of the normal pdf
to the so-called standard normal pdf which has a mean of zero (u = 0) and a
standard deviation of 1 (0 = 1). This can be achieved by means of the r.v.
transformation Z, such that

(2.43)

That is, whenever r.v. T takes on a value f, the corresponding value of r.v. Z is
given by z = (¢t - py/o. Therefore, if T takes on values r =¢, or t = r,, the r.v. Z takes
on values z, = (¢, - p)o, and z, = (¢, - p)/0. Based on this transformation, we can
write
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Prit, < T <1t,)

Chapter 2

(2.44)

where Z, also, has the normal pdf with a mean of zero and a standard deviation of
1. Since the standard normal pdf is characterized by fixed mean and standard
deviation, only one table is necessary to provide the areas under the normal pdf
curves. Table A.l (see Appendix A) presents the area under the standard normal
curve corresponding to Pr(a < Z < ),

Example 2.17

A manufacturer states that his light bulbs have a mean life of 1700 hours and
a standard deviation of 280 hours. Assuming the light bulb lives are normally
distributed, calculate the probability that a given light bulb will last less than 1000

hours.

Solution:

First, the corresponding Z value is calculated as

Z =

1000 - 1700
280

=-25

Notice that the lower tail of a normal pdf goes to -, so that the formal solution

is given by

Pr(-« < T< 1000) = Pr(-~ < Z < -2.5) = 0.0062

which can be represented as

Pr(-« < T< 1000) = Pr(-« < T < 0) + Pr(0 < T < 1000)

The first term in the right side does not have a physical meaning and it is

negligibly small. For the problem considered this probability is
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Pr(-0<T<0)=Pr(-»<Z =~ 1700/280 = -6.07) = 6.42 x 10"
which can be considered as negligible. So, finally, one can write

Pr(-~ < T < 1000) = Pr(0 < T < 1000) = Pr(-= < Z < -2.5) = 0.0062

Lognormal Distribution

A positively defined random variable is said to be lognormally distributed
if its logarithm is normally distributed. The lognormal distribution has
considerable applications in engineering. One major application of this distribution
is to represent a random variable that is the result of multiplication of many
independent random variables.

If 7 is a normally distributed r.v., the transformation Y = exp(7) transforms
the normal pdf representing r.v. T with mean y, and standard deviation 0,to a
lognormal pdf, f{iy), which is given by

1 Iny -y, )
fly) = ——— exp >(—2—’) ,¥>0, »<py <=, 6,>0 (245)
o, yyamn 20,
f(t)
2.0 n
1.8
u=0
1.6 0=0.l
1.4
1.2
1.0 p=0
08} o=1
, p=0
0.6 1 _ g=05
044 Y. .7 I~ /
I / h '\‘\ ~
02|,/ / ST~
0.0 ...__{_..__ A TR e T S mm t
00 05 10 15 20 25 30 35 40 45 50

Figure 2.6 Lognormal distribution.
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Figure 2.6 shows the pdf’s of the lognormal distribution for different values of y,
and o, .

The area under the lognormal pdf curve f{y) between two points, y, and y.,
which is equal to the probability that r.v. ¥ takes a value between y, and v,, can be
determined using a procedure similar to that outlined for the Normal distribution.
Since logarithm is a monotonous function and In y is normally distributed, the
standard normal r.v. with

lnyI K,
ZI z —
of
and (2.46)
Iny, -y,
Z, =
o

provides the necessary transformation to caiculate the probability as follows

Pr(y, <Y<y,) = Pr{lny, <In¥ <Iny,)
= Pr(lny, < T<Iny,)

= Pr(zI <Z<z,)

If y, and o, are not known, but p, and o, are known, the following equations can
be used to obtain y, and o

(2.47)

(2.48)
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From (2.47) and (2.48), y, and 0, can also be determined in terms of y, and o,.

02
u - exp(“, : ?] (2.49)

o, = \'/exp(o,2 -1 B, (2.50)

Exponential Distribution

This distribution was historically the first distribution used as a model of
time-to-failure distribution, and it is still the most widely used in reliability
problems. The distribution has one-parameter pdf given by

fen) zéexp(‘“) k::g (2.51)

Figure 2.7 Exponential distribution.

Figure 2.7 illustrates the exponential pdf. In reliability engineering applications,
the parameter A is referred to as the failure rate. This notion is introduced in
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Chapter 3. The exponential distribution is closely associated with the Poisson
distribution. Consider the following test. A unit is placed on test at t = 0. When the
unit fails it is instantaneously replaced by an identical new one, which, in turn, 1s
instantaneously replaced on its failure by another identical new unit, etc. The test
is terminated at nonrandom time 7. It can be shown that if the number of failures
during the test is distributed according to the Poisson distribution with the mean
of AT, then the time between successive failures (including the time to the first
failure) has the exponential distribution with parameter A. The test considered is
an example of, the so-called, Homogeneous Poisson Process. We will elaborate
more on the Homogeneous Poisson Process in Chapter 5.

Example 2.18

A system has a constant failure rate of 0.001 failures per hour. What is the
probability that this system will fail before + = 1000 hours? Determine the
probability that it will work for at least 1000 hours.

Solution:
Calculate the cdf for the exponential distribution at 7 = 1000 hours

1000 1000

Pr(r<1000) = f Aexp(-Andr = -exp(-An
0 (]

=1 -exp(-1) = 0.632

Therefore,

Pr(t> 1000) =1 - Pr(t < 1000) = 0.368

Weibull Distribution

This distribution is widely used to represent the time to failure or life
duration of components as well as systems. The continuous r.v. T representing the
time to failure follows a Weibull distribution if its pdf is given by
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B

0, otherwise

et !

i - " , La, p>0

exp

(2.52)

Figure 2.8 shows the Weibull pdf’s with various values of parameters of «
and B. A careful inspection of these graphs reveals that the parameter B determines
the shape of the distribution pdf. Therefore, (§ is referred to as the shape
parameter. The parameter «, on the other hand, controls the scale of the
distribution. For this reason, « is referred to as the scale parameter. In the case
when [ = 1, the Weibull distribution is reduced to the exponential distribution with
A = l/, so the exponential distribution is a particular case of the Weibull
distribution. For the values of [ > 1, the distribution becomes bell-shaped with
some skew. We will elaborate on this distribution and its use in reliability analysis,
further in Chapter 3.

Figure 2.8 Weibull distribution.
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Example 2.19

For the Weibull distribution with the shape parameter B and the scale
parameter ¢, find the cdf.

Solution:

!

B
F(t) - Pr(T < 1) :fﬁ(l) exp
o o

QO

dt = 1 -exp

2) Al

Gamma Distribution

The gamma distribution can be thought of as a generalization of the
exponential distribution. For example, if the time T, between successive failures
of a system has the exponential distribution, thenar.v. Tsuchthat 7=T7T + T, +

. + T, follows the gamma distribution. In the given context, T represents the
cumulative time to the nth failure.

A different way to interpret this distribution is to consider a situation in
which a system is subjected to shocks occurring according to the Poisson process
(with parameter A). If the system fails after receiving n shocks, then the time-to-
failure of such a system follows a gamma distribution.

The pdf of the gamma distribution with parameters  and « is given by

1

fa)y = ———
p*I'(a)

. !
t 'exp[-ﬁ], o, B, >0 (2.53)

where I'(at) denotes the so-called gamma function defined as

P(a) =[x e tdx (2.54)

0

Note that when « is a positive integer, ' (a) = (¢ - 1)!, but in general the
parameter o is not necessarily an integer.
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The mean and the variance of gamma distribution are

E(t) =

=R

var(t) = %

The parameter « is referred to as the shape parameter and the parameter 3
is referred to as the scale parameter. It is clear that if & = 1, (2.53) is reduced to the
exponential distribution. Another important special case of the gamma distribution
is the case when 3 = 2 and & = n/2, where n is a positive integer, referred to as the
number of degrees of freedom. This one parameter distribution is known as the
Chi-square distribution. This distribution is widely used in reliability data analysis.

Chapter 3 provides more information about applications of the gamma
distribution in reliability analysis. Figure 2.9 shows the gamma distribution pdf
curves for some values of a and 3.

ft)

—
r
A e by

0.6 i
0.4

0.2

U SN

0.0

Figure 2.9 Gamma distribution.
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Beta Distribution

The beta distribution is a useful model for random variables that are
distributed in a finite interval. The pdf of the standard beta distribution is defined
over the interval (0,1) as:

TP e gpr 0srcna>0.p50
e gy - | T (2.55a)

0, otherwise

Similar to the gamma distribution, the cdf of the beta distribution cannot be
written in closed form. It is expressed in terms of, the so-called incomplete beta
function, (e, B). ie..

fir a, By
M[:“ Pa-nb ldx, 0<t<l,a>0,8>0
(o) I'(B) (2.55b)
- 0
0, t<0
1, t>1
The mean value and the variance of the beta distribution are
o
E(t) =
(1 o« B
var(t) = ’aﬁ
(P (@+p+1) (2.56)

For the special case of & = B = 1, the beta distribution reduces to the standard
uniform distribution. Practically, the distribution is not used as a time-to-failure
distribution. The beta distribution is widely used as an auxiliary distribution in
nonparametric classical statistical distribution estimation, as well as a prior
distribution in the Bayesian statistical inference. These special applications of beta
distribution are discussed in Chapter 3. Figure 2.10 shows the beta distribution pdf
curves for some selected values of « and f3.
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Figure 2.10 Beta distribution.

2.3.4 Joint and Marginal Distributions

Thus far, we have discussed distribution functions that are related to
one-dimensional sample spaces. There exist, however, situations in which more
than one r.v. is simultaneously measured and recorded. For example, in a study of
human reliability in a control room situation, one can simultaneously estimate (1)
the r.v. T representing time that various operators spend to fulfill an emergency
action, and (2) the r.v. E representing the level of training that these various
operators have had for performing these emergency actions. Since one expects E
and T to have some relationships (e.g., more trained operators act faster than less
trained ones), a joint distribution of both r.v. T and r.v. E can be used to express
their mutual dispersion.

Let X and Y be two r.v.s ( not necessarily independent ). The probability
density function for their simultaneous occurrence is denoted by f (x, y) and it is
called the joint probability density function of X and Y. If r.v. X and Y are discrete,
the joint probability density function can be denoted by Pr(X = x, ¥ = v), or
simply Pr(x, ¥). Thus, Pr(x, y) gives the probability that the outcomes x and ¥
occur simultaneously. For example, if r.v. X represents the number of circuits of
a given type in a process plant, and Y represents the number of failures of the
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circuit in the most recent year, then Pr(7,1) is the probability that a randomly
selected process plant has seven circuits and one of them failed once in the most
recent year. The function f (x, ¥) is a joint probability density function of
continuous r.v. X and Y if

. f(x,y)>0, -« <xvy< e, and

2. f f flx, vydxdy = 1.
Similarly, the function Pr(x, y) is a joint probability function of the discrete

random variable X and Y if

1. Pr(x, y) = 0, forall values of x and y, and

2. EZ Pr(x, y) = 1.

The probability that two or more joint r.v.s fall within a specified subset of the
sample space is given by

LY

Prix, <X <x,, yy<Vsy)-= f f-f(x, vydxdy

‘l \‘|

for continuous r.v.s., and by

Pr(x, <X sx,, yy<Y<y)-= Z Pr(x, v)

for discrete r.vs.

The marginal probability density functions of X and Y are defined respectively as

g(x) = ff(x, y)dy, (2.57)
and

h(y) = [f(x. y)dx (2.58)
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for continuous r.v.s, and by

Pr(x) = Y Pr(x, y).

and

Pr(y) = ) Prix,y),
; (2.59)

for the discrete r.v.s.
Using (2.12), the conditional probability of an event y, given event x, is

Pr(Y-y|X=x)- Pr(X=xNY¥Y=y) _ Pr(x,y) Pr(x) > 0
Pr(X =x) Pr(x) (2.60)

where X and Y are discrete r.v.s. Similarly, one can extend the same concept to
continuous r.v.s X and Y and write

Sy,
f(x|y) HGy (y)>0

or (2.61)

x)

where (2.60) and (2.61) are called the conditional probability density functions of
discrete and continuous r.v.s, respectively. The conditional probability density
functions have the same properties as any other pdf. Similar to (2.11), if r.v. X and
r.v. Y are independent, then f (x | y) = f (x) for continuous r.v.s, and Pr(x | v) =
Pr(x) for discrete r.v.s. This would lead to the conclusion that for independent r.v.s
XandY,

fylx) =’@, g(x)>0
4

fx, y) = g(x)-h(y)
if X and Y are continuous, and
Pr(x, y) = Pr(x)-Pr(y) (2.62)

if X and Y are discrete.
Equation (2.62) can be expanded to a more general case as

fCxps Xy o006) = [,(x) f(x), L F(x,) (2.63)
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where f (x, x,, ..., x,) is a joint probability density function of r.v.s X, X,, . . .,
X,.and f,(x)), f, (xy), .. ., f (x,) are marginal probability density functions of X,.
X.,.... X, respectively.

Example 2.20

Letr.v. T, represent the time (in minutes) that a machinery operator spends
to locate and correct a routine problem, and let r.v. T, represent the length of time
(in minutes) that he needs to spend reading procedures for correcting the problem.
If r.v.s T, and 7, are represented by the joint probability function

c'(tlm + tllls). when 60>t >0, 10<t >0, and

flr. ) =

0. otherwise
Find:

a.  The value of c.

b.  The probability that an operator will be able to take care of the
problem in less than 10 minutes. Assume that the operator in this
accident should spend less than 2 minutes to read the necessary
procedures.

¢.  Whetherr.v. X and r.v. Y are independent.

Solution:

ho10 160
a. Pr(r, <60, < 10)= f f e, + 1®yde de, =1,

0 0

¢ =392E-4

Pr(t <10, 1,<2) =

b. L L I S
[ [ 3o2E-a(y" 1) (17617 + 604" |dt,d1, = 0.02
0

60
¢ flry) - jf( t, 4,)dt =392x10 (17617 + 60:2”5)

8}
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Similarly,

= 10
173

f)y = f fle,. t,)de, =392E-4 (104, +13.21)
0

Since f(t,, 1,) # f(¢,) x f(1,), t, and 1, are not independent.

2.4 BASIC CHARACTERISTICS OF RANDOM VARIABLES

In this section, we introduce some other basic characteristics of random variables
which are widely used in reliability engineering.

The expectation or expected value of r.v. X is a characteristic applied to
continuous as well as discrete r.v.s. Consider a discrete r.v. X that takes on values
x, with corresponding probabilities Pr(x,). The expected value of X denoted by
E(X) is defined as

E(X) = Z x, Pr(x,) (2.64)
Analogously, if T is a continuous r.v. with a pdf fi7), then the expectation of T is
defined as

Y

E(T) = ftf(r)dt (2.65)

-

E(X) [or E(T)] is a widely used concept in statistics known as the mean, or in
mechanics known as the center of mass, and sometimes denoted by p. E(X) is also
referred to as the first moment about the origin. In general, the kth moment about
the origin (ordinary moment) is defined as

oo

E(TY) = [ t*f(t)dt (2.66)
for all integer k > 1.
In general, one can obtain the expected value of any real-value function of
ar.v. In the case of a discrete distribution, Pr(x,), the expected value of function
g(X) is defined as

k
E[g(X)] = Y g(x,)Pr(x,) (2.67)
i=1
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Similarly, for a continuous r.v. T, the expected value of g(7) is defined as:

Elg(T)] = fg(t)f(r)dr (2.68)

Example 2.21
Determine (a) the first and (b) the second moments about origin for the
Poisson distribution.

Solution:
E(x) - 3 XeRCRIP 3 xexp(-p)p
1=10 x! x 1 X!
(a)

% exp(-p)pt
Pl

Using the substitution y = x - | the sum can be written as
-0y exp(-p)p’
E(X)=p ), ———
Z‘; y!

According to (2.25)
i exp(-p)p* _
y=0 y’

Thus, £(X) = p.
(b) Using (2.67), we can write
E(x?y - Y Xexp-p)p" _ v~ xlexp(-p)p'
(29 .Zn x! \-ZI x!

- . % exp(-p)p"
p.zn (x - 1)!

Let vy =x - 1 [as in (a)]. Then



Basic Reliability Mathematics

E(X:) :pE(y+])_e_xB(_;fﬁp_
=0 Y.

B} Pf: yexp(-p)p* | pf: exp(-p)p”
x=0 x:=0

67

y! y!
Since
yexpp)p’ _ 5 gpg Y SRCPIPT
v-0 y! ) y!
E(X?) =p* +p
Example 2.22

Find E(T) and E(T%) if T is an exponential r.v. with parameter A.
Solution:

Using (2.65) we get

E(T) = Xftexp(flt)dt = -rexp(-Af) ‘
0 0

+ fexp(—lt)dI:O—ex—p(_—lQ\ 1
; A 0 A

Similarly, by using (2.68)

ALY

E(TYH :ftzkexp(—lt)dt =
0

A measure of dispersion or variation of r.v. about its mean is called the
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variance, and is denoted by var(X) or o°(X). The variance is also referred to as the
second moment about the mean (which is analogous to the moment of inertia in
mechanics), sometimes it is referred to as the central moment. and is defined as

var(X) = 0X(X) = E[(X - u)’] (2.69)

where o is known as the standard deviation, @ is known as the variance. In
general, the kth moment about the mean is defined (similar to (2.66)) as

E[(X -pn)], for all integer k >0 (2.70)

Table 2.2 represents useful simple algebra associated with expectations. The rules
given in Table 2.3 can be applied to discrete as well as continuous r.v.s.

Table 2.2 The Algebra of Expectations

E(aX) = aE(X), a = constant

E(a) = a, a = constant

E[g(X) £ h(X)] = E[g(X)] + E[h(X)]

E[X £ Y] = E[X] £ E{Y]

E(X - Y]=E[X] - E[Y], if Xand Y are independent

s W -

One useful method of determining the moments about the origin of a
distribution is the use of the Laplace transform. Suppose the Laplace transform of
pdf f(z) is F(S), then

F(S) = ff(t)exp(—St)dr (2.71)
0
and
;%ﬁ :f’f(f)exp('St)dt (2.72)

0

Since for § = 0 the right-hand side of (2.72) reduces to the expectation £(T),
then
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In general, it is possible to show that

. LES
E(TY) - <—1)*i—5% 2.73)

Expression (2.73) is useful to determine moments of pdfs whose Laplace
transforms are known or can be easily derived.

Example 2.23
Using the results of Example 2.22, find the variance var(X) for the
exponential distribution.

Solution:

From Table 2.2 and (2.69),
var(T) = E(T - p)’ = (T + 0 - 2uT) = E(T") + E(w’) - EQuT)
Since E(T ") =2/A°, and E(p’) =’ = [E(D)* = /A%, then
EQ2uT ) = 2uE(T) = 2p" = 2/X°, and

var(T ) = 2A% + 1A - 2102 = /A2

The concept of expectation equally applies to joint probability distributions.
The expectation of a real-value function # of discrete r.v.s X, X,, . . ., X is

E[h(X\, Xy X )220 2 X h(x, Has 0 8
"I .X: .ln (274)
Pr(x],xz, e X))

n

where Pr(x), x,, .. ., x,) is the discrete joint pdf of r.v.s X. When dealing with
continuous r.v.s, the summation terms in (2.74) are replaced with integrals
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E[h(X,.X,,....X,)]

n

- f } }h(.r.. Npuoe s Y G, ) dyy L dy,

where f (¥, X, ..., x,) is the continuous joint pdf of r.v.s X, . In the case of a
bivariate distribution with two r.v.s X, and X,, the expectation of the function

h(X,. X)) = (X, - EX)IX, - E(Xy)]

is called the covariance of r.v.s X, and X,, and is denoted by cov(X,, X,). Using
Table 2.2 , it is easy to show that

cov(X,, X,) = E(X, - X,) - E(X))E(X,) (2.75)

A common measure of determining the linear relation between two r.v.s is a
correlation coefficient, which carries information about two aspects of the
relationship:

1. Strength, measured on a scale from 0 to 1; and
2. Direction, indicated by the plus or minus sign.

Denoted by p(X|, X,), the correlation coefficient between r.v.s X, and X, is defined
as

cov(X,, X))
p(X,. X,) = - (2.76)

J var(X,) var(X,)

Clearly, if X, and X, are independent, then from (2.75), cov(X,, X,) = 0, and from
(2.76), p(x,, x,) = 0. For a linear function of several 1.v.s, the expectation and
variance are given by

n

= X aE(X) @77)

r=1

E

ZaIXI
il

n n n -1 n
var[ Y a X,) = Z a,2 var( X)) + 2 Y ¥ a,a, cov( X, X}) (2.78)
[

=1 i=1 =1
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In cases where r.v.s are independent, (2.78) becomes simplified to

var[ 2': q, X,.) = Z a,2 var( X} (2.79)
Q-1 Q-1

Example 2.24
Find the correlation coefficient between r.v.s T, and 7, (see Example 2.20).

3.92E-4{1)", 1,° } 60>t >0, 10>1,>0

0, otherwise

Solution:
From Example 2.20, part c,

f(t,) = 392E-4[101" + 13.2]
f(t,) = 392E-4[176.17 + 601," ],

60
E(t) = ft‘f(t‘)dt,

0

- 3.925—4{@(60)”3 . 13.2(%] (60)2} - 238

10

E(1,) = ftzf(tz)dtl

0

= 3.925—4[176.2( -;-](10)2 + 60( 1—51] (10)“’5] = 5.1

1, # 10 1 = 60
Etyt) = [ [ 392644, Be + 0% |de di, = 169
0 0
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thus,
cov(f,.t) = E(r ) - E(t))E(L)
= 169 - (23.8)(5.1) = 46.6

Similarly,

o0

E()) = [ 392E-4[100"" + 1321 Jar, = 13670
0

10
E() - | 3.92E-4[176.217 + 601, |dr, - 347

U

var(1) = E(1}) - [E(1))) = 1367.0 - (23.8) = 800.6
var(,) = E(13) - [E(1)]} = 347 - (5.1)" = 8.7

cov(!t,, 1,
(1, 1y) = Uel) . 466 g

\/: [var(r)) var(s,)] v 800.6 x 8.7

This indicates that there 1s a somewhat strong positive correlation between the
time the operator spends to solve a machinery problem and the length of time he
or she needs to spend on reading the problem correction related procedures.

Example 2.25

Two identical pumps are needed in a process plant to provide a sufficient
cooling flow. The flow out of each pump is known to be normally distributed with
a mean of 540 gpm and a standard deviation of 65 gpm. Calculate

a.  The distribution of the resulting (total) flow from both pumps,
b.  The probability that the resulting flow is less than 1000 gpm.

Solution:
a.  If M, and M, are the flows from each pump, then the total flow is M
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= M, + M,. Since each of the r.v.s M, and M, are normally distributed,
it can be shown that, if M, and M, are independent, M is also normally
distributed. From (2.77), the mean of r.v. M is given by

p,, = E(M) = EM,) + E(M,) = 540 + 540 = 1080 gpm

Because M, and M, are assumed to be independent, then using (2.78) the variance
of r.v. M is obtained as

var(M)= var(M,) + var(M,) = (65)° + (65)" = 8450, and
o(M) =919 gpm
b.  Using standard normal distribution transformation (2.43)

.. 1000 -1080 _ o

91.9
This corresponds to

Pr(M < 1000) =Pr(Z < -0.87)=0.19

2.5 ESTIMATION AND HYPOTHESIS TESTING

Reliability and performance data obtained from special tests, experiments or
practical use of a product provide a basis for performing statistical inference about
underlying distribution. Each observed value is considered as a realization (or
observation) of some hypothetical r.v., that is, a value that the r.v., say X, can take
on. For example, the number of pump failures following a demand in a large plant
can be considered as realization of some r.v.

A set of observations from a distribution is called a sample. The number of
observations in a sample is called the sample size. In the framework of classical
statistics, a sample is usually composed of random independently and identically
distributed observations. From a practical point of view this assumption means
that elements of a given sample are obtained independently and under the same
conditions.

To check the applicability of a given distribution (for example, binomial
distribution in the pump failure case) and to estimate the parameters of the
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distribution, one needs to use special statistical procedures known as hypothesis
testing and estimation which are briefly considered below.

2.5.1 Point Estimation

Paint and interval estimation are the two basic kinds of estimation procedures
considered in statistics. Point estimation provides a single number obtained on the
basis of data set (a sample) which represents a parameter of the distribution
function or other characteristic of the underlying distribution of interest. As
opposed to the interval estimation, the point estimation does not provide any
information about its accuracy. Interval estimation is expressed in terms of
confidence intervals. The confidence interval includes the true value of the
parameter with a specified confidence probability.

Suppose, we are interested in estimating a single-parameter distribution
F(X,0) based on a random sample x, . .., x,. Let f(x, . . ., x,) be a single-valued
(simple) function of x, . . ., x,. Itis obvious that #(x,, . . ., x,) is also a r.v., which
is referred to as a statistic. A point estimate is obtained by using an appropriate
statistic and calculating its value based on the sample data. The statistic (as a
function) is called the estimator, meanwhile its numerical value is called the
estimate.

Consider the basic properties of point estimators. An estimator t(x,, . . ., x,)
is said to be an unbiased estimator for 0 if its expectation coincides with the value
of the parameter of interest 0, i.e., E(#(x,, . . ., x,)] = O for any value of 0. Thus,
the bias is the difference between the expected value of an estimate and the true
parameter value itself. It is obvious that the smaller the bias, the better the
estimator is.

Another desirable property of an estimator f(x, ..., x,) 1s the property of
consistency. An estimator ¢ is said to be consistent if, for every € > 0,

lim (lt(xl....,x”)— 6|<€) =1 (2.80)

"o-x

This property implies that as the sample size n increases, the estimator #(x,, . . ..
x,) gets closer to the true value of 0. In some situations several unbiased
estimators can be found. A possible procedure for selecting the best one among
the unbiased estimators can be based on choosing one having the least variance.
An unbiased estimator ¢ of 0, having minimum variance among all unbiased
estimators of 0, is called efficient.

Another estimation property is sufficiency. An estimator #(x,, . . .. x,) is said
to be a sufficient statistic for the parameter 0 if it contains all the information
about 0 that is in the sample x,, . . ., x,. In other words the sample x|, . . ., x, can
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be replaced by #(x,, . . ., x,) without loss of any information about the parameter
of interest 0.

Several methods of estimation are considered in mathematical statistics. In
the following section, two of the most common methods, i.e., method of moments
and method of maximum likelihood, are briefly discussed.

Method of Moments

In the previous section the mean and the variance of a continuous r.v. X
were defined as the expected value of X and expected value of (x - p),
respectively. Quite naturally, one can define the sample mean and sample
variance as the respective expected values of a sample of size n from the

distribution of X, namely, x,,. . . ,x,, as follows:
- 1 i
x==3x (2.81)
n -
and
s?= 1Y @ -xp (2.82)
no-

so that, X and §°, can be used as the point estimates of the distribution mean, p,
and variance, ¢°. It should be mentioned that estimator of variance (2.82) is
biased, since x is estimated from the same sample. However, it can be shown that
this bias can be removed by multiplying it by n/(n - 1):

n
R (2.83)
n-1 i=1

Generalizing the examples considered, it can be said that the method of
moments is an estimation procedure based on empirically estimated ( or sample)
moments of the random variable. According to this procedure, the sample
moments are equated to the corresponding distribution moments. The solutions
of the equations obtained provide the estimators of the distribution parameters.

Example 2.26

A sample of eight manufactured shafts is taken from a plant lot. The
diameters of the shafts are 1.01, 1.08, 1.05, 1.01, 1.00, 1.02, 0.99, and 1.02 inches.
Find the sample mean and variance.
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Solution:

From (2.81), x=1.0225
From (2.83), $° = 0.0085

Maximum Likelihood Method

This method is one of the most widely used methods of estimation. Consider
a continuous r.v., X, with probability density function f (X,0, ), where 8, is a
parameter. Let us have a sample x,,. . ., x, of size n from the distribution of r.v.
X. Under the maximum likelihood approach, the estimate of 0 is found as the
value of 8, which delivers the highest (or most likely) probability density of
observing the particular set x,, . . ., x,. The likelihood of obtaining this particular
set of sample values is proportional to the joint probability density function f
(x,8,) calculated at the sample points x,, . . ., x,. The likelihood function for a
continuous distribution is introduced as

L(Xl, .. .,x"; B()) - f(xl' eo)f('xp e()) L .,f(X", 60) (284)

Generally speaking, the definition of the likelihood function is based on the
probability (for a discrete random variable) or the probability density function (for
continuous randomn variable) of the joint occurrence of nevents, X=x,, ..., X =
x,. The maximum likelihood estimate, 60 is chosen as one that maximizes the
likelihood function, L(x,, . . ., x,; 6, ), with respect to §,,.

The standard way to find a maximum of a parameter is to calculate the first
derivative with respect to this parameter and equate it to zero. This yields the
equation;

OL(x,,...,x
a6

8,

n

=0 (2.85)
1]

from which the maximum likelihood estimate 90 can be obtained.

Due to the multiplicative form of the likelihood function, it turns out, in
many cases, to be more convenient to maximize the logarithm of the likelihood
function instead, i.e., to solve the following equation:

dlogL(x,,...,x,;6)) )
29,

0 (2.86)
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Because the logarithm is monotonous transformation, the estimate of 6,
obtained from this equation is the same as that obtained from (2.85). For some
cases equations (2.85) or (2.86) can be solved analytically, for other cases they

have to be solved numerically.
Under some general conditions, the maximum likelithood estimates are
consistent, asymptotically efficient, and asymptotically normal.

Example 2.27

Consider a sample ¢, . . ., t, of # times to failure of a component whose
time to failure is assumed to be exponentially distributed with parameter A (the
failure rate). Find the maximum likelihood estimator for A.

Solution:
Using (2.84) and (2.86) one can get

Lt A) = erxp(—lti) = Mexp —A[Zt‘.]]
i

i=1
InL = n(lnd) - A Y ¢,
i=]

dinL

= ﬁ - t'_ = O
aA A i
;’ _ n
PN
e
Recalling the second order condition &° In L/3*A* = - n/A? < 0, it is clear that

the estimate Ais indeed the maximum likelihood estimate for the problem
considered. Recalling Example 2.26 it is worth mentioning that the estimate can
also be obtained using the method of moments.

E See the software supplement for the automated ML estimation of the
parameters for most of the distributions discussed in this chapter.
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2.5.2 Interval Estimation and Hypothesis Testing

A two-sided confidence interval for an unknown distribution parameter 0 of
continuous r.v. X, based on a sample x,, . . ., x, of size n from the distribution of
X is introduced in the following way. Consider two statistics 0 (x,, . . ., x,) and
0,(x,, ..., x,)chosen in such a way that the probability that parameter 0, lies in

an interval [0, 0,] is

PriBfx,....x,) <0, <0,(x,....x)] =1 -« (2.87)

*n

The random interval [Lu] is called a 100(1 - «)% confidence interval for the
parameter 0,. The endpoints / and u are referred to as the 100(1 - «)% upper and
lower confidence limits of 0,; (1 - «) is called the confidence coefficient or
confidence level. The most commonly used values for o are 0.10, 0.05, and 0.01.
In the case when 0, > 0, with the probability of 1, 8, is called the one-sided upper
confidence limit for 0, In the case when 0, < 0, with probability of 1, 0, is the
one-sided lower confidence limit for 0,. A 100(1 - a)% confidence interval for
an unknown parameter 8, is interpreted as follows: if a series of repetitive
experiments (tests) yields random samples from the same distribution and the
same confidence interval is calculated for each sample, then 100(1 - «)% of the
constructed intervals will, in the long run, contain the true value of 6,,.

Consider a typical example illustrating the basic idea of confidence limits
construction. Consider a procedure for constructing confidence intervals for the
mean of a normal distribution with known variance. Let x,, x,, . . ., x,, be a
random sample from the normal distribution, N(y, 0%), in which p is unknown, and
@’ is assumed to be known. It can be shown that the sample mean X (as a statistic)
has the normal distribution NM(u, 6*/n). Thus, (X - p) V' n /o has the standard
normal distribution. Using this distribution one can write

X-p
o/\/;

where z, , is the 100(1 - a/2)th percentile of the standard normal distribution.
which can be obtained from Table A.1. After simple algebraic transformations,
the inequalities inside the parentheses of Equation (2.88) can be rewritten as

Pr )—(‘Zl.a/zi,— s s Xr*ﬁ-a/:%) =l-«a (2.89)
Vn \/n

Equation (2.89) provides the symmetric (1 - &) confidence interval of interest.
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Generally, a two-sided confidence interval is wider for a higher confidence level
(1 - o). As the sample size n increases, the confidence interval becomes shorter
for the same confidence coefficient (1 - ).

In the case when o’ is unknown, and it is estimated using (2.83), the
respective confidence interval is given by

Pr)‘(—t£< p<i+ta,2i=1-0t (2.90)

 Jn Jn

where ¢, is the percentile of r-student distribution with (n - 1) degrees of
freedom. Values of 1, for different numbers of degrees of freedom are given in
Table A.2. Confidence intervals for ¢” for a normal distribution can be obtained
as

(n-1)$? < < (n-1)8°

3 2.91
X n(n-1) Xop(n - 1) (290

where x°,_, (n - 1) is the percentile of x* distribution with (n - 1) degrees of
freedom which are given in Table A.3.

Hypothesis Testing

Interval estimation and hypothesis testing may be viewed as mutually
inverse procedures. Let us consider a r.v. X with a known probability density
function f{x; 8). Using a random sample from this distribution one can obtain a
point estimate 6 of the parameter 8. Let 0 have a hypothesized value of 6 = 0,
Under these quite realistic conditions, the following question can be raised: Is the 0
estimate compatible with the hypothesized value 0,? In terms of sraristical
hypothesis testing the statement 6 = 0, is called the null hypothesis, which is
denoted by H,. For the case considered it is written as

The null hypothesis is always tested against an alternative hypothesis, denoted by
H,, which for the case considered might be the statement 6 » 0, which is written
as

H:0+0,

The null and alternative hypotheses are also classified as simple (or exact when
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they specify exact parameter values) and composite (or inexact when they specify
an interval of parameter values). In the considered example, H,, is simple and H,
is composite. An example of a simple alternative hypothesis might be H: 0 = 6*.

For testing statistical hypotheses fest statistics are used. In many situations
the test statistic is the point estimator of the unknown distribution. In this case, as
in the case of the interval estimation, one has to obtain the distribution of the test
statistic used.

Recall the example considered above. Let x|, x,, . . ., x,, be a random
sample from the normal distribution, N(u, o), in which pu is an unknown
parameter, and 0" is assumed to be known. One has to test the simple null
hypothesis

Hy:p=p*

against the composite alternative
Hy:p = p*

As the test statistic, use the same (2.81) sample mean, x, which has the normal
distribution N(, a’/n). Having the value of the test statistic X, one can construct
the confidence interval using (2.89) and see whether the value of p* falls inside
the interval. This is the test of the null hypothesis. If the confidence interval
includes p*, the null hypothesis is not rejected at significance level a.

In terms of hypothesis testing, the confidence interval considered is called
the acceptance region, the upper and the lower limits of the acceptance region are
called the critical values, while the significance level « is referred to as a
probability of tvpe I error. In making a decision about whether or not to reject the
null hypothesis, it is possible to commit the following errors:

reject H, when it is true (type I error),
do not reject H, when it is false (type II error).

The probability of the rype Il error is designated by . These situations are
traditionally represented by the following table:

State of Nature (True Situation)
Decision
H, is true H, is false
Reject H, Type I error No error
Do not reject H, No error Type II error
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It is clear that increasing the acceptance region, decreases « , and simultaneously
results in increasing B. The traditional approach to this problem is to keep the
probability of type I error « at a low level (0.01, 0.05, or 0.10) and to minimize
the probability of a rype IT error as much as possible. The probability of not
making of rype II error is referred to as the power of the test. Examples of a
special class of hypothesis testing are considered in Section 2.7.

2.6 FREQUENCY TABLES AND HISTOGRAMS

When studying distributions, it becomes convenient to start with some preliminary
procedures useful for data editing and detecting outliers by constructing empirical
distributions and histograms. Such preliminary data analysis procedures might be
useful themselves (the data speak for themselves), as well as they may be used for
other elaborate analyses (the goodness-of-fit testing, for instance).

To illustrate some of these procedures, consider the data set composed of
observed times-to-failure of 100 identical devices that are placed on a life test.
The observed time-to-failure data are given in Table 2.3.

The measure of interest here is the probability associated with each interval
of time-to-failure. This can be obtained using (2.10) i.e., by dividing each interval
frequency by the total number of devices tested. Sometimes it is important in
reliability estimation to indicate how well a set of observed data fits a known
distribution, i.e., to determine whether a hypothesis that the data originate from
a known distribution is true. For this purpose, it is necessary to calculate the
expected frequencies of failures from the known distribution, and compare them
with the observed frequencies. Several methods exist to determine the adequacy
of such a fit. We discuss these methods further in Section 2.7.

Example 2.28

Consider the time-to-failure data for a device in Table 2.3. It is believed that
data come from an exponential distribution with parameter A = 0.005 1/hr,
Determine the expected frequencies.

Solution:
The probability that a r.v. T takes values between 0 and 100 hours according
t0 (2.40) is
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Pr(0 < T < 100)

100

Chapter 2

f 5x 10 exp(-5 x 107 ndt
0

[1-exp(-5x 1071}

1000

= (.393

By multiplying this probability by the total number of devices observed (100), we
will be able to determine the expected frequency. The expected frequency here
would be 0.393 x 100 = 39.3 for the 0 —100 interval. The results for the rest of the
intervals are shown in Table 2.3.

Table 2.3 Frequency Table

Class interval Observed frequency Expected frequency
0-100 35 39.3

100-200 26 23.8
200-300 11 14.5
300400 12 8.8
400-500 6 53
500-600 3 32
600-700 4 2.0
700-800 2 1.2
800-900 0 0.7
900-1000 1 04

)

35 Cj m:;m
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2
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S s ‘
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Time (1)
Figure 2.11 Observed frequencies (histogram) and expected frequencies in Example

2.28.
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A comparison of the observed and expected frequencies would reveal differences
as great as 4.6. Figure 2.11 illustrates the respective graphic representation and its
comparison to the exponential distribution with A = 5 x 10”. The graphic
representation of empirical data is commonly known as a histogram.

g See the software supplement for the automated evaluation of expected
frequencies for most of the distributions discussed in this chapter.

2.7 GOODNESS-OF-FIT TESTS

Consider the problem of determining whether a sample belongs to a hypothesized
theoretical distribution. For this purpose, we need to perform a test that estimates
the adequacy of a fit by determining the difference between the frequency of
occurrence of a r.v. characterized by an observed sample, and the expected
frequencies obtained from the hypothesized distribution. For this purpose, the so-
called goodness-of-fit tests are used.

Below we briefly consider two procedures often used as goodness-of-fit
tests: the Chi-square and Kolmogorov goodness-of-fit tests.

2.7.1 Chi-Square Test

As the name implies, this test is based on a statistic that has an approximate
Chi-square distribution. To perform this test, an observed sample taken from the
population representing a r.v. X must be split into k& (k > 5) nonoverlapping
intervals ( the lower limit for the first interval can be -, as well as the upper limit
for the last interval can be + =). The assumed (hypothesized) distribution model
is then used to determine the probabilities p, that the r.v. X would fall into each
interval i (i = 1, . . ., k). This process was described to some extent in Section 2.6.
By multiplying p, by the sample size n, we get the expected frequency for each
interval. Denote the expected frequency as e,. It is obvious that ¢, = np, If the
observed frequency for each interval i of the sample is denoted by o, , then the
magnitude of differences between e, and o, can characterize the adequacy of the
fit.
The Chi-square test uses the statistic X* which is defined as

k - 2
W=Xx =3 to )’ (2.92)
i1 €

!
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The X statistic approximately follows the chi-square distribution (mentioned in
Section 2.3). If the observed frequencies o, differ considerably from the expected
frequencies ¢, , then W will be large and the fit is considered to be poor. A good
fit would obviously lead to not rejecting the hypothesized distribution, whereas
a poor fit leads to the rejection. It is important to note that one can only fail to
support the hypothesis, so the person rejects it rather than positively affirm its
truth. Therefore, the hypothesis is either rejected or not rejected as opposed to
accepted or not accepted. The test can be summarized as follows:

STEP 1. Choose a hypothesized distribution for the given sample.

STEP 2. Select a specified significance level of the test denoted by «.

STEP 3. Define the rejection region R » x°, , (k - m - 1), where x°, , (k
- m - 1) is the (1 - o }100 percentile of the Chi-square
distribution with k-m-1 degrees of freedom (the percentiles are
given in Table A.3), k is the number of intervals, and m is the
number of parameters estimated from the sample. If the param-
eters of the distribution were estimated without using the given
sample, then m = 0.

STEP 4. Calculate the value of the Chi-square statistic, W, from (2.92).

STEPS. If W> R, reject the hypothesized distribution; otherwise do not
reject the distribution.

It is important at this point to specify the role of « in the chi-square test.
Suppose the calculated value of W in (2.92) exceeds the 95th percentile, x°, 4 (¢)
given in Table A.3. This indicates that chances are lower than 1 in 20 that the
observed data are from the hypothesized distribution. In this case, the mode)
should be rejected (by not rejecting the model, one makes the type II error
discussed above). On the other hand, if the calculated value of W is smaller than
X 0ys(*), chances are greater than 1 in 20 that the observed data match the
hypothesized distribution model. In this case, the model should not be rejected (by
rejecting the model, one makes the type I error discussed above).

One instructive step in Chi-square testing is to compare the observed data
with the expected frequencies to note which classes (intervals) contributed most
to the value of W. This sometimes could help to indicate the nature of deviations.

Example 2.29

The number of parts ordered per week by a maintenance department in a
manufacturing plant is believed to follow a Poisson distribution. Use a chi-square
goodness-of-fit test to determine the adequacy of the Poisson distribution. Use the
tollowing data (see Figure 2.12).
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Solution:

No. of parts Observed Expected X° Statistic
per week (x) frequency (o0,) frequency (e)) (o, - e)/e,

0 18 15.783 0.311

1 18 18.818 0.036

2 8 11.219 0.923

3 5 4.459 0.066

4 2 1.329 0.339

5 1 0.317 1.472

Total 52 52 3.147

Since under the Poisson distribution model, events occur at a constant rate,
then a natural estimate of p is

No. of parts used _ 62

p = = —= = 1.19 parts/week
No. of weeks 52
20 o
S A —
18 ’ — - Observed Frequency
Expected Frequency
16 fo |
14
by
g 12
E
v 10 ‘
b :
8 |
6 I
! | hﬁ?"f]
2 ; 1 R
N \ } |
0 1 2 3 4 S
Time (t)

Figure 2.12 Observed and expected frequencies in Example 2.29.
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From the Poisson distribution,

Pr(X =x)= pexp(-p)
! x,!

Using p = 1.2, one gets Pr(X = 0) = 0.301. Therefore, e, = 0.301 x 52
=15.7. Other expected frequencies are calculated in the same way. Since we
obtained one parameter (p) from the sample, m = 1. Therefore, R = X’ (6 - 1
- 1)=9.49, from Table A.3. Since W = 3.147 < R, there is no reason to reject the
hypothesis that the data are from a Poisson distribution.

Example 2.30

Table 2.4 shows the accumulated mileage for a sample of 100 automobiles
after 2 years in service. The mileage accumulation pattern is believed to follow
a normal distribution. Use the chi-square test to check this hypothesis at 0.05
significance level (see Figure 2.13).

Table 2.4 The Accumulated Mileage of 100 Passenger Vans after 2 Years in Service

32797 | 38071 | 16768 | 26713 | 25754 | 37603 139485 | 15261 | 45283 { 41064
47119 | 35589 | 43154 | 35390 | 32677 | 26830 | 25056 | 20269 | 16651 | 27812
33532 144264 | 22418 | 40902 | 29180 | 25210 | 28127 | 14318 | 27300 | 28433
55627 | 20588 | 14525 | 22456 | 28185 | 16946 | 29015 | 19938 | 36837 | 36531
11538 | 25746 | 52448 | 35138 | 22374 | 30368 | 10539 | 32231 | 21075 | 45554
34107 128109 | 28968 | 27837 {41267 124571 | 41821 | 44404 | 27836 | 8734
26704 | 29807 | 32628 | 28219 | 33703 | 43665 | 49436 | 32176 | 47590 | 32914
9979 | 16735 [ 31388 | 21293 136258 | 55269 | 37752 {42911 | 21248 | 28172
10014 | 28688 | 26252 | 31084 | 30935 | 29760 | 43939 | 18318 | 21757 | 26208
22159 122532 | 31565 ] 27037 | 49432 | 17438 | 27322 | 37623 | 17861 | 24993

Solution:

Using (2.81) and (2.83), find that the estimates of mean and standard deviation for
the hypothesized normal distribution are equal to 30011 miles and 10472 miles,
respectively. Group data from Table 2.4 to calculate the observed frequencies. Use
the equation of normal pdf (2.41) to find the expected frequencies.
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Grouped Data Estimated b &

Interval Frequency | Frequency | Statistic
Start End (o) (e) (o€ e
1E-08 13417 5 5.4479 0.0368
13417 18104 9 7.1245 0.4937
18104 22791 13 11.7500 0.1330
22791 27478 14 159143 0.2303
27478 32165 20 17.7014 0.2983
32165 36852 15 16.1699 0.0846
36852 41539 8 12,1305 1.4064
41539 46226 9 7.4733 0.3119
46226 > 346226 7 6.2882 0.0806
Total 100 100.0000 3.0758

Frequency

Observed Frequency
= F xpected Frequency

N

%,

7 Es

4IKKL

Ty,

7

§. N
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29821.3

b
=
-

Milcage

Figure 2.13 Observed and expected frequencies in Example 2.30.

Since both of the distribution parameters were estimated from the given
sample, then m = 2. The critical chi-square value of the statistic is, therefore, X7
(10 - 2 - 1) = 14.1. This is higher than the test statistic W = 3.748. therefore, there
is no reason to reject the hypothesis about the normal distribution at 0.05

significance level.

g See the software supplement for the automated Chi-square test.

2.7.2 Kolmogorov Test

In the framework of this test, the individual sample components are treated

without clustering them into

intervals. Similar to the Chi-square test, a
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hypothesized cumulative distribution function, cdf, is compared with its estimate
known as empirical (or sample) cumulative distribution function.
A sample cdf is defined for an ordered sample ¢, <#,, <7, <... <1, as

S,

0 e <t <t

i . (2.93)
- Lyst<t,, i=1,...,n-1

n

1 t <

Statistic K - § used in the Kolmogorov test to measure the maximum difference
between S (¢) and a hypothesized cdf, F(¢), is introduced as

K-§

= max[|F(1) = $,(0)], |F(1) - 8,1, )] (2.94)

Similar to the chi-square test, the following steps compose the test:

STEP 1. Choose a hypothesized cumulative distribution F(7) for the
given sample.

STEP 2. Select a specified significance level of the test, c..

STEP 3. Define the rejection region R > D (o), where D, (a) can be
obtained from Table A 4.

STEP 4. If K - § > D, (e}, reject the hypothesized distribution and
conclude that F(r) does not fit the data; otherwise, do not reject
the hypothesis.

Example 2.31

Time to failure of an electronic device is measured in a life test. The failure
times are 254, 586, 809, 862, 1381, 1923, 2542, and 4211 hours. Is the
exponential distribution with A = 5 x 10" * an adequate representation of this
sample (see Figure 2.14)?

Solution:

For an exponential distribution with A =5 x 10, we get F (1) = 1 - exp(-5
x 10°* 1), For & = 0.05, D,(0.05) = 0.457. Thus, the rejection area is R > 0.457.
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Time to Empirical cdf Fitted K - § Statistic
failure cdf
t i S,(1) St ) F(1) IF,(t) - |IF, @) - S,
S, ()l (t I
254 1 0.125 0.000 0.119 0.006 0.119
586 2 0.250 0.125 0.254 0.004 0.129
809 3 0.375 0.250 0.333 0.042 0.083
862 4 0.500 0.375 0.350 0.150 0.025
1381 5 0.625 0.500 0.499 0.126 0.001
1923 6 0.750 0.625 0.618 0.132 0.007
2542 7 0.875 0.750 0.719 0.156 0.031
4211 8 1.000 0.875 0.878 0.122 0.003

Since K - § = 0.156 < 0.457, we should not reject the hypothesized
exponential distribution model.

Time-to-Failure (t)

Figure 2.14 Empirical and fitted cdf in Example 2.31.
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Table 2.5 Wearout Time of Automobile Brake Pads

Chapter 2

Time to failure Empirical cdf Fitted K - § Statistic
cdf
t i St S ) F() IF(2) - S, [IF () - S, )
1643 1 0.033 0.000 0.028 0.005 0.028
1664 2 | 0.067 0.033 0.029 0.038 0.004
2083 3 ] 0.100 | 0.067 0.040 0.060 0.027
3625 4 1 0.133 0.100 0.088 0.045 0.012
7230 51 0.167 0.133 0.224 0.057 0.091
9095 6 | 0.200 | 0.167 0.299 0.099 0.132
9968 7 | 0.233 0.200 0.334 0.100 0.134
11689 8 | 0.267 0.233 0.401 0.135 0.168
12989 9 | 0300 | 0.267 0.451 0.15} 0.184
13622 101 0333 0.300 0.474 0.141 0.174
13953 1] 0367 0.333 0.486 0.119 0.153
14527 12§ 0.400 | 0.367 0.506 0.106 0.140
15263 131 0433 0.400 0.532 0.099 0.132
15428 14 | 0.467 0.433 0.538 0.071 0.104
15503 15 0500 (| 0467 0.540 0.040 0.073
15629 16  0.533 0.500 0.544 0.011 0.044
16342 17 | 0.567 0.533 0.568 0.00t 0.035
16584 18 | 0.600 | 0.567 0.576 0.024 0.009
17374 19 ] 0.633 0.600 0.601 0.033 0.001
18571 20 [ 0.667 0.633 0.637 0.030 0.003
19739 21 1 0.700 | 0.667 0.670 0.030 0.003
19936 22| 0733 0.700 0.675 0.058 0.025
20102 23 | 0.767 0.733 0.679 0.087 0.054
20832 24 | 0.800 | 0.767 0.698 0.102 0.068
23378 25 1 0.833 0.800 0.758 0.075 0.042
23612 26 | 0.867 0.833 0.763 0.103 0.070
23678 271 0900 | 0.867 0.765 0.135 0.102
23971 28 | 0933 0.900 0.771 0.163 0.129
24341 29 | 0.967 0.933 0.778 0.188 0.155
26964 30 | 1.000 | 0.967 0.826 0.174 0.140
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Example 2.32

The wearout time (to failure) of automobile brake pads shown in Table 2.5
is believed to follow a Weibull distribution with parameters: ¢ = 18,400 miles and
B = 1.5. Use the Kolmogorov-Smirnov test to check this hypothesis at 0.1
significance level.

Solution:
Use (2.52) and (2.94) to compute the expected and empirical cdf,

respectively (see Figure 2.15).

1.2 T
10 4
0.8 ~
i
] !
P g o6t
i — stimated
: 0.4 )
: « = = Fitted
|
02
A
|
00 ! —— + e —— .
0 5000 10000 15000 20000 25000 30000

Time-to-Failure (t)

Figure 2.15 Empirical and fitted cdf in Example 2.32.

The K - § statistic of the given data set is equal to 0.188, which is lower than
D, (0.1) = 0.218. This means that we do not reject the null hypothesis at 0.1
significance level.

Q See the software supplement for the automated Kolmogorov test

calculation.
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2.8 REGRESSION ANALYSIS

In Section 2.7, we mainly dealt with one or two random variables. However,
reliability and risk assessment problems often require relationships among several
random variables or between random and nonrandom variables. For example,
time-to-failure of electrical generator can depend on its age, environmental
temperature, and power capacity. In this case we can consider the time-to-failure
as a random variable Y, which is a function of the variables x, (age), x,
(temperature), and x, (power capacity).

In regression analvsis one refers to Y as the dependent variable and to x|,
X5, . . ., X, as the independent variables, explanatory variables or factors.
Generally speaking, independent variables x,,..., x, might be random or
nonrandom varnables whose values are known or chosen by the experimenter (in
the case of the, so-called, Design of Experiments (DoE)). The conditional
expectation of Y for any given values of x,. .., x, . E(Y | x,. . ., x,) is known as
the regression of Y on x,,. . ., x,. In other words, regression analysis estimates the
average value for the dependent variable corresponding to each value of the
independent variable.

In the case when the regression of Yis a linear function with respect to the

independent variables x,, . . ., x,, it can be written in the form
E(Y[xl"”‘xk):[}o+ﬁ|x| ""*ﬁkxk (2.95)
The coefficients B, B,. . . ., B, are called regression coefficients or parameters.

When the expectation of Y is nonrandom, the relationship (2.95) is a deterministic
one. The corresponding regression mode! for the random variable Y can be written
in the following form:

Y =By v Byxy v By re (2.96)
where € is the random error, assumed to be independent (for all combinations of
x considered) r.v. distributed with mean E(¢) = O and finite variance o°. If € is

normally distributed, one deals with the normal regression.

Simple Linear Regression

Consider the regression model for the simple deterministic relationship

Y =B, « Bx (2.97)
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Let us have n pairs of observations (x,, y,), . . . ,(x,, ¥,). Also, assume that for any
given value x, the dependent variable Y is related to the value of x by

Y=P,«Bx-e (2.98)

where € is normally distributed with mean 0 and variance o°. The r.v. Y has, for
a given x, normal distribution with mean {3, + B,x and variance ¢°. Also suppose
that for any given values x,, . . ., x,, random variables Y|, . . ..Y, are independent.
For the above n pairs of observations the joint pdf of ¥, . . . .y, is given by

£{y1x By, By, 0 = ol exp| (v, - By - Byx )\ | (299

(2n02)™ 202 5

Function (2.99) is the likelihood function (discussed in Section 2.5) for the
parameters 3, and [3,. Maximizing this function with respect to f§, and 3, reduces
the problem to minimizing the sum of squares

n

S(Bm p]) = Z(yi N BO N lei )2

i=1

with respect to B, and J3,.

Thus, the maximum likelihood estimation of the parameters 3, and 3, is the
estimation by the method of least squares. The values of B, and B, minimizing
S(B,,B,) are those for which the derivatives

9S(By. B, IS(B,. B,
——(SBOB ). 0, ‘(SB,B ). 0 (2.100)

The solution of the above equations yields the least squares estimates of the
parameters (3, and [3, (denoted 3, and [3,) as

BU - ; - ﬂl;s Bl S — (2.101)

where
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Note that the estimates are linear functions of the observations v, , they are also
unbiased and have the minimum variance among all unbiased estimates.
The estimate of the dependent variable variance o’ can be found as

.

Yy -3y
SZ - =
(n-2)

(2.102)

where
Y, =B, « B x, (2.103)

are predicted by the regression model values for the dependent variable, (n - 2)
is the number of degrees of freedom (2 is the number of the estimated parameters
of the model). The estimate of variance of Y (2.102) is also called the residual
variance and it is used as a measure of accuracy of model fitting as well. The
positive square root of 7 in (2.102) is called the standard error of the estimate of
Y and the numerator in (2.102) is called the residual sum of squares. For more
detailed discussion on reliability applications of regression analysis see Lawless
(1982).

Example 2.33

An electronic device was tested under the elevated temperatures of 50° C,
60° C, and 70° C. The test results as times to failure for samples of ten items in
hours are given in Table 2.6 below (see Figure 2.16).

This is an example of Accelerated Life Testing discussed in Chapter 7.
Assuming the logarithm of time-to-failure ¢ follows the normal distribution with
the mean given by the Arrhenius model, i.e.,

E(lnt) = A+ B
T

where T=1°C + 273 is the absolute temperature, find the estimates of parameters
Aand B.

Solution:

The equation above can be easily transformed to the simple linear regression
(2.97)

Y =B+ Bx
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Table 2.6 Times to Failure of an Electronic Component Under Different

Temperatures
Time-to-Failure (1) Ln(t)
50°C 60°C 70°C 50°C 60°C 70°C
1950 607 44 7.5756 6.4085 3.7842
3418 644 53 8.1368 6.4677 3.9703
4750 675 82 8.4659 6.5147 4.4067
5090 758 88 8.5350 6.6307 4.4773
7588 1047 123 8.9343 6.9537 4.8122
10890 1330 189 9.2956 7.1929 5.2417
11601 1365 204 3.3588 7.2218 5.3181
15288 1884 243 9.6348 7.5412 5.4931
19024 2068 317 9.8535 7.6343 5.7589
22700 2931 322 10.0301 7.9831 5.7746
Elln(5)] 8.9820 7.0549 4.9037
1.0
9
3 Y =22573x-60.85
~ 7
K
Ll 1
~ 4
3
2
1
0
0.0029 0.0030 0.0031
1
*= 1°C+273

Figure 2.16 Regression line in Example 2.33.

by using transformations ¥ =1In 1, x = I/T, B, = A, 8, = B. Accordingly, from the

data in Table 2.6:
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— x S ee———
Y = E{In(n)] t C °C - 273
8.9820 50 0.0031
7.0549 60 0.0030
4.9037 70 0.0029

Using the transformed data above and (2.101), one can find the estimates of
parameters A and B as

A = exp(-60.85) = 3.76E -27h !, B = 22573°K

Example 2.34

The test data of a new automotive component are expressed in miles-to-
failure, while the field (warranty) data on a similar component are represented in
months (in service) to failure. To complete the comparative analysis of the new
and old component reliability behavior, one needs to translate the mile dependent
failure data into the time dependent failure data. Use data in ex2_34.1xt file of the
software supplement to find the miles-to-months in service (MIS) correlation.

Solution:

The problem can be solved by establishing miles-to-MIS regression based
on historical patterns of mileage accumulation by the given automobile model.
The independent variable x in Figure 2.17 represents the age of a car expressed
in months in service. The dependent variable Y represents the accumulated
mileage by a given month in service. The straight line is the linear regression of
Yon x. The slope (B, = 2178.2) and the intercept (B, = 2607.9) of the regression
line are obtained as the least square estimates given by (2.101). The correlation
coefficient (2.76) for the given data set is 0.57, which indicates that there is a
positive correlation between Miles-to-failure and MIS-to-failure. Therefore, the
mileage dependent failure data of the new component can be translated into the
time dependent data using the following equation:

(Miles-to-failure) = 2178.2(MIS-to-failure) + 2607.9
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Accumulated Mileage

Month in Service

Figure 2.17 Regression line in Example 2.34.

EXERCISES

2.1 Simplify the following Boolean functions:

a (ANBUCONB
b. (AUB)N@AUBNA
c. ANBNBNCNB

2.2 Reduce the following Boolean function:

ANBN(CU(CUA)YUB)

2.3 Simplify the following Boolean expressions:

a) (ANBYUC]INA
b) [(AUB)YNATU(BNA)

2.4 Reduce Boolean function

G=(AUBUONANBNC)INC
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2.5

2.6

2.7

28

2.9

2.10

Chapter 2
If Pr(A) = Pr(B) = Pr(C) = 0.9, what is Pr(G)?
Simplify the following Boolean equations:
a. (AUBUCYNANBNC)YNC

b. (AUB)YNB

Reduce the following Boolean equation:

(AUBNCHN(BU(DNA))

Use both equations (2.17) and (2.21) to find the reliability Pr(s). Which
equation is preferred for numerical solution?

Pr(s) = Pr(E,UE,UE,), Pr(E/) = 038,

Pr(E,) = 09, Pr(E,) = 0.95

A stockpile of 40 relays contain 8 defective relays. If five relays are
selected at random and the number of defective relays is known to be
greater than two, what is the probability that exactly four relays are
defective?

Given that P = 0.006 is the probability of an engine failure on a flight
between two cities, find the probability of:

a. No engine failure in 1000 flights
b. At least one failure in 1000 flights
c. At least two failures in 1000 flights

A random sample of 10 resistors is to be tested. From past experience, it is
known that the probability of a given resistor being defective is 0.08. Let
X be the number of defective resistors.

a. What kind of distribution function would be recommended for
modeling the random variable X?

b. According to the distribution function in (a), what is the probability
that in the sample of 10 resistors, there are more than 1| defective
resistors in the sample?
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2.11 How many different license plates can be made if each consists of three
numbers and three letters, and no number or letter can appear more than
once on a single plate?

2.12 The consumption of maneuvering jet fuel in a satellite is known to be
normally distributed with a mean of 10,000 hours and a standard deviation
of 1000 hours. What is the probability of being able to maneuver the
satellite for the duration of a 1-year mission?

2.13 Suppose a process produces electronic components, 20% of which are
defective. Find the distribution of x, the number of defective components
in a sample size of five. Given that the sample contains at least three
defective components, find the probability that four components are
defective.

2.14 If the heights of 300 students are normally distributed, with a mean of 68
inches and standard deviation of 3 inches, how many students have:

a) heights of more than 70 inches?
b) heights between 67 and 68 inches?

2.15 Assume that 1% of a certain type of resistor are bad when purchased. What
is the probability that a circuit with 10 resistors has exactly 1 bad resistor?

2.16 Between the hours of 2 and 4 p.m. the average number of phone calls per
minute coming into an office is two and one-half. Find the probability that
during a particular minute, there will be more than five phone calls.

2.17 A guard works between 5 p.m. and 12 midnight; he sleeps an average of
1 hour before 9 p.m., and 1.5 hours between 9 and 12. An inspector finds
him asleep, what is the probability that this happens before 9 p.m.?

2.18 The number of system breakdowns occurring with a constant rate in a given
length of time has a mean value of two breakdowns. What is the probability
that in the same length of time, two breakdowns will occur?
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2.19 An electronic assembly consists of two subsystems, A and B. Each
assembly is given one preliminary checkout test. Records on 100
preliminary checkout tests show that subsystem A failed 10 times.
Subsystem B alone failed 15 times. Both subsystems A and B failed
together five times.

a) What is the probability of A failing, given that B has failed.
b) What is the probability that A alone fails.

2.20 A presidential election poll shows one candidate leading with 60% of the
vote. If the poll is taken from 200 random voters throughout the U.S., what
1s the probability that the candidate will get less than 50% of the votes in
the election? (Assume the 200 voters sampled are true representatives of
the voting profile.)

2.21 A newspaper article reports that a New York medical team has introduced
a new male contraceptive method. The effectiveness of this method was
tested using a number of couples over a period of 5 years. The following
statistics are obtained:

Total number of times Number of unwanted
Year .
the method was employed pregnancies
1 8200 19
2 10,100 18
3 2120 1
4 6120 9
5 18,130 30

a. Estimate the mean probability of an unwanted pregnancy per use.
hat is the standard deviation of the estimate?

b. What are the 95% upper and lower confidence limits of the mean and
standard deviation?

2.22 Suppose the lengths of the individual links of a chain distribute themselves
with a uniform distribution, shown below.
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flx)

|- ey —
| .
m - a2 m m+a/2 Length

a. What is the height of the rectangle?

b. Find the cumulative pdf for the above distribution. Make a sketch of
the distribution and label the axes.

c. If numerous chains are made from two such links hooked together,
what is the pdf of two-link chains ?

d. Consider a 100-link chain. What is the probability that the length of
the chain will be less than 100.5 mifa = 0.1 m?

223 Iffixy)=Yay' + ey, 0<x<1,0<y<2:

a. Show that f{x, ¥) is a joint probability density function.
b. Find Pr(x > y), Pr( y > x), Pr(x = y).

2.24 A company is studying the feasibility of buying an elevator for a building
under construction. One proposal is a 10-passenger elevator that, on
average, would arrive in the lobby once per minute. The company rejects
this proposal because it expects an average of five passengers per minute
to use the elevator.

a. Support the proposal by calculating the probability that in any given
minute, the elevator does not show up, and 10 or more passengers
arrive.

b. Determine the probability that the elevator arrives only once in a
5-minute period.

2.25 The frequency distribution of time to establish the root causes of a failure
by a group of experts is observed and given below.
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Time (hr) Frequency
45 - 55 7
55 - 65 18
65 - 175 35
75 -85 28
85-95 12

Test whether a normal distribution with known o = 10 is an appropriate
model for these data.

2.26 A random number generator yields the following sample of 50 digits:

Digit o1 2 3 4 5 6 7 8 9

Frequency 4 8 8 4 10 3 2 2 4 5

Is there any reason to doubt the digits are uniformly distributed? (Use the
Chi-square goodness-of-fit test.)

2.27 A set of 40 high-efficiency pumps is tested, all of the pumps fail (F = 40)
after 400 pump-hours (7 = 400). It is believed that the time to failure of the
pumps follows an exponential distribution. Using the following table and
the goodness-of-fit method, determine if the exponential distribution is a
good choice.

Time interval (hour) Number of observed failures
0-2 6
2-6 12
6-10 7
10 - 15 6
15-25 7
25 - 100 2

Total = 40
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2.28 Use Eq. (2.73) and calculate mean and variance of a Weibull distribution.

2.29 Consider the following repair times

Repair time 0-4 4-24 24-72 72-300 300- 5400
¥
No. observed 17 41 12 7 9
frequency

Use the Chi-square goodness-of-fit test to determine the adequacy of a
lognormal distribution:

a. For 5% level of significance.
b. For 1% level of significance.

2.30 Consider the following time to failure data with the ranked value of ¢, Test
the hypothesis that the data fit a normal distribution. (Use the Kolmogorov
test for this purpose.)

Event 1 2 3 4 5 6 7 8 9 10

Time to
failure 10.3 12.4 13.7 13.9 | 14.1 14.2 144 | 150 | 159 | 16.1
(hr)

231 If a device has a cycle-to-failure, ¢, which follows an exponential
distribution with A = 0.003 failures/cycle.

a. Determine the mean-cycle-to-failure for this device.

b. If the device is used in a space experiment and is known to have
survived for 300 cycles, what is the probability that it will fail
sometimes after 1000 cycles?
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Elements of Component Reliability

In this chapter, we discuss the basic elements of component reliability estimation.
The discussion centers primarily around the classical frequency approach to
component reliability. However, we also present some aspects of component
reliability analysis based on Bayesian approach.

We start with a formal definition of reliability and define commonly used
terms and metrics. These formal definitions are not necessarily limited to
reliability of an actual component; rather, they encompass a broad group of
physical items (i.e., components, subsystems, systems, etc.), which are considered
as components in the framework of reliability formalism. We then focus on some
important aspects of component reliability analysis in the rest of this chapter.

3.1 CONCEPT OF RELIABILITY

Reliability has many connotations. In general, it refers to an item's ability to
successfully perform an intended function. The better the item performs its
intended function, the more reliable it is. Formally, reliability is viewed as both an
engineering and a probabilistic notion. Indeed, both of these views form the
fundamental basis for reliability studies. The reliability engineering notion deals
with those design and analysis activities that extend an item's life by controlling
its potential failure modes. Examples include designing stronger and more durable
elements, parrying harmful environmental conditions, minimizing loads and
stresses applied to an item during its use, and providing a preventive maintenance
program to minimize the occurrence of failures.

To quantitatively measure the reliability of an item, we use a probabilistic
metric, which treats reliability as a probability of the successful achievement of an
item's intended function. The formal probabilistic definition of reliability given in
Section 1.5, is its mathematical representation. The right-hand side of (1.1)
denotes the probability that a specified failure time T exceeds a specified mission
time ¢ given that stress conditions ¢/, ¢,, . . . are met.

105
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Practically, r.v. T represents time-to-failure of an item, and stress conditions
¢, Cs, . . . Tepresent conditions (e.g., design-related conditions) that are specified,
a priori, for successful performance of the item. Other representations of r.v
include number of cycles-to-failure, or miles-to-failure and so on. In the remainder
of this book, we consider mainly time-to-failure representation, although the same
treatment equally applies to other representations. Conditions ¢, c,, . . . are often
implicitly considered; therefore, (1.1) is written in a simplified form of (1.2). We
use (}.2) in the remainder of this book except for the section on accelerated life
testing in Chapter 7.

3.1.1 Reliability Function

Let's start with the formal definition given by expression (1.1)}. Furthermore, let
A1) denote a pdf representing the r.v. T. According to (2.33), the probability of
failure of the item as a function of time is defined by

Pr(T < t) :ff(ﬂ)de =F(r), fort>0 (3.1)
0

where F(t) denotes the probability that the item will fail sometime up to time .
According to our formalism expressed in (1.2), (3.1) is the unreliability of the
item. Formally, we can call F() (which is the time-to-failure cdf) the unreliabiliry
function. Conversely, we can define the reliability function (a.k.a, the survivor or
survivorship function) as

R(t) = 1 - F(1) =ff(r)dr (3.2)

The p-level quantile of a continuous r.v., T, with cdf, F(z), is defined as the
value ¢, such that F(,}) = p: 0 <p < 1.

The median is defined as the quantile of the level of p = 0.5. Similar to the
mean it is used as a location parameter. A quantile is often referred to as *“100p
percent point,” or “100pth percentile.” In reliability the 100pth percentile of time-
to-failure is the point at which the probability of an item failure is equal to p. For
example, the, so-called, B, life of mechanical components, frequently quoted by
manufacturers, is the time by which 10% of the components are expected to fail.
The most popular percentiles used in reliability are 1, 5, 10, and 50 percentiles.

Provided we have the pdf, 1), we can get R(r). Basic charactenstics of time-
to-failure distribution and basic reliability measures can be expressed in terms of
pdf, A1), cdf, F(r), or reliability function, R(¢). The mean time-to-failure (MTTF),
for example, illustrates the expected time during which the item will perform its
function successfully (sometimes called expected life). According to (2.65),
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MTTF = E(1) =ftf(t)dt (3.3)
0

If lim ¢ f(t) = O, then, integrating by parts, it is easy to get another form of (3.3)

- >

given by
E(t) =fR(t)dt 3.4)
0

It is important to make a distinction, at this point, between MTTF and the
mean time between failures (MTBF). Obviously, the former metric is associated
with nonrepairable components, whereas the latter is related to the repairable
components. In the case of MTBF, the pdf in (3.3) can be the pdf of time between
the first failure and the second failure, the second failure and the third failures etc.
If we have surveillance and the item is completely renewed through replacement,
maintenance, or repair, the MTTF coincides with MTBF. Theoretically, it means
that the renewal process is assumed to be perfect. That is, the item that goes
through repair or maintenance is assumed to exhibit characteristics of a new item.
In practice this may not be true. In this case, one needs to determine the MTBF for
the item for each renewal cycle (each, ith time-between-failures interval).
However, the approach based on the as-good-as-new assumption can be quite
adequate for many reliability considerations. In Chapter 5 the topic of MTTF and
MTBF will be revisited.

Let R(#) be the reliability function of an item at time 1. The probability that
the item will survive for time 7, given that it has survived for time ¢, is called the
conditional reliability function, and is given by

R(t|1) = E(R’(*T” (3.5)

Therefore, the conditional probability of failure during the same interval is

F(tlt)=1-R(1|D) (3.6)

3.1.2 Failure Rate

The failure rate, or hazard rate, h(t), is introduced as

nety - tim L P D - FO) _ f0)
-0 T R(t) R(t)

3.7)
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50, it is evident that h(?) is the time-to-failure conditional pdf. The failure rate can
also be expressed in terms of the reliability function as

h(t) = —% {(InR(1)] (3.8)

so that

R(t) = exp —fh(x)dx (3.9
0

The integral of the failure rate in the exponent is known as the cumulative
failure rate, or cumulative hazard function, H(t):

H(1) =fh(x)dx (3.10)
4]

As mentioned above, the failure rate can be defined as the conditional pdf
of the component time-to-failure, given the component has survived to time ¢. The
expected value associated with such pdf is referred to as the residual MTTF.

Example 3.1
A device time-to-failure follows the exponential distribution. If the device
has survived up to time ¢, determine its residual MTTF.

Solution:
According to (3.3),

frf(ﬂt)dr ftle"‘“’"’dr g”-'fr)te-;.rdr
=0 0

MTTF = 2 = - =

fmf(ﬂ:)dr fle’”dr ¢

t

> =

Let us introduce another useful reliability measure related to failure rate. For
a given time interval, 1, the average f ailure rate, (h{1)), is given by
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(h(D)) = %th(x)dx

or

(hiy) - - oERC)

therefore,

{h(n)) = ——Hﬁt)

If the time interval, #, is equal to a given percentile, 7,, then

(hiy - 802

t
p
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(3.11)

(3.12)

(3.13)

(3.14)

Hazard rate is an important function in reliability analysis since it shows
changes in the probability of failure over the lifetime of a component. In practice,
h(t) often exhibits a bathtub shape and it is referred to as a barhtub curve. A

bathtub curve is shown in Figure 3.1.

Generally, a bathtub curve can be divided into three regions. The, so-called,
burn-in early failure region exhibits a decreasing failure rate, characterized by
early failures attributable to defects in design, manufacturing, or construction. A
time-to-failure distribution having a decreasing failure rate is referred to as a
distribution belonging to the class of decreasing failure rate (DFR) distribution.

h(t)

?&7’;;}: Chance failure

1

Wear-out
Jailure

time

Figure 3.1 Typical bathtub curve.

time
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Analogously, a time-to-failure distribution having a decreasing average failure
rate is referred to as a distribution belonging to the class of decreasing failure rate
average (DFRA) distribution.

The. so-called, chance failure region of the bathtub curve exhibits a
reasonably constant failure rate, is characterized by random failures of the
component. In this period, many mechanisms of failure due to complex underlying
physical, chemical, or nuclear phenomena give rise to this approximately constant
failure rate. The third region, called wear-out region, which exhibits an increasing
failure rate, is characterized mainly by complex aging phenomena. Here the
component deteriorates (e.g., due to accumulated fatigue) and is more vulnerable
to outside shocks. It is helpful to note that these three regions can be radically
different for different types of components. Figure 3.2 and Figure 3.3 show typical
bathtub curves for mechanical and electrical devices, respectively. It is evident that
electrical devices can exhibit a relatively larger chance failure period. Figure 3.4
shows the effect of various levels of stress on a device. It is clear that as stress
level increases, the chance failure region decreases and, premature wear-out
occurs. Therefore, it is important to minimize stress factors such as harsh operating
environment, to maximize reliability.

Similar to DFR and DFRA distribution, the increasing failure rate (IFR) and
increasing failure rate average (IFRA) distributions are considered in the
framework of mathematical theory of reliability (Barlow and Proschan (1981)).

h(t)

—

time

Figure 3.2 A typical bathtub curve for mechanical

devices.

Table 3.1 lists the cdf’s (unreliability functions) and hazard rate functions for
important pdfs.
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=

time

Figure 3.3 Bathtub curve for typical mechanical devices.

h(t)

Increasing
level of stress

time

Figure 3.4 Effect of stress on a typical bathtub curve.
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Table 3.1 Important Time-to-Failure Distributions and their Characteristics
Distribution Exponential
characteristi listribution Normal distribution Lognormal distribution
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Distribution Smallest extreme
characteristic Weibull distribution Gamma distribution value distribution
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Example 3.2
Failure rate h(t) of a device is approximated by

+0.1 - 0001, 0 << 100
-0.1 + 0.001¢, > 100

h(t)

o

shown in the figure below. Find the pdf and the reliability function for ¢ < 200.

Solution:

h(r)
0.1

0 100 200 time

For0 <t < 100,

!

= 0.1t - 0.0005¢-

G

fh(e)de :f(o.l -0.0016)d0 = [0.16 - 9%63]
0 0

thus
R(1) = exp(-0.1¢ + 0.0005*)

Using (3.7), one gets
f(t) = (0.1 - 0.0011) exp(-0.17 +0.0005 1*)

Note that R(100) = exp (-5), so the solution of the problem for f > 100 is of

academic interest only.
For t > 100,

h()y=-0.1+0.001r
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Accordingly,
t
R(t) = R(100)exp f(O.l -0.0016)d0
100
= R(100)exp(0.17 - 0.00051* - 5)
f(1) = (-0.1 + 0.00017) R(100) exp f(O.l -0.0010)d0
100
f(t) = (-0.1 + 0.00011) R(100) exp(0.17 - 0.0005 > - 5)

3.2 COMMON DISTRIBUTIONS IN COMPONENT RELIABILITY

Table 3.1 displays some basic reliability characteristics of exponential, normal,
lognormal, Weibull, gamma and smallest extreme value distributions, which are
commonly used as time-to-failure distribution models for components. Some other
characteristics of each of these distributions are further discussed in this section.

3.2.1 Exponential Distribution

The exponential distribution is the most commonly used distribution in reliability
analysis. This can be attributed primarily to its simplicity and the fact that it gives
the simple, constant hazard rate model, corresponding to a situation that is often
realistic. In the context of the bathtub curve, this distribution can simply represent
the chance failure region. It is evident that for components whose chance failure
region is long, in comparison with the other two regions, this distribution might
be adequate. This is often the case for electrical components and mechanical
components, especially in certain applications, when new components are
screened and only those that are determined to have passed (the burn-in period)
are used. For such components, exponential distribution is a reasonable choice. In
general, exponential distribution is considered as a good model for representing
systems and complex, nonredundant components consisting of many interacting
parts.

In Section 2.3 we noted that the exponential distribution can be introduced
using the Homogeneous Poisson Process (HPP). Now let’s assume that each
failure in this process is caused by a random shock, and the number of shocks
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occurring in a time interval of length t is described by a Poisson distribution with
the mean number of shocks equal to Az. Then, the random number of shocks, n,
occurring in the interval [0, r] is given by

Pr(X = n) - SRCADQL
n:

where A is the rate at which the shocks occur. Since based on this model, the first
shock causes component failure, then the component is functioning only when no
shocks occur, i.e., n = 0. Thus, one can write

R(t;A) = Pr[X = 0) = exp(-Arn) (3.15)
Using relationship (3.2}, the exponential pdf obviously can be obtained as
flr) = hexp(- A1) (3.16)

Let us now consider one of the most interesting properties of the exponential
distribution: a failure process represented by the exponential distribution has no
memory. Consider the law of conditional probability and assume that an item has
survived after operating for a time ¢. The probability that the item will fail
sometime between ¢t and 1 + At is

exp(-Ar) -exp(-A(t - At))

Pr(t < T<t+At|T>1t) =
exp( - A1)

= | -exp(-AAr)

which is independent of ¢. In other words, the component that has worked up to
time ¢ has no memory of its past. This property can also be easily described by the
shock model. That is, at any point along time , the rate at which fatal shocks occur
is the same regardless of whether any shock has occurred up to time .

3.2.2 Weibulil Distribution

The Weibull distribution has a wide range of applications in reliability analysis.
This distribution covers a variety of shapes. Due to its flexibility for describing
hazard rates, all three regions of the bathtub curve can be represented by the
Weibull distribution. It is possible to show that the Weibull distribution is
appropriate for a system or complex component composed of a number of
components or parts whose failure is governed by the most severe defect of its
components or parts (the, so-called, weakest link model!). The pdf of the Weibull
distribution is given by
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¢

Using (3.7), the failure rate, k(z), can be derived as

, o,B>0, >0 3.17)

B-1
f([) = m)_ﬁ_exp
o

B )"
h(t)—[—) , . Bp>0, >0 (3.18)
o

R

Sometimes the transformation A = 1/e is used. In this case (3.18) is transformed
to A(t) = AP*' . This form will be used later in Chapter 5.

Parameters o and 3 of the Weibull distribution are referred to as the scale
and shape parameters, respectively. If 0 < B < 1 in (3.18), the Weibull distribution
is a DFR distribution which can be used to describe burn-in (early) type failure
behavior. For B = 1, the Weibull distribution reduces to the exponential
distribution. If > 1, the Weibull distribution can be used as a model for the
wearout region of the bathtub curve (as an IFR distribution). Main applications of
the Weibull include:

Corrosion resistance studies.

Time to failure of many types of hardware, including capacitors, relays,
electron tubes, germanium transistors, photo conductive cells, ball
bearings, and certain motors.

Time-to-failure of basic elements of a system (components, parts, etc.),
although the time-tc-failure of the system itself can be better represented
by the exponential distribution.

In some cases, a parameter called location parameter is used in the Weibull

distribution to account for a period of guaranteed (failure free) life. The failure rate
1s represented by

h(t) =

R [

r-0)P!
( . ] , B.a>0, 0<B <1<~ (3.19)

Accordingly, the pdf and reliability function become

_g\B- Y
! 6) exp—(' e] } r> 0 (3.20)
o

fin) = i

o o

and
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A\ b
—(’ e) } t>0 (3.21)
o

3.2.3 Gamma Distribution

The gamma distribution was introduced in Section 2.3 as a generalization of the
exponential distribution. Recalling the simple shock model considered in Section
3.2.1, one can expand this model for the case when a component fails after being
subjected to & successive random shocks arriving according to the homogeneous
Poisson process. Time-to-failure distribution of the component in this case follows
the gamma distribution.

Examples of its application include the distribution of times between
recalibration of an instrument that needs recalibration after & uses; time between
maintenance of items that require maintenance after £ uses; and time-to-failure of
a system with standby components, having the same exponential time-to-failure
distribution.

The pdf of the gamma distribution has two parameters, o and B, and it was
given in Chapter 2 by (2.53)

1

)y = ———
p*T(e)

r“‘exp(—é), o, B, =20

The mean value and the variance of the gamma distribution are respectively:

E(T)y = ap
(3.22)
oX(T) = afp?

The gamma cdf and reliability function, in general, do not have closed forms. In
the case when the shape parameter « is an integer, the gamma distribution is
known as the Erlangian distribution. In this case the reliability and failure rate
functions can be expressed in terms of Poisson distribution as:

R(1) ):9 [é]km( é ) (3.23)
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( t)F t

-1 | 3| exp| %

_ B] ( B) (3.23a)

R -

(1) kZﬂ o

ta 1

h(t) = < By (3.24)
e t/ .
B “”E) St

Accordingly, a shows the number of “‘shocks” required before a failure occurs.
and [ represents the mean time to occurrence of a shock.

The gamma distribution is a DFR distribution for o < 1. a constant failure
rate for & = 1, and an IFR distribution for « > 1. Thus, the gamma distribution can
represent each of three regions of the bathtub curve.

Example 3.3

The mean time to adjustment of an engine in a fighter plane is M = 100
hours. (Assume time to adjustment follows the exponential distribution.) Suppose
there is a rule to replace certain parts of the engine after three consecutive
adjustments.

a.  What is the distribution of the time-to-replace?

b. What is the probability that a given engine does not require part
replacement for at least 200 hours?

¢. What is the mean time-to-replace?

Solution:
a. Use gamma distribution for T with & = 3, § =100.

! '
- [ ioo) ool o)
b R- 3 L100 100

k-0 k!
200 ) °
290 -2
i [ 100) 2 )ep2) | @) ep2)
0! ! 2!

= 0.135 + 0.271 + 0.271 = 0.677
¢. Mean time to replace = E(T) = af8 = 3 x 100 = 300 hours.
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3.2.4 Normal Distribution

The normal distribution is a basic distribution of statistics. The popularity of this
distribution in reliability engineering can be explained by the, so-called, Central
Limit Theorem. In engineering terms, according to this theorem, the sum of the
large number, n, of independent random variables approaches the normal
distribution. This distribution is an appropriate model for many practical
engineering situations, e.g., it can be used as distribution of diameters of
manufactured shafts. Since a normally distributed random variable can take on a
value from (-, =) range, it has limited applications in reliability-type problems
that involve time-to-failure estimations, because “time” cannot take on negative
values. However, for cases where the mean p is positive and is larger than ¢ by
several folds, the probability that the r.v. T takes negative values can be negligible.
For those cases where the probability that r.v. T takes negative values is not
negligible, the respective truncated normal distribution can be used, sec Johnson
and Kotz (1970).
The normal pdf was introduced in Chapter 2 by (2. 41) as

fry = l_exp- lﬂ(t—p,)z, cwm K<, ce <@

o2n 20,

where p is the MTTF and o is the standard deviation of failure time. The normal
distribution failure rate is always a monotonically increasing function of time 7, so.
the normal distribution is an [FR distribution.Thus, the normal distribution can be
used as a model representing the wear-out region of the bathtub curve. Normal
distribution is also a widely-used model representing stress and/or strength in the
framework of the, so-called, stress-strength reliability models, which are time
independent reliability models (see Stress-Strength Analysis in Chapter 6 [Section
6.11).

3.2.5 Lognormal Distribution

The lognormal distribution is widely used in reliability engineering. The
lognormal distribution represents the distribution of a r.v. whose logarithm follows
the normal distribution. This model is particularly suitable for failure processes
that are the result of many small multiplicative errors. Specific applications of this
distribution include time to failure of components due to fatigue cracks (Mann et
al., 1974; Provan, 1987). Other applications of the lognormal distribution are
associated with failures attributed to maintenance activities. The distribution is
also used as a model representing the distribution of particle sizes observed in
breakage processes and the life distribution of some electronic components. In
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Bayesian reliability analysis the lognormal distribution is a popular model to
represent the, so-called, prior distributions. We discuss this topic further in Section
3.6.

The lognormal distribution is a two-parameter distribution. For ar.v. T, the
lognormal pdf is

-—L—(lnt -ut)?

1
f(1) = ——— exp| - —
20,

o, 1y2m

3

(3.25)
O<ct<cw, ~2mcp <o, 0>0

where p,= E(In £) and 0, = var(In #). The failure rate for the lognormal distribution
initially increases over time and then decreases. The rate of increase and decrease
depends on the values of the parameters p, and o,. In general, this distribution is
appropriate for representing time to failure for a component whose early failures
(or processes resulting in failures) dominate its overall failure behavior.

3.2.6 Extreme Value Distributions

The extreme value distributions are considered in the framework of the Extreme
Value Theory. Basic applications of this theory are associated with distributions
of extreme loads in structural and maritime engineering (distributions of extreme
winds, earthquakes, floods, ocean waves, etc.), other reliability engineering
problems, as well as in environmental contamination studies.

Some Basic Concepts and Definitions

Let x,, x,, . . ., x, be a sample of independently and identically distributed
random variables (e.g., representing environmental contamination concentration
values) with cdf, F{X). In extreme value theory, the distribution, F(X), is called
parent distribution. Rearrange the sample in increasing value order so that x,, <
Xy, <+ -+ <x,,. The statistics x,, (i= 1, 2, . . ., n) obtained are called the order
statistics.

It can be shown that the cdf, F, (x), of rth order statistic, X, , can be
expressed in terms of the binomial distribution as

n

F,(X) = Z(Z]F‘(X)ll -F(XO (3.26)

rin
k=r

Clearly, the maximum statistic of a sample of size n is the last order statistic
(r = n), so its cdf can be written, using (3.26) as

F (X)) = F(X) (3.27)
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The distribution obtained is called the distribution of maxima. Getting ahead of our
consideration, we will mention that this is (if X is the time-to-failure) the time-to-
failure distribution of a parallel system (considered in Chapter 4) composed of
identical components.

The distribution of minima of a random sample of size n can be obtained
from (3.26), as a particular case, when r = 1, i.e.,

F (X)=1-[1-FX)] (3.28)

Similar to the case considered above this is the time-to-failure distribution of a
series system (considered in Chapter 4) composed of n identical components.

Example 3.4 (Castillo (1988))

One of the main engineering concerns in the design of a nuclear power plant
is the estimation of the probability distribution of the distances of possible
earthquakes to the tentative location of the plant. Due to the presence of a fault in
the area surrounding this location, it has been established that the epicenter of an
earthquake can occur, equally likely, at any point within the 50 km radius of the
fault. If the plant location is aligned with the fault and its closest extreme is 200
km away, then the distance between the epicenter and the plant can be assumed to
be distributed uniformly between 200 and 250 km. Find the probability of having
minimum distances less than 210 km.

Solution:
The cdf of the distance to the closest earthquake in series of 5 and 10
earthquakes is given by

Fi(x) =1 _( ] - X200

]; n =510
50

The probability of having minimum distances less than 210 Km which is
equivalent to the standard uniform distribution U(Q, 1) value of (210 - 200)/50.
are 0.672 and 0.893 for the series of 5 and 10 earthquakes, respectively.

Order Slatistics from Samples of Random Size

Previous considerations were associated with a fixed sample size. There are
many practical situations where the sample size is random and one is interested in
the extreme statistics. For example, the number of defects having random sizes in
material can be itself random.
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Denote the distribution of sample size, n, by

Let the statistic of interest, x, have, for a fixed sample size n, pdf flx,n) and cdf
F(x,n). Using the total probability rule, the pdf, g(x), and cdf, G(x), of the statistic
x can be written as:

g(x) = Y p.flx.n)

(3.29)
G(x) = pr Flx,n)

An example of this model application to the problem of nuclear power plant core
damage frequency estimation is considered in Chapter 8.

When the sample size n goes to infinity, the distributions of maxima and
minima have the following limits

lim F'(x) =0, F(x)<l (3.30)

"n-x

lim{l - [1-F()]"} =1, F <1 (3.31)

no-x

These limits show that the limit distributions take on only values 0 and 1. It
is said that such distribution degenerates. To avoid this degeneration the following
linear transformation is used:

Y=a +bx (3.32)
where a, and b, are the constants chosen to get the following limit distributions:

for maxima:

limH (a, - b, x) = limF"a, +b_x) = H(x) for all x (3.33)

"o n-x

for minima:

limL (c, +c, x) = liml - [l - F(Cn + C“x)]" = L{x) for all x (3.34)

n- nex

which do not degenerate.
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Asymptotic Distributions of Maxima and Minima

We discussed how to get the distribution of maxima and minima from a
given parent distribution in the case of finite samples of fixed and random sample
sizes. The asymptotic distributions of extreme values are used in the following
situations (Castillo (1988)):

1. The sample size increases to infinity.
2. The parent distribution is unknown.
3. The sample size is large but unknown.

Three Types of Limit Distributions

The fundamental result of Extreme Value Theory consists in existence of
only three feasible types of limit distributions for maxima, H, and three similar
feasible types of limit distribution for minima, L, (Frechet, 1927; Fisher and
Tippet, 1928; Gnedenko, 1941). This result is given by the following theorems.

There are only three types of nondegenerated distributions for maxima, H(x),
satisfying the condition (3.33) (the cdf’s are given in the standard forms, i.e, with
scale parameter equal to 1):

Type I (the Gumbel distribution):

6>0, —o©<x<o (3.35)

It

H (x) = exp[—exp[ -

o | =

Type II (the Freshet distribution):

Y
exp—(i) >0, y>0, x>0
HZ(X) = I} (336)
0 xs0
Type III (the Weibull distribution):
1 x>0,
H(x) = (3.37)

exp

O | =
——
=
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The similar theorem for distributions of minima states that there are only three
types of nondegenerated distributions for minima, L(x), satisfying the condition

(3.34). These are:

Type I (the Gumbel distribution):

L(x) =1 -exp

—exp(%”, >0, =w<x<o (3.38)

Type II (the Freshet distribution):

¥
lexp[~£) , 6>0, v>0, x<0
Ly(x) = ) (3.39)
1 x>0
Type I1I (the Weibull distribution):
0 x <0
(3.40)

Currently, the following three extreme value distributions are widely used
in reliability engineering: the Weibull distribution for minima (discussed in
Section 3.2.2), the Gumbel distribution for minima and the Gumbel distribution
for maxima. The last two distributions are also referred to as rhe smallest extreme
value distribution and the largest extreme value distribution (Nelson (1982)).

Similar to the three parameter Weibull distribution (3.20), the smallest
extreme value distribution and the largest extreme value distribution are
sometimes used as two parameter distributions. In this case their pdf’s take on the
following forms.

The pdf of the smallest extreme value distribution is given by

%(tl)exp(%)

—w < A<co, 80>0, ~o<t<® (3.4

f) = %CXP
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The parameter A is called the location parameter and can take on any value. The
parameter b is called the scale parameter and is always positive. The failure rate
for the smallest extreme value distribution is

h(t) = %exp[ L;S—)l) (3.42)

which is an increasing function of time, so that the smallest extreme value
distribution is IFR distribution, which can be used as a model for component
failures due to aging. In this model, the component's wear-out period is
characterized by an exponentially increasing failure rate. Clearly, negative values
of ¢ are not meaningful when it is representing time to failure.

The Weibull distribution and the smallest extreme value distribution are
closely related to each other. It can be shown that if a r.v. X follows the Weibull
distribution with pdf (3.17), the transformed r.v. 7 = In (X) follows the smallest
extreme value distribution with parameters

A= In(a)
3.43
5 - 1 ( )
p

The two parameter largest extreme value pdf is given by

t-A

fley = %exp -%(!-l) —exp[ -

l’ (3.44)

—o < t<o, 0>0, o< <o

The largest extreme value distribution, though not very useful for component
failure behavior modeling, is useful for estimating natural extreme phenomena.

For further discussions regarding the extreme value distributions, see
Castillo (1988). Gumbel (1958), and Johnson and Kotz (1970).

Example 3.5

The maximum demand for electric power at any given time during a year is
directly related to extreme weather conditions. An electric utility has determined
that the distribution of maximum power demands can be presented by the largest
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extreme value distribution with A =1200 (MW) and 6 = 480 (MW). Determine the
probability (per year) that the demand will exceed the utility's maximum installed
power of 3000 (MW).

Solution:
Since this is the largest extreme value distribution, we should integrate

(3.26) from 3000 to .

o)

Pr(t>3000)=ff(t)dt=1—exp 5
3000

Since

t-A _ 3000 -1200 _

then

Pr(r > 3000) = 0.023

3.3 COMPONENT RELIABILITY MODEL

In the previous section, we discussed several distribution models useful for
reliability analysis of components. A probability model is referred to a
mathematical expression that describes in terms of probabilities that a r.v. is spread
over its range. It is necessary at this point to discuss how field and test data can
support the selection of a probability model for reliability analysis. In this section,
we consider several procedures for selecting and estimation the models using
observed failure data. These methods can be divided into two groups:
nonparametric methods (which do not need a particular distribution function) and
parametric methods (which are based on a selected distribution function). We
discuss each of these methods in more detail. Besides, some graphic exploratory
data analysis procedures are considered in Section 7.3.

3.3.1 Graphical Nonparametric Procedures

The nonparametric approach, in principle, attempts to directly estimate the
reliability characteristic of an item (e.g., the pdf, reliability, and hazard rates) from
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a sample. The shape of these functions, however, is often used as an indication of
the most appropriate parametric distribution representation. Thus, such procedures
can be considered as tools for exploratory (preliminary) data analysis. It is
important to mention that failure data from a maintained item can be used as the
sample only if after the maintenance the item can be assumed to be as good as
new. Then each failure time can be considered as a sample observation
independent of the previously observed failure times. Therefore, n observed times
to tailure of such a maintained component is equivalent to putting n independent
new components under test.

Small Samples

Suppose n times to failure make a small sample (e.g., n < 25). Let the data
be ordered such that ¢, < ¢, < - < t,. Blom (1958) introduced the following
nonparametric estimators for the reliability functions of interest:

I

A1) = b= 1020001
4] (n-i-0625)(t . ,-1) (3.45)
5 n - i+0.625 .
R(t) ———7—, - 1,2...,n
( /) (n+025) (3.46)
and
A ~ l .
fle) - Loi=1,2,....n-1 (3.47)

(n+025) (1, - 1)

Although there are other estimators besides those above, Kimbal (1960) concludes
that estimators (3.45)—(3.47) have good properties and recommends their use. One
should keep in mind that 0.625 and 0.25 are correction terms of a minor
importance, which assumes a small bias and a small mean square error for the
Weibull distribution estimation (Kapur and Lamberson (1977)).

Example 3.6
A high-pressure pump in a process plant has the failure times ¢, (shown in
the following table). Plot A(t), R(t), f(1) and discuss the results.
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Solution:

i 1, t -t h(1) R(1) fo
1 0.20 0.60 0.25 0.91 0.23
2 0.80 0.30 0.59 0.78 0.46
3 1.10 041 0.53 0.64 0.34
4 1.51 0.32 0.86 0.50 0.43
5 1.83 0.69 0.55 0.36 0.20
6 2.52 0.42 1.34 0.22 0.30
7 2.98 0.09

129

From the histogram below, one can conclude that the failure rate is reasonably
constant over the operating period of the component, with an increase toward the
end. A point of caution: although a constant hazard rate might be concluded,
several other tests and additional observations may be needed to support the
conclusion. Additionally, the histogram is only a representative of the case under
study. An extension of the result to future times or other cases (e.g., other
high-pressure pumps) may not be accurate.

h(t). 1/hr

0.20

0.80

1.10

1.61
t, hr

1.83

2.98
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Large Samples

Suppose n times to failure makes a large sample. Suppose further that the
sample is grouped into a number of equal time-to-failure increments, Ar.
According to the definition of reliability, a nonparametric estimate of the
reliability function is

R(r)) - (3.48)

where N (1) represents the number of surviving components. Note that estimator
(3.48) is absolutely compatible with the empirical (sample) cdf (2.93) introduced
in Section (2.5). Time 7, is usually taken to be the upper endpoint of each interval.
Similarly, the pdf is estimated by

L) = 349
where N(t) is the number of failures observed in the interval (¢, ¢, + Ar). Finally.
using (3.48) and (3.49), one gets

N (1)

hA(’i) - !

W (3.50)

Itis clear that fori =1, N(t;) = N, and fori > 1, N(t,) = N (t, ,) - N{t,). Equation
(3.50) gives an estimate of average failure rate for the interval (¢, ¢, + At). When
N(1) - = and Ar ~ 0, estimate (3.50) approaches the true hazard rate A(t).

In (3.50), N(1)/N (t,) is the estimate of probability that the component will
fail in the interval (t, t, + Ar), since N () represents the number of components
functioning at ¢. Dividing this quantity by Ar, the estimate of failure rate
(probability of failure per unit of time for interval Ar) is obtained. It should be
noted that the accuracy of this estimate depends on Ar. Therefore, if smaller Ats
are used, we would, theoretically, expect to obtain a better estimation. However,
a drawback of using smaller Ats is the decrease in the amount of data for each
interval to estimate R() and f(r). Therefore, selecting Ar requires
consideration of both of these opposing factors.

Example 3.7
Times to failure (in h) for an electrical device are obtained during three
stages of the component’s life. The first stage is believed to be associated with an
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infant mortality of the component; the second stage represents chance failures; and
the third stage represents the wear-out period. Plot the failure rate for this
component, using the data provided below.

Solution:
Use Equations (3.48)—(3.50) to calculate the empirical hazard rate, reliability
and pdf.
Griven Data Calculated Data
Interval, ¢ ; Frequency
Beginning End N(t) N(t) h(t,) R(t)) M)
Infant Mortality S
0 20 79 71 0.02633 [ 1.00000 | 0.02633
20 40 37 34 0.02606 | 0.47333 | 0.01233
40 60 15 19 0.02206 | 0.22667 | 0.00500
60 80 6 13 0.01579 | 0.12667 | 0.00200
80 100 2 11 0.00769 | 0.08667 | 0.00067
100 120 1 10 0.00455 | 0.07333 | 0.00033
120 > 120 10 0 0.05000 | 0.06667 | 0.00333
Total 150
Given Data
Calculated Data
Interval, t Frequency
Beginning End N{t,) N(t) h(t) R(t) fle)
Chance Failure Stage
0 2000 211 289 0.00021 | 1.00000 | 0.00021
2000 4000 142 147 0.00025 | 0.57800 | 0.00014
4000 6000 67 80 0.00023 | 0.29400 [ 0.00007
6000 8000 28 52 0.00018 | 0.16000 [ 0.00003
8000 10000 21 31 0.00020 | 0.10400 | 0.00002
10000 > 10000 31 0 0.00050 | 0.06200 | 0.00003
Total 500
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Given Data
Calculated Data
Interval, 1 ; Frequency
Beginning End N(t) N(t) hit)) R(t) fit)
Wearout Stage
0 100 34 266 0.00113 | 1.00000 | 0.00113
100 200 74 192 0.00278 | 0.88667 | 0.00247
200 300 110 82 0.00573 | 0.64000 | 0.00367
300 > 300 82 0 0.01000 | 0.27333 | 0.00273
Total300

The graph below plots the estimated hazard rate functions for the three observation
periods (please note that the three periods are combined on the same x-axis).

0.03

0.025 f

Infant mortality

t (hour)

L y

- [ / Chance failures Wearout
3w !
S
~ 0015 7
z

0.01

0,008 [ ‘m

° T

0w W 20 100 0 2000 6000 5000 10000 O 100 200 300




Elements of Component Reliability 133

Q See the software supplement for the automated graphical nonparametric

estimation for small and large samples.

3.3.2 Probability Plotting

Probability plotting is a simple graphical method of displaying and analyzing
observed data. The data are plotted on special probability papers in a way that a
transformed cdf would be a straight line. Each type of distribution has its own
probability paper. If a set of data is hypothesized to originate from a known
distribution, the graph can be used to conclude whether or not the hypothesis
might be rejected. From the plotted line, one can also roughly estimate the
parameters of the hypothesized distribution. Probability plotting is often used in
reliability analysis to test the appropriateness of using known distributions to
present a set of observed data. This method is used because it provides simple and
visual representation of the data. This approach is an informal, qualitative decision
making method. However, the goodness-of-fit tests discussed in Chapter 2 is a
formal quantitative method. Therefore, the plotting method should be used with
care and preferably as an exploratory data analysis procedure. In the following we
will discuss some factors that should be considered when the probability plotting
is used.

We are going to briefly discuss the probability papers for the basic
distributions considered in this book. The reader is referred to Nelson (1979),
Nelson (1982), Martz and Waller (1982) and Kececioglu (1991) for further
discussion regarding other distributions and various plotting techniques.

Exponential Distribution Probability Plotting

Taking the logarithm of the expression for the reliability function of the
exponential distribution (3.15) one gets

InR(1) = - At (3.51)

If R(t) is plotted as a function of time, ¢ on semilogarithmic plotting paper,
according to (3.51) the resulting plot will be a straight line with the slope of (-1).

Consider the following n times to failure observed from a life test: ¢, < 1, <
- < t,. According to (3.51), an estimate of the reliability R(z) can be made for each
t. A crude nonparametric estimate of R(t,) is clearly 1- i/n (recall (3.48) and
(2.93)). However, as it was noted in Section 3.3.1, statistic (3.46) provides better
estimation for R(s) for the Weibull distribution (recall that the exponential
distribution is a particular case of the Weibull one).
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Graphically, the y-axis shows R(t,) and the x-axis shows ¢, The resulting
points should reasonably fall on a straight line if these data can be described by the
exponential distribution. Since the slope of InR(f) vs. t is negative, it is also
possible to plot In(1/R(#)) vs. ¢ in which the slope is positive. In practice one may
use the so-called Kimbal estimater for R(t) and plot (n- i + 0.625)/(n + 0.25)
against 1, using semi-log paper. Other, appropriate estimators of R(¢,) include the,
so-called, mean rank, (n - i+ /)/An+1) and the median rank, (n- i + 0.7)/An + 0.4)
(Kapur and Lamberson, 1977).

It is also possible to estimate the MTTF from the plotted graph. For this
purpose, at the level of R = 0.368 (or I/R = e =2.718), a line parallel to the x-axis
is drawn. At the intersection of this line and the fitted line, another line vertical to
the x-axis is drawn. The value of 1 read on the x-axis is an estimate of MTTF, and
its inverse is A. Exponential plot is a particular case of the Weibull distribution,
and therefore, the Weibull paper may be used to determine whether or not
exponential distribution is a good fit.

Example 3.8

Nine times to failure of a diesel generator are recorded as 31.3, 45.9, 78.3,
22.1,2.3,4.8,8.1, 11.3, and 17.3 days. If the diesel is restored to “as good as new”
after each failure, determine whether the data represent the exponential
distribution. Find 4 and R(193 hours).

Solution:
First arrange the data in increasing order and then calculate the
corresponding R(t,).

; t n - -0.625 n - 025
n - 025 n i 0625
1 2.3 0.93 1.07
2 4.8 0.82 1.21
3 8.1 0.72 1.40
4 11.3 0.61 1.64
5 17.3 0.50 2.00
6 2211 0.39 2.55
7 313 0.28 3.53
8 459 0.18 5.69
9 78.3 0.07 14.80
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t, hours

Figure 3.5 Exponential probability plot in Example 3.8.

Figure 3.5 shows a plot of the above data on logarithmic paper.

=173 _ 6041 failures/day = 1.71E-3 failures/hour

48.6 - 28

R(193) = exp[-(1.71E-3)(193)] = 0.72

Weibull Distribution Probability Plotting

Similar to plots of the exponential distribution, plots of the Weibull
distribution require special probability papers. If the observed data form a
reasonably straight line, the Weibull distribution can be considered as a competing
model. Recalling the expression for the Weibull cdf from Table 3.1 or from
Example 2.17, one can get the following relationships for the respective reliability
function

(3.52)
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This linear (in Ins) relationship provides the basis for the Weibull plots. It is
evident that In(In[1/R(1)]) plots as a straight line against Int with slope P and
y-intercept of (- B In «). Accordingly, the values of the Weibull parameters « and
B can be obtained from the y-intercept and the slope of the graph, respectively.

As mentioned before, several estimators of R(r) can be used. The most
recommended estimator is (3.47) (identical to that used in exponential plots). The
corresponding plotting procedure is simple. On the special Weibull paper (see
Figure 3.6), ¢, is plotted in the logarithmic x-axis and the estimate of F(t} =
((i- 0.375)(n + 0.25)] x 100 is plotted on the y-axis (often labeled % failure). The
third scale shown in Figure 3.6 is for In In (1/R(¢)), but it is more convenient to use
the estimate of F(f).

The degree to which the plotted data fall on a straight line determines the
conformance of the data to the Weibull distribution. If the data give reasonably
good plot as a straight line, the Weibull distribution is a reasonable fit, and the
shape parameter [J and the scale parameter ¢ can be roughly estimated. If a line is
drawn parallel to the plotted straight line from the center of a small circles
(sometimes called ORIGIN) until it crosses the SMALL BETA ESTIMATOR
axis, the value of B can be obtained. To find &, draw a horizontal line from the
63.2% cdf level until it intersects the fitted straight line. From this point, draw a
vertical line until 1t intersects with the x-axis, and read the value of parameter o
at this intersection.

Example 3.9

Time to failure of a device is assumed to follow the Weibull distribution.
Ten of these devices are put on reliability test. The times to failure (in hours) are:
89, 132,202, 263, 321, 362, 421, 473, 575, and 663. If the Weibull distribution is
a correct choice to model the data, what are the parameters of this distribution?
What is the reliability of the device at 1000 hours?

Solution:
i { 2 3 4 S 6 7 8 9 10
t, 89 132 202 263 321 362 421 473 575 663
i -0.375 x 100

n -+ 0.25 6.10 15.85 25.61 3537 45.12 54.88 64.46 7439 84.15 93.90
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SMALL BETA ESTIMATOR
0.0 /g ORIGIN
999 % Faiture
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| a =420
10 100 Time 1000

Figure 3.6 Weibull probability plot.

Figure 3.6 shows the fitted line on the Weibull probability paper. Clearly the
fitting is reasonably good. The graphical estimate of § is approximately 1.8, and
the estimate of & is approximately 420 hours. Percent failure at 1000 hours is
about 99.1%; the reliability is about 0.9% (R(¢r = 1000) = 0.009].

In cases where the data do not fall on a straight line but are concave or
convex in shape, it is possible to find a location parameter 0 (i.e., to try using the
three-parameter Weibull distribution (3.20) introduced in Section 3.2.2) that might
“straighten out” these points. For this procedure, see Kececioglu (1991) and
Nelson (1979).

If the failure data are grouped, the class midpoints ¢ ; (rather than r) should
be used for plotting, where ¢t = (¢, + t,)/ 2. One can also use class endpoints
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instead of midpoints. Recent studies suggest that the Weibull parameters obtained
by using class endpoints in the plots are better matched with those of the
maximum likelihood estimation method.

Normal and Lognormal Distribution Probability Plotting

The same special probability papers can be used for both normal and
lognormal plots. On the x-axis, ¢, (for normal) and In(¢) (for lognormal) are
plotted, while on the y-axis, the F(z,) estimated by the same (i - 0.375)/(n + 0.25)
is plotted (or other plotting points). It is easy to show that normal cdf can be
linearized using the following transformation

o '[F(1)] - ﬁ’,- -5 (3.53)

where @"'(.) is the inverse of the standard normal cdf. Some lognormal papers are
logarithmic on the x-axis, in which case #, can be directly expressed. In the case of
lognormal distribution, ¢, in (3.53) is replaced by In(z,). If the plotted data fall on
a straight line, a normal or lognormal distribution might be conformed. To
estimate the mean parameter p, the value of 50% is marked on the x-axis and a line
parallel to the y-axis is drawn until intersection with the plotted straight line. From
the intersection, a horizontal line to the x-axis is drawn. Its intersection with the
y-axis gives the estimate of parameter p (mean or median of the normal
distribution and the median of the lognormal distribution). Similarly, if the
corresponding y-axis intersection for the 84% value is selected from the x-axis, the
parameter O can be estimated for the normal distribution as ¢ = t,,, - 4, Or 0=
ty — M. For the lognormal distribution, ¢ = In1,,,, - u, .

Example 3.10

The time it takes for a thermocouple to drift upward or downward to an
unacceptable level is measured and recorded in a process plant. (See the following
table.) Determine whether the drifting time can be modeled by a normal
distribution.

Solution:

Figure 3.7 shows that the data conform the normal distribution, with p = ¢,
= 17.25 months and 1,,, = 20.75 months. Therefore the estimate of o = 20.75 -
17.25 = 3.5 months.
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i t, (months) 1-0375 x 100
n +0.25
1 11.2 439
2 12.8 11.40
3 14.4 18.42
4 15.1 25.44
5 16.2 32.46
6 16.3 39.47
7 17.0 46.49
8 17.2 53.50
9 18.1 60.53
10 18.9 67.54
11 19.3 74.56
12 20.0 81.58
13 21.8 88.60
14 227 95.61
95.0 -
90.0
/ [ ]
1
70.0 " f
50.0
Wl
/o
3 )4
10.0 ;Z
50 P
7
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t

Figure 3.7 Normal distribution plot in Example 3.10.
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Example 3.11

Five components are placed on fatigue crack tests. The failure times are
given in the table below. Determine the conformance of the data with a lognormal
distribution. Estimate the parameters of the lognormal distribution.

Solution:
. t i - 0375
! (months) n + 025 x 100
1 363 11.90
2 1115 30.95
3 1982 50.00
4 4241 69.05
5 9738 88.10
95.0
90.0 7/
L1 |
//‘
100 <
)
50.0
" 5 /‘
v
P
100 '
5.0 T~
Yy
yd
yd
1.0 — — == =
0.5 |-
L
0.4
100.00 500.00 1000.00 5000.00 10000.00

t
Figure 3.8 Lognormal distribution plot for Example 3.11.
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From the probability plot in Figure 3.8,

i, = In(fi,) = In(2000) = 7.61
G, = In(tys) - 1, = In(6700) - 7.61 = 1.12

It should be noted that with the present level of the computer support in
reliability data analysis, the term “probability paper” is only used to refer to the
graphical method of parameter estimation, while the paper itself has become
obsolete. It takes a simple electronic spreadsheet to program the above equations
of cdf linearization and estimate the distribution parameters by the least square
method. A modern reliability engineer does no longer have to use a ruler and an
eyeball judgement to analyze reliability data.

Q See the software supplement for the “electronic™ probability paper for the
exponential, Weibull, normal, and lognormal distributions.

3.3.3 Total-Time-on-Test Plots

The total-time-on-test plot is a graphical procedure helping to determine
whether the underlying distribution exhibits an increasing failure rate, a constant
failure rate (the distribution is exponential), or a decreasing failure rate. This
procedure is discussed in detail by Barlow and Campo (1975) and Barlow (1978).
Additionally, Davis (1952) discussed the use of this method for optimal
replacement policy problems.Although it is possible to treat grouped failure data
using this method, we discuss its use for ungrouped failure data only. Consider the
observed failure times of n components such that ¢, < ¢, < -~ < ¢,. If the number of
survivors to time ¢, is denoted by N (¢,) then the survival probability (the reliability
function) can be estimated as

It is clear that N(¢) is a step-wise function. The total time on test to age t, denoted
by 7{(z) is obtained from

,l

T(t) :[Nx(z)dz (3.54)
0

Equation (3.54) can be expressed in a more tractable form:
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[l
fN\(t)dt snrs(n - L)L) v (n i 1) -t ) (3.55)
0

since n components have survived up to time ¢, (time to the first failure), (n - 1)
of the components survived during the period between ¢, and 7., and so on. The,
so-called, scaled total time on test at time ¢, is defined as

fN_‘(t)dt
(1) - 0—[~— (3.56)
fN\(t)dt

0

It can be shown that for the exponential distribution, T(ti) = i/n.A graphical
representation of total time on test is formed by plotting i/z on the x-axis and T(t, )
on the y-axis. Its deviation from the reference line T(’,) = i/n is then assessed.
If the data fail on the 7t ) = i/n line, the exponential distribution can be
assumed. If the plot is concave over most of the graph, there is a possibility of an
increasing failure rate. If the plot is convex over most of the graph, then it
indicates a possibility of a decreasing failure rate. If the plot does reasonably fall
on a straight line and does not reveal concavity or convexity, one can assume the
exponential distribution.

The total-time-on-test plot, similar to other graphical procedures, should not
be used as the only test for determining model adequacy. This is of particular
importance when only a small sample is available. The total-time-on-test plots are
simple to carry out and provide a good alternative to more elaborate hazard and
probability plots. These plots are scale invariant and, unlike probability plots, no
special plotting papers are needed.

Example 3.12

In a nuclear power plant, the times to failure (in hours) of the feedwater
pumps are recorded and given in the table below. Use the total-time-on-test plot
to draw a conclusion about the time dependence of the failure rate function.

Solution:
Using Equations (3.54)—(3.56) the following results are received.
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n-i+1)-

i 1, @ -1, ) T(,) i/n T(1,)
1 1400 14,000 14,000 0.1 0.14
2 3500 18,900 32,900 0.2 0.33
3 5900 19,200 52,100 03 0.53
4 7600 11,900 64,000 0.4 0.65
5 8600 6000 70,000 0.5 0.71
6 9000 2000 72,000 0.6 0.73
7 11,600 10,400 82,400 0.7 0.83
8 12,000 1200 83,600 0.8 0.84
9 19,100 14,200 97,800 0.9 0.99
10 20,400 1300 99,100 1.0 1.00

Figure 3.9 indicates a mild tendency toward an increasing failure rate over the

observation period.

I(y)

LOT
0.9+
0.8+
0.7+
0.6+
0.5+
0.4
0.3+
0.2
0.1

0.2

0.4

0.6
i/n

08

Figure 3.9 Total-time-on-test plot for Example 3.12.

1.0
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- .
See the software supplement for the automated total time on test plot.

3.4 CLASSICAL PARAMETRIC ESTIMATION

This section deals with statistical methods for estimating reliability model
parameters, such as A of the exponential distribution, p and ¢ of the normal and
lognormal distribution, p of the binomial distribution, and « and P of the Weibull
distribution. The objective is to find a point estimate and a confidence interval for
the parameters of interest. We briefly discussed this topic in Chapter 2 for
estimating parameters and confidence intervals associated with a normal
distribution. In this section we expand the discussion to include estimation of
parameters of other distributions useful to reliability analysis.

It is important to realize why we need to consider confidence intervals in the
estimation process. In essence, this need stems from the fact that we have a limited
amount of information (e.g., on times-to-failure), and thus we cannot state our
estimation with certainty. Therefore, the confidence interval is highly influenced
by the amount of data available. Of course other factors, such as diversity and
accuracy of the data sources and adequacy of the selected model can also influence
the state of our uncertainty regarding the estimated parameters. When discussing
the goodness-of-fit tests, we deal with uncertainty due to the adequacy of the
model by using the concept of levels of significance. However, uncertainty due to
diversity and accuracy of the data sources is a much more difficult issue to deal
with,

The methods of parameter estimation discussed in this section are more
formal and accurate methods of determining distribution parameters than the
methods described previously (such as the plotting methods).

Estimation of parameters of time-to-failure or failure on demand distribution
can be based on field data as well as on data obtained from special life (reliability)
tests. In life testing, a sample of components from a hypothesized population of
such components is placed on test using the environment in which the components
are expected to function, and their times to failure are recorded. In general, two
major types of tests are performed. The first is testing with replacement of the
failed items, and the second is testing without replacement. The test with
replacement is sometimes called monitored.

Samples of times-to-failure or times-between-failures (later, the term time-
to-failure will be used wherever it does not result in a loss of generality) are
seldom complete samples. A complete sample is the one in which all items have
failed during a test for a given observation period, and all the failure times are
known (distinct). The likelihood function for a complete sample was introduced
in Section 2.5. In the following sections, the likelihood functions for some types
of censoring are discussed. Modern products are usually so reliable that a complete
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sample is a rarity, even in accelerated life testing. Thus, as a rule, reliability data
are incomplete.

Left and Right Censoring

Let N be the number of items in a sample, and assume that all units of the
sample are tested simultaneously. If, during the test period, T, only r units have
failed, the failure times being known, and the failed items are not replaced, the
sample is called singly censored on the right at T. In this case, the only
information we have about N-r unfailed units is that their failure times are greater
than the duration of the test, 7. Formally, an observation is called *‘right censored
at 7,” if the exact value of observation is not known, but is known that it is greater
than or equal to T (Lawless (1982)).

If a distinct failure time for an item is not known, but it is known that it is
less than a given value, the failure time is called left censored. This type of
censoring practically never appears in reliability data collection and so it is not
discussed. If the only information available is that an item failed in an interval (for
example, between successive inspections), the respective data are called grouped
or interval data. Such data were considered in Section 3.3.

It is important to understand the way (sometimes the term mechanism is
used) in which censored data are obtained. The basic discrimination is associated
with random and nonrandom censoring, the simplest cases of which are discussed
below.

Type | Censoring

Consider the situation of right censoring. If the test is terminated at a given
nonrandom time, 7, the number of failures, r, observed during the test period will
be a random variable. These censored data are rype I or time right singly censored
data, and the corresponding test is sometimes called time-terminated. For the
general case, a type I censoring is considered under the following scheme of
observations.

Let each unit in a sample of n units be observed during different periods of
time L, L, . .., L,. The time-to-failure of an individual unit, ¢, is considered as
a distinct value, if it is less than the corresponding time period, ie., if , < L, .
Otherwise, ¢, is considered to be the time-to-censoring, which indicates that the
time-to-failure of the ith item is greater than L. This is the case of type I multiply
censored data; the case considered above is its particular case, when L, = L, =

*=L, =T The type I multiply censored data are quite common in reliability
testing. For example, a test may start with a sample size of n but at some given
times L,, L,, . . ., L, (k < n) the prescribed numbers of units can be deleted from
(or placed on) the test.
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Another example of multiply censored data is the miles-to-failure
information on a fleet of vehicles, which are observed for a given period of time.
The mileage corresponding to failures of a particular component (e.g., alternator)
would be considered as the distinct miles-to-failure. At the same time, the failure
mileage of other components (e.g. battery, connectors, power distribution box,
etc.) may be considered as the miles-to-censoring.

Type Il Censoring

A test may also be terminated when a nonrandom number of failures (say
r) specified in advance, have been observed. In this case, the duration of the test
number is a random variable. This situation is known as type I right censoring.

It is clear that under the type II censoring only the » smallest times to failure
I, <t, < <t,outof sample of N times to failure are observed as distinct
ones. The times-to-failure ¢, (i =1, 2, .. ., r) are considered (as in the previous
case of the type I censoring) as identically distributed r.v.s.

Types of Reliability Tests

When n components are placed on a life test, whether with replacement or
not, it is sometimes necessary, due to the long life of certain components, to
terminate the test and perform the reliability analysis based on the observed data
up to the time of termination. Accordingly to the above discussion, there are two
basic types of possible life test termination. The first type is time terminated
(which resuits in the type I right censored data), and the second is failure
terminated (resulting in type II right censored data). In the time-terminated life
test, n units are placed on a test and the test is terminated after a predetermined
time elapsed. The number of components failed during the test time and the
corresponding time to failure of each component are recorded. In the
failure-terminated life tests, n units are placed on test and the test is terminated
when a predetermined number of component failures have occurred. The time to
failure of each failed component including the time of the last failure occurred are
recorded.

Type I and type II life tests can be performed with replacement or without
replacement. Therefore, four types of life test experiments are possible. Each of
these is discussed in more detail in the remainder of this section.

Random Censoring

The random censoring is typically used in reliability data analysis when
there are several failure modes, which must be estimated separately. The times to
failure due to each failure mode are considered as random variables having
different distributions, while the whole system is considered as a competing risks
(or series) system.
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An example of this type of censoring could be a car dealer collecting failure
data during warranty service of a given car model. The dealer and the car
manufacturer are interested in reliability estimation of the car model. A car in the
sample under service can fail not only due to a generic failure cause, but also due
to accidents or driver errors. In the latter cases, time-to-accident or time-to-human
error must be treated as time to censoring. Note that the situation might be
opposite. For example, some organizations (say, an insurance company ) might be
interested in studying psychology of drivers for the same car model, so they need
to estimate an accident rate for the given model. In this case, from the data
analysis point of view, the time to generic failure becomes time-to-censoring,
meanwhile the time-to-accident becomes time-to-failure. Such dualism of
censored data is also important for reliability data banks development. Reliability
estimation for this type of censoring is discussed in Section 3.5.

3.4.1 Exponential Distribution Point Estimation

Type [ Life Test with Replacement

Suppose n components are placed on test with a replacement (i.e.,
monitored), and the test is terminated after a specified time t,. The accumulated
(by both failed and unfailed components) time on test, 7, (in hours or other time
units), is given by:

T = ni, (3.57)

Time, T, is also called the rotal time on test. Equation (3.57) shows that at each
time instant, from the beginning of the test up to time f,, exactly n components
have been on test. Accordingly, if r failures have been observed up to time 1, then
assuming the exponential distribution, the maximum likelihood point estimate of
the failure rate of the component, can be found in the way similar to one
considered in Example 2.25, i.e., as

~l=

The corresponding estimate of the mean-time-to-failure is given by

/\

MTTF = (3.58)

<~

The number of units tested during the test, n ; is
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n' =n-+r (3.59)

Type I Life Test Without Replacement

Suppose n components are placed on test without replacement, and the test
is terminated after a specified time #, during which r failures have occurred. The
total time on test, 7, for the failed and survived components is

T=Y1+(n ry, (3.60)
[

where ﬁ d rpresents the accumulated time on test of the r failed components (r
is random here), and (n - r)t, is the accumulated time on test of the surviving
components. Using (3.60), the failure rate and MTTF estimates can be obtained
from (3.58) and (3.59), respectively. Since no replacement has taken place. the

total number of components tested during the testisn "= n.

Type Il Life Test with Replacement

Consider a situation when n components are being tested with replacement

(i.e., monitored), and a component is replaced with an identical component as soon

as it fails (except for the last failure). If the test is terminated after a time ¢, when

the rth failure has occurred (i.e., r is specified (nonrandom) but ¢, is random), then

the total time on test, T, associated with failed and unfailed components, is given
by

T = n1, (3.61)

Note that ¢, , unlike t,, is a variable in this case. If the time-to-failure follows the
exponential distribution, A is estimated as

Ao (3.62)
and the respective estimate of MTTF is
VAN T
MTTF = — (3.63)
r

The total number of units tested, n ’, is

n =n+r-1| (3.64)
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where (r - 1) is the total number of failed and replaced components. All failed
components are replaced except the last one, because the test is terminated when
the last component fails (i.e., the rth failure has been observed).

Type II Life Test Without Replacement

Consider another situation when n components are being tested without
replacement, i.e., when a failure occurs, the failed component is not replaced by
a new one. The test is terminated at time f, when the rth failure has occurred (i.e.,
r is specified but 7, is random). The total time on test of both fatled and unfailed
components is obtained from

T=YYt+(n-ry (3.65)
=

r

where lz]: g is the accumulated time contribution from the failed components, and
(n - r)t, is the accumulated time contribution from the survived components.
Accordingly, the failure rate and MTTF estimates for the exponentially distributed
time-to-failure can be obtained using (3.65), (3.62), and (3.63). It should also be
noted that the total number of units in this test is

n"=n (3.66)

since no components are being replaced.

Example 3.12

Ten light bulbs are placed under life test. The test is terminated at 7, = 850
hours. Eight components fail before 850 hours have elapsed. Determine the
accumulated component hours and an estimate of the failure rate and MTTF for
the following situation:

a. The components are replaced when they fail.

b. The components are not replaced when they fail.
Repeat a. and b., assuming the test is terminated when the eighth
component fails.

The failure times obtained are: 183, 318, 412, 432, 553, 680, 689, and 748.

Solution:
a. TypeItest

Using (3.56), T = 10 x 850 = 8500 component hours.
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A =8/8500=9.4 x 10"* hr', or from (3.58), MTTF = 1062.5 hrs.
Type [ test:
Using (3.60), i t. = 4015, (n - r) 1, = (10 - 8)850 = 1700.
i
Thus,T = 4015 + 1700 = 5715 component-hours.
A =8/5715=14x10"hr'.
From (3.58), MTTF = 714.4 hrs.
Type II test:
Here, ¢, is the time-to-the-eighth failure, which is 748.
Using (3.61), T= 10 x 748 = 7480 component-hours.
From (3.62), A =8/7480 = 1.1 x 107 hr".
From (3.63), MTTF = 935 hours.
Using (3.65), i: T. = 4015,
i=1
(n - T =(10- 8)748 = 1496 .
Thus, T = 4015 + 1496 = 5511 component-hours.
From (3.62), A =8/5511 = 1.5 x 10” hr'.

From (3.63), MTTF = 688.8 hours.

A simple comparison of results shows that although the same set of data is used.
the effect of the type of the test and the effect of the replacement of the failed units
can have a reasonable effect on the estimated parameters.

3.4.2 Exponential Distribution Interval Estimation

In Example 2.26 and in Section (3.4.1), we discussed the maximum

likelihood estimator for the parameter A (failure rate, or hazard rate) of the
exponential distribution. This point estimator is A = r/T, where r is the number of
failures observed and 7 is the total time on test. Epstein (1960) has shown that if
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the time-to-failure is exponentially distributed with parameter A, the quantity
2rA/ A = 2AT has the Chi-square distribution with 2r degrees of freedom for the
type Il censored data (failure-terminated test). Based on this, one can construct the
corresponding confidence intervals. Because uncensored data can be considered
as the particular case of the type II right censored data (when r = n ), the same
procedure is applicable to complete (uncensored) sample.

Using the distribution of 2rA / A, one can write

2rA
X

By rearranging and using L= r/T, the two-sided confidence interval for the
true value of A can be obtained as

Pr| Xz (27) < <A an(2r)] = 1-a (3.67)

Xi/z(zr) X‘?—alz(zr)
- < A’ < -

< =1-a (3.68)
2T 2T

Pr

The corresponding upper confidence limit (the one-sided confidence interval)

obviously is

X1 - (27)
2T

o (3.69)

Prj0 < A <

Accordingly, confidence intervals for MTTF and R(¢) at a time ¢ = ¢, can also be
obtained as one-sided and two-sided confidence intervals from (3.68) and (3.69).
The results are summarized in Table 3.2 (Martz and Waller (1982)).

Table 3.2 100(1 - «)% Confidence Limits on A, MTTF, and R(z,)

Type I (Time terminated test)
Parameter One-sided confidence limits Two-sided confidence limits
Lower limit Upper limit Lower limit Upper limit
2 2 2
1 0 Xi-e(2r+2) Xan (27) X -an (27 + 2}
2T 2T 2T
MTTE 27 o 2T 2T
Xoa(2re) X -an (27 +2) Xn (20)
R(t) l 2 X f2r+2) X (20)
0 spl - X = f 1 exp| - ——'iz?——— || exp|- TS I
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Type 1l (Failure terminated test)
Parameter One-sided confidence limits Two-sided confidence limits
Lower limit Upper limit Lower limit Upper limit
A 0 H-a(20) Xin (27) X (20)
2T 2T 2T
2T 2T 2T
MTTF — o —_— =
Xi .o (2r) Xy -en (27) Xan (21)
2 2 2
X - (20) X1 - a2 (27) Xan (27)
R(y) exp| - —'T 10] i exp| - = :;T to} exp[— JnZT IO]

As opposed to type II censored data, the corresponding exact confidence
limits for type I censored data are not available. The approximate two-sided
confidence interval for failure rate, A, for the type I (time-terminated test) data
usually are constructed as:

2 2 |
Xmll(zr) X a/:(zr’z)
s g A I Tl

2T 2T

Pr (3.70)

The respective upper confidence limit (a one-sided confidence interval) is given
by

-,

A «(2r+2)
2T

3.71)

Pri0 < A < =1 «

If no failure is observed during a test, the formal estimation gives 4 = 0. or
MTTF = . This cannot realistically be true; since we may have had a small or
limited test. Had the test been continued, eventually a failure would have been
observed. An upper confidence estimate for A can be obtained for r = 0. However.
the lower confidence limit cannot be obtained with r = 0. It is possible to relax this
limitation by conservatively assuming that a failure occurs exactly at the end of the
observation period. Then » = | can be used to evaluate the lower limit for
two-sided confidence interval. This conservative modification. although
sometimes used to allow a complete statistical analysis, lacks firm statistical basis.
Welker and Lipow (1974) have shown methods to determine approximate nonzero
point estimates in these cases.
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Example 3.13
Twenty-five units are placed on a reliability test that lasts SO0 hours. In this

test, eight failures occur at 75, 115, 192, 258, 312, 389, 410, and 496 hours. The
failed units are replaced. Find 1, one-sided and two-sided confidence intervals
for A and MTTF at the 90% confidence level; one-sided and two-sided 90%
confidence intervals on reliability at ¢, = 1000 hours.

Solution:
This is a type 1 test. The accumulated time 7 is obtained from (3.56)

T =25 x 500 = 12,500 hours.
The point estimate of failure rate is
A =8/12,500 = 6.4E - 4 hr’
One-sided confidence interval for A is

2 x 12,500

0<Ac<

From Table A.3,

Xoo(18) = 2599, 0 < A < 1.O4E-3hr '

Two-sided confidence interval for A is

X(z).os(z"s) << x§_95(2x8 +2)
2x 12,500 2 x 12,500

From Table (A.3),
Xoos(16) = 7.96, and  xios(18) = 28.87

Thus
318E-4hr!' < A < 1.1ISE-3 hr !

One-sided 90% confidence interval for R(1000) are

exp[(-1.04E-3)(1000)]) < R(1000) < 1
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or
0.35 < R(1000) < 1

Two-sided 90% confidence interval for R(1) is

exp[(-L.1SE-3)(1000)] < R(1000) < exp{(-3.18E-4)(1000)]

or
0.32 < R (1000) < 0.73

g See the software supplement for the automated point and interval estimation
of the exponential distribution parameters.

3.4.3 Lognormal Distribution

The lognormal distribution is commonly used to represent occurrence of certain
events in time. For example, a r.v. representing the length of time interval required
for repair of hardware follows a lognormal distribution. Because the lognormal
distribution has two parameters, parameter estimation poses a more challenging
problem than for the exponential distribution. Taking the natural logarithm of data,
the analysis is reduced to the case of the normal distribution, so that the point
estimates for the two parameters of the lognormal distribution for a complete
sample of size n can be obtained from

i - }": ln(r,)

[ n

(3.72)

Y [in{e)-a]? (3.73)

The confidence interval for y, is given by

(6,)1,,
Pripg, - ——2 < p <fi+—2=1]-a (3.74)

Vn Vn
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The respective confidence interval for 0,7 is :

n-1)6° n-1)6
p| DO (DO (3.75)

Xl—alz(n—l) Xa/g(n'l)

In the case of censored data, the corresponding statistical estimation turns out to
be much more complicated, readers are referred to (Nelson (1982)) and (Lawless
(1982)).

3.4.4 Weibull Distribution

The Weibull distribution can be used for the data which are assumed to be from
an increasing, decreasing, or constant failure rate distributions. Similar to the
(log)normal distribution, it is a two-parameter distribution and its estimation, even
in the case of complete (uncensored) data, is not a trivial problem.

It can be easily shown that, in the situation when all » units placed on test
or under observation have failed, the maximum likelihood estimates of § and o
parameters of the Weibull distribution (3.17) can be obtained as a solution of the
following system of nonlinear equations:

"

ZI (£)B Int, 1

Sop !

"

Int, (3.76)
I

|-

!

and
1/p

iln(ri)ﬁ
ic

n

Q@ =

This system can be solved using an appropriate numerical procedure. The
corresponding confidence estimation also is not trivial. Readers are referred to
Bain (1978), Mann et al. (1974), Nelson (1982), Leemis (1995) for further
discussions. In Chapter 5, we will discuss another form of estimating the Weibull
distribution parameters.

Example 3.14
Using the data given in Example 3.9, obtain the maximum likelihood
estimators for the parameters of a Weibull distribution.
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Solution:

Using the numerical procedure, system (3.76) is solved, which result in the
following estimates = 2.1, & = 396 hours. Comparison of these results with the
plot from Example 3.9 is reasonable, but it points out the approximate nature of
these data analysis methods, and emphasizes the need for using more than one of
the methods discussed.

E See the software supplement for the automated maximum likelihood
estimation of the exponential, normal, lognomal and Weibull distribution
parameters.

3.4.5 Binomial Distribution

When the data are in the form of failures occurring on demand, i.e., X failures
observed in » trials, there is a constant probability of failure (or success), and the
binomial distribution can be used as an appropriate model. This is often the
situation for standby components (or systems). For instance, a redundant pump is
demanded for operation n times in a given period of test or observation.

The best estimator for p is given by the obvious formula:

p = (3.77)

==

The lower and upper confidence limits for p can be found, using the, so-called.
Clopper—Pearson procedure, see (Nelson (1982)):.

po={l~(n-x~1)x '"F (20 -2x+2:2x]}" (3.78)

p“:{] +(n - x){()f+ DF, .
(3.79)
[2x +2;2n - 2x)} '}

where F,, .», (fi; f+) 1s the (1 - &/2) quantile (or the 100 (1 - «/2) percentiles) of
the F-distribution with f, degrees of freedom for the numerator, and f, degrees of
freedom for the denominator. Table A.5 contains some percentiles of F-
distribution. As mentioned in Chapter 2, the Poisson distribution can be used as
an approximation to the binomial distribution when the parameter, p, of the
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binomial distribution is small and parameter n is large, e.g.. x < n/10. which means
that approximate confidence limits can be constructed using (3.70) with r = x and
T=n

Example 3.15

An emergency pump in a nuclear power plant is in a standby mode. A total
of 563 start tests for the pump and only 3 failures have been observed. No
degradation in the pump's physical characteristics or changes in operating
environment have been observed. Find the 90% confidence interval for the
probability of failure per demand.

Solution:
Denote n = 563, x = 3. Using (3.80-3.82), find p = 3/563 = 0.0053.
pr={1+(563-3+1)/3F,,(2x563-2x3+2;2x3)} =0.0014
Where F, (1122;6) = 3.67 from Table A.5.
Similarly,
P.={1+(563-3){B+ NF,,s(2x3+2;
2x563-2x3}'}'=00137
Therefore,
Pr (0.0014 < p < 0.0137) = 90%

Example 3.16

In a commercial nuclear plant, the performance of the emergency diesel
generators has been observed for about 5 years. During this time, there have been
35 real demands with 4 observed failures. Find the 90% confidence limits and
point estimate for the probability of failure per demand. What would the error be
if we used (3.70) instead of (3.78) and (3.79) to solve this problem?

Solution:
Here, x =4 and n = 35. Using (3.77),

4

5 -4~ 0114
P35

To find lower and upper limits, use (3.78) and (3.79). Thus,
Pr={1+1(35 -4+ 14 F(2x35-2x4+2:2x4)}'=0.04
P, ={1+035-4H{(4+ DF, (2 x4+2;
2x35-2x4})"'})"'=0243

If we used (3.70),
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cos (8)
b, - Xo.05 _ 2733 0.039

2% 35 70

_ x(z)‘%(lO) _ 1831

. = 0.262
2x 35 70

The error due to this approximation is

| 004 - 0039]
0.04

Lower limit error = 00 = 25%

| 0.243 - 0.262 | »
0.243

Upper limit error = 100 = 7.8%

Note that this is not a negligible error, and (3.70) should not be used. Since x >
n/10, equation (3.70) is clearly not a good approximation.

g See the software supplement for the automated interval estimation of the
exponential, normal, lognomal and binomial distribution parameters.

3.5 CLASSICAL NONPARAMETRIC DISTRIBUTION ESTIMATION

Based on the considerations given in Section 3.1, one can state that any reliability
measure or index can be expressed in terms of time-to-failure cumulative
distribution function (cdf) or reliability function. Thus, the problem of estimation
of these functions is of great importance. The commonly used estimate of cdf is
the empirical (or sample) distribution function (edf) introduced for uncensored
data in Chapter 2, (see (2.93)). In this section we consider some other
nonparametric point and confidence distribution estimation procedures applicable
for censored data.

3.5.1 Confidence Intervals for Cumulative Distribution Function and
Reliability Function for Complete and Singly Censored Data

The construction of an edf requires a complete sample. It can also be done for the
right censored samples for the failure times which are less than the last time to
failure observed (¢ < ¢ ,,). The edf is a random function, since it depends on the
sample units. For any given point, r, the edf, 5,(¢). is the fraction of sample items
tailed before r.
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The edf is, in a sense, the estimate of the probability, p, in a binomial trial,
and this probability is p = F(7). Note that it is easy to show that the maximum
likelihood estimator of the binomial parameter p coincides with S,(1), and §,(r) is
a consistent estimator of the cdf, F(r).

Using relationship (3.2) between the cdf and reliability function, and edf
(2.93), it is easy to get the respective estimate of the reliability function. This
estimate, called empirical (or sample) reliability function, is given by

1, O<t<tm
i .
R() =91~ n fy s E<fiy, 1=10n-l (3.80)
0, t <t <o

{n)

where 1, < t < - <t are the ordered sample data (the so-called, order
statistics).

It is clear that the mean number of failures observed during time, ¢, is E(r)
= pn = F(f)n, so that the mean value of the fraction of sample items failed before
t, is E(r/n) = p = F(1) and the variance of this fraction is given by

va,(f) _pU-p) _ F)(l - F(n)] 3.8D)

n n

For practical problems considered, (3.81) is used with replacing F(1) with
S, (1). As the sample size, n, increases the binomial distribution can be
approximated by a normal distribution (consistent with the discussion in Chapter
2) with the same mean and variance (i.e., p = np, 6> = np(1 - p)), which provides
reasonable results if np and n(1 - p) are both greater or equal to 5. Using this
approximation, the following 100(1 - @)% confidence interval for the unknown
cdf, F(r), at any given point ¢ can be constructed as:

S.(D[1 - S,,(z)]]‘”

n

S0 - Zla/z[
" (3.82)

S-S~

< F(ty < S,(2) + z}alz(M]

where z_ is the quantile of level ¢ of the standard normal distribution.
The corresponding estimates for the reliability (survivor) function can be
obtained using (3.2), R, () =1 - S,(1).
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Example 3.17
Using the data from Example 3.9 find the point nonparametric estimate
and 95% confidence interval for the cdf, F(f), for t = 350 hours.

Solution:
Using (2.93) the point estimate for F(350) is §, (350) = 5/10 (note that we
have five observations out of ten which are less than 350 hours).
The respective approximate 95% confidence interval based on (3.82) is
~ 12
05 - 196( 0201 005’] < F(350) < 196( ___—“]0 0'5’-)

Therefore. Pr(0.1900 < F(350) < 0.6099) = 0.95.

Using a complete or right censored sample from an unknown cdf, one can
also get the strict confidence intervals for the unknown cdf, F(t). This can be done
using the same Clopper—Pearson procedure for constructing the confidence
intervals for a binomial parameter p, i.e., using (3.78) and (3.79). These limits can
also be expressed in more compact form in terms of the, so-called, incomplete beta
function as follows.

The lower confidence limit, F(t), at the point t where S, (1) = v/n (r =0, 1, 2,

. n), 1s the largest value of p that satisfies the following inequality

II_(r,n- r+1) < (3.83)

N R

and the upper confidence limit, F (¢), at the same point is the smallest p satisfying
the inequality

1l l,(n'r,r*l)g

il
3 (3.84)
where 7(o., ) is the incomplete beta function, which was introduced in Chapter
2 as the cdf of the beta distribution (2.55). The incomplete beta function is difficult
to tabulate, however its numerical approximation is available within any statistical
package.

g See the software supplement for the automated construction of confidence
intervals for an unknown cdf using both (3.78-3.79) and (3.83-3.84).
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Example 3.18

For the data from Example 3.17 find the strict 95% confidence interval for
the cdf, F(1), for t = 350 hours, using (3.83) and (3.84).

Solution:
Using (3.83) the lower confidence limit is found from

1,(5,10 - 5+ 1) < 0.025 as 0.1871
and, using (3.84), the upper confidence limit is found from
1, ,(5,6) < 0.025 as 0.8131]
Therefore, the strict confidence interval is
Pr(0.1871 < F(350) < 0.8131) = 0.95

which is reasonably close to the approximate interval obtained in the previous
example.

Another typical reliability estimation problem, which can be solved using
this nonparametric approach, is to estimate the lower confidence limit for the
reliability function, using the same type of data. This can be done using (3.84), in
which 1- p =1 - F(2) is replaced by the reliability function, R(f). Accordingly,
one gets

Iy(n-r,r+1) < a. (3.85)

This procedure is illustrated by the following example.

Example 3.19

Twenty-two identical components were tested during 1000 hours, and no
failure was observed. Find the lower confidence limit, R, (¢), for the reliability
function at ¢ = 1000 hours and for confidence probability 1 - & = 0.90.

Solution:

We need to find the largest value of R satisfying (3.85). For the problem
considered &« = 0.1, r = 0, and n = 22, therefore,

I,(22, 1) < 0.1



162 Chapter 3

Solving for R, one gets R, = 0.90.

Another possible application of (3.85) is associated with reliability
demonstration tests, when the lower 1- « confidence limit for reliability, R,, is
given together with acceptable number of failures, r, during the test duration. The
problem is to find the sample size, n, to be tested with the number of failures not
exceeding r, so that quantities n, r, R, would satisfy (3.85). It should be noted that
for given R,, r, and « relationship (3.85) cannot be satisfied for any sample size
n. For given values of R, and o , the minimum sample size, for which (3.85) can
be satisfied. corresponds to r = 0. This is illustrated by the following example.

Example 3.20

The reliability test on an automotive component has to demonstrate the
lower limit of reliability of 86% with 90% confidence. Under assumption that no
failure is tolerated, what sample size has to be tested to satisfy the above
requirements?

Solution:
With r = 0, (3.85) can be rewritten in the following simple form:

(RY =1-q,
from which the required sample size is found as

- In(1l -a) _ In(l -0.9) - 15
In(R,) In (0.86)

g See the software supplement for the automated evaluation of the sample
size in reliability demonstration for any values of R,, a, and r.

3.5.2 Confidence Intervals for Cumulative Distribution Function and
Reliability Function for Multiply Censored Data

The point and confidence estimation considered so far do not apply to multiply
censored data. For such samples, the, so-called, Kaplan-Meier or product-limit
estimate, which is the MLE of the cdf, can be used.

Let’s have a sample of n times to failure, among which only k failure times
are distinct times to failure. Denote these ordered times (order statistics) as: 1, <
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under observation just before 1, Assume that the time-to-failure cdf is continuous,
so that there is only one failure at every ¢,,. Then, n,, = n, - 1. Under these
conditions, the product limit estimate is given by:

1o, <... < 1, and let £, be equal to zero, i.e, 1, = 0. Let n, be the number of items

S.(1) = 1-R(1) =

0 0<t<t,
P on o1 (3.86)
-] 2 tey St<t;, Q=1 m-1
j=1 n].
1 tat,

where integerm =k, if k<n,and m=n, if k= n.

It is possible to show that for uncensored (complete) data samples, the
product limit estimate coincides with the edf given by (2.93). In general case
(including discrete distribution, censored, or grouped data), the Kaplan-Meier
estimate is given by

S,() = 1-R (1) =

' n.-1 ‘ (3.87)

E I

where d; is the number of failures at 7.
For estimation of variance of S, (or R,) the, so-called, Greenwood’s formula
(Lawless (1982)) is used:

N\ N d
var[S,(1)] = var[R ()] = 3 ——L— (3.88)
Jiry <t nj(nj - dj)
Combining the product-limit estimate and Greenwood’s formula into equations
similar to (3.82), one can construct the corresponding approximate confidence
limits for the reliability of cdf of interest.
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Example 3.21
The table below shows censored test data of a mechanical component. Find
the Kaplan-Meier estimate of the time-to-failure cdf.

Ordered failure time, ¢, S i
or time to censoring, f,* T

(3}

0 0 0

1 31.7 1 - 15/16 =0.059

2 39.2 1 - (15/16) (14/15) = 0.125

3 57.2 { - (15/16) (14/15) (13/14) = 0.187
4 65.0* 0.187

5 65.8 I (13/16) [(13 1 - 12]=1 - 0.745 =0.255
6 70 1 - 0.745 (10/11) = 0.323

7 75* 0.323

8 75.2* 0.323

9 87.5* 0.323

10 88.3* 0.323

11 94.2* 0.323

12 101.7* 0.323

13 105.8 0.492

14 109.2* 0.492

15 110 0.746

16 130 * 0.746

g See the software supplement for the automated estimation of the reliability
function for multiply censored data.

3.6 BAYESIAN ESTIMATION PROCEDURES

In Section 3.5, we discussed the importance of quantifying uncertainties associated
with the estimates of various distribution parameters. In the preceding sections, we
also discussed formal statistical methods for quantifying the uncertainties. Namely,
we discussed the concept of confidence intervals, which, in essence, is a statistical
treatment of available information. It is evident that the more data are available,
the more confident and accurate the statistical inference is. For this reason, the
statistical approach is sometimes called the frequentist method of treatment. In the
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framework of Bayesian approach, the parameters of interest are treated as random
variables, the true values of which are unknown.Thus, a distribution can be
assigned to represent the parameter; the mean (or for some cases the median) of
the distribution can be used as an estimate of the parameter of interest. The pdf of
a parameter in Bayesian terms can be obtained from a prior and posterior pdf. In
practice, however, the prior pdf is used to represent the relevant prior knowledge.
including subjective judgment regarding the characteristics of the parameter and
its distribution. When the prior knowledge is combined with other relevant
information (often statistics obtained from tests and observations). a posterior
distribution is obtained, which better represents the parameter of interest. Since the
selection of the prior and the determination of the posterior often involve
subjective judgements, the Bayesian estimation is sometimes called the subjectivist
approach to parameter estimation.

The basic concept of the Bayesian estimation was discussed in Chapter 2.
In essence, the Bayes' theorem can be written in one of three forms: discrete,
continuous, or mixed. Martz and Waller (1982) have significantly elaborated on
the concept of Bayesian technique and its application to reliability analysis. The
discrete form of Bayes’ theorem was discussed in Section 2.2.3. The continuous
and mixed forms which are the common forms used for parameter estimation in
reliability and risk analysis are briefly discussed below.

Let O be a parameter of interest. It can be a parameter of a time-to-failure
distribution or a reliability index, such as mean time-to-failure, failure rate, etc.
Suppose parameter 0 is a continuous r.v., so that the prior and posterior
distributions of 0 can be represented by continuous pdfs. Let #(8) be a continuous
prior pdf of 8, and let /(0]r) be the likelihood function based on sample data, 1,
then the posterior pdf of 0 is given by

[ h(®) 181 d6 (3.89)

-0

Relationship (3.89) is the Bayes’ theorem for a continuous r.v. The Bayesian
inference includes the following three stages:

Constructing the likelihood function based on the distribution of interest and
type of data available (complete samples, censored data, grouped data.
etc.)

Quantification of the prior information about the parameter of interest in
the form of a prior distribution

Choosing a loss function, L(, 0), which is a measure of discrepancy
between the true value of the parameter 0 and its estimate 8. The most
popular lost function are the quadratic (squared-error) loss function
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L(6,0) = (0 -8) (3.90)

which is equal to the square of the distance between 0 and its estimate
Also, the loss function of the following form can be used

L(0,0)-=16-0] (3.91)

Calculation of the posterior distribution using Bayes’ theorem
Obtaining point and interval estimates.

A point Bayesian estimate is the estimate which minimizes the so-called
Bayesian risk, G{ 8 )y, which is introduced as the expected (mean) value of the loss
function with respect to the posterior distribution, i.e.,

G() - f”L(G,G)f(BIr)dﬂ (3.92)
The estimate O is chosen as on; minimizing the mean of the loss function (3.92),
iLe.,
6 - arg mgn G(6)
If loss function (3.90) is used, the corr<esp<o;1ding Bayes’ point estimate is the
posterior mean of 0, i.e.,

8- [0r(0]db (3.93)
If loss function (3.91) is chosen, the corresponding Bayes’ point estimate is the
median of the posterior distribution of 0.
The Bayes’ analog of classical confidence interval is known as Bayes’
probability interval. For constructing Bayes® probability interval, the following
obvious relationship based on the posterior distribution, is used:

Pr(9,<0<0)=1-a (3.94)

Similar to the classical estimation, the Bayesian estimation procedures can be
divided into parametric and nonparametric ones. The following are examples of
the parametric Bayesian estimation.

3.6.1 Estimation of the Parameter A of Exponential Distribution

Consider a test of N units which results in r distinct times to failure ¢, < 1,,,

< -<t,and N - rtimes to censoring ¢, f.,, . . . . 5 ,, 50 that the total time on

[L4)

test, 7, is
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N-r

t. (3.95)

T - El t(l) * ot
A time-to-failure is supposed to have the exponential distribution. The problem is
to estimate the parameter A of the exponential distribution.

Suppose a gamma distribution is used as the prior distribution of parameter
A. This distribution was already discussed in the present chapter as well as in
Chapter 2. The pdf of the gamma distribution is given by (2.53) as a time-to-
failure distribution. Rewrite the pdf as a function of 4, which is now being
considered as ar.v.:

i1

h(l;ﬁ,p):ﬁ;—)pélé"e"’k, A>0, p>0, 20 (3.96)

In the Bayesian context, the parameters & and p, as the parameters of prior
distribution, are sometimes called hyperparameters. Selection of the
hyperparameters is discussed later, but for the time being, suppose that these
parameters are known. Also, suppose that the quadratic loss function (3.90) is
used.

For the available data and the exponential time-to-failure distribution, the
likelihood function can be written as

L(A|D)

a Yir N -
[Tre * " [1e My
=1 j=1 (3.97)

4T
:krek

where T is the total time on test given by (3.95).

Using the prior distribution (3.96), the likelihood function (3.97) and the
Bayes’ theorem in the form (3.89), one can find the posterior pdf of the parameter
A, as:

e—A(T~p)}'r-6—I

FAT) =

fkr*éfle—lﬂﬂp)dk (3.98)
0

Recalling the definition of the gamma function (2.54), it is easy to show that the
integral in the denominator of (3.98) is

I'd+r)

3.99
(p+T)°” B9

fl"é"e'“r‘p’dk =
0

Finally, the posterior pdf of A can be written as
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+ 6'[ .
f(X}T) = (p T) Awé |e—l(1-p| (3.100)

Comparing with the prior pdf(3.96), one can conclude that the posterior pdf
(3.100) is also a gamma distribution with parameters p"'=r + § and A’ =T + p.
Prior distributions which result in posterior distributions of the same family are
referred to as conjugate prior distributions.

Keeping in mind that the quadratic loss function is used, the point Bayesian
estimate of A is the mean of the posterior gamma distribution with parameters p’
and A’, so that the point Bayesian estimate, 4, is

l:p_':r*f()

B X T- (3.101)

el

The corresponding probability intervals can be obtained using (3.94). For
example, the 100(1 - o) level upper one-sided Bayes’ probability interval for A can
be obtained from the following equation based on the posterior distribution
(3.100).The same upper one-sided probability interval for A can

Prih <A)=1-a (3.102)

be expressed in a more convenient form similar to the classical confidence
interval, i.e., in terms of the Chi-square distribution, as:

Pri2hip - T) <%, [28 -] -1 @

and
Y (208 )
XL 70T (3.103)
2(p+ 1)

Note that, contrary to the classical estimation, the number of degrees of freedom,
2(8 + r), for the Bayes’ confidence limits is not necessarily integer.

The gamma distribution was chosen as the prior distribution for the purpose
of simplicity and performance. Now let's consider the reliability interpretation of
the Bayes' estimate obtained.

Selecting Parameters of Prior Distribution

The point Bayes” estimate A, (3.101) can be interpreted as follows. The
parameter & can be considered as a prior (fictitious) number of failures “observed”
during a prior (fictitious) test, having p as the total time on test. So, intuitively. one
would choose the prior estimate of A as the ratio 8/p, which coincides with the
mean value (recall (3.22)) of the prior gamma distribution used (3.96).



Elements of Component Reliability 169

The corresponding practical situation is quite opposite—usually one has a
prior estimate of A, meanwhile the parameters & and p must be found. Having the
prior point estimate A, one can only estimate the ratio 6/p = A,. For estimating
these parameters separately, some additional information about the degree of
belief or accuracy of this prior estimate is required. Since variance of the gamma
distribution is 8/p°, the coefficient of variation of the prior distributionis 1/5"* (the
coefficient of variation is the ratio of standard deviation to mean). The coefficient
of variation can be used as a measure of relative accuracy of the prior point
estimate of 4. It is further discussed in Section 7.2.

Thus, having the prior point estimate, A, and the relative error of this
estimate, one can estimate the corresponding parameters of the prior gamma
distribution. To get a feeling about the scale of these errors, consider the following
numerical example. Let the prior point estimate A, be 0.01 (in some arbitrary
units). The corresponding values of the coefficient of variation, expressed in
percent, for different vatues of the parameters & and p, are given in Table 3.3.

The approach is a very simple and convenient way of expressing prior
information (e.g., knowledge or degree of belief expressed by experts) in terms of
the gamma prior distribution. Another approach to selecting parameters of the
prior gamma distribution is based on the quantile (or percentile) estimation of

Table 3.3 Parameters and Coefficients of Variation of Gamma Prior Distribution with
Mean Equal to 0.01

Shape Parameter, Scale Parameter,
5, . Coefficient of
[prior (fictitious) number [prior (fictitious) total time on Variation, %
of failures) test)
1 100 100
5 500 45
10 1000 32
100 10000 10

the prior distribution (Kapur and Lamberson (1977), Martz and Waller (1982)).
Let H(A, p, 6) be the cdf of the prior gamma distribution. Recalling the definition

of a quantile of leve!l p, A , one can write
A

H(h, 0,8) = [ h(x)dx = p (3.104)
0

where A(A) is given by (3.96).



170 Chapter 3

and A

P2

Having a pair of quantiles, say, 4, of levels p, and p, one gets two
equations (3.104) with two unknowns. These equations uniquely determine the
parameters of gamma distribution. Practically, the procedure is as follows.

1. Expert specifies the values p,, &,,, p,, and A , such that
H(Apl, 0, 6) = Pr(A < Xm) = p,
H(A,. p.8) = Pr(A<d,)=p,

For example, he/she specifies that there is 90% probability that
parameter A is fess than 0.1 and 50% probability that A is less than
0.01.

2. A numerical procedure is used to solve the system of equations in 1.
to find the values of the parameters § and p.

Usually the value of p, is chosen as 0.90 or 0.95, and the value of p, as 0.5 (the
median value). In (Martz and Waller (1982)) a special table and graphs are
provided for solving the system of equations above.

The procedure discussed above is not limited by gamma distribution. This
procedure is known as the method of quantiles, and is applied as an estimation
method of distribution parameters, not necessarily in Bayes’ context.

Example 3.22

A sample of identical units was tested. Six failures were observed during the
test. The total time on test is 1440 hours. The time-to-failure distribution is
assumed to be exponential.

The gamma distribution with the mean of 0.01 hr'' and with the coefficient
of vanation of 30% was selected as a prior distribution to represent the parameter
of interest, A. Find the posterior point estimate and the upper 90% probability limit
for A. See Figure 3.10 for the prior and the posterior distribution of A.

Solution:

The respective parameters of the distribution are & = 11.1 and p = 1100 hr.
Using (3.101), the point posterior estimate (the mean of the posterior distribution)
of the hazard rate is evaluated as

S | VU Sy O G

51110 + 1440

Using (3.103), get the 90% upper limit of one-sided Bayes® probability

interval for A as
2, (171
L ATILIE T Y
2(2550)
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Figure 3.10 Prior and posterior distribution of A in Example 3.22.

Uniform Prior Distribution

This prior distribution has a very simple form, so that it is easy to use as an
expression of prior information. Consider the prior pdf in the form:

! , a<A<b
h(Aia,b) ={b-a (3.105)

0, otherwise

Using the likelihood function (3.97), the posterior pdf can be written as
r, -AT
fAlD :—bl—e—, a<lkl<bd
f Ae *d)

a

(3.106)

Substituting ¥ = AT in the denominator of (3.106), one gets



172 Chapter 3

b bT L
fl'e'”dl _ f Y é’;d)’

u aTl

Recall the definition of the incomplete gamma function

T'(c, 2) =fy‘"‘e"'dy, c>0
(V]

in which I'(c, =) = I'(c), where I'(c) is the (“complete”) gamma function (see
Equation (2.54) in Chapter 2). Accordingly the denominator in (3.106) can be

written as
b

[rerTar - —

Tr'l

[D(r+1,b6T) - T(r+1,aT) ]

and the posterior pdf (3.106) takes on the form

tr‘llrew\T

Alry = .
FAID [T(r+1,bT)-T(r+1,aT)]

a<A<b (3.107)

Note that the classical maximum likelihood point estimate, 7/T, is the mode of the
posterior pdf (3.107).The corresponding mean value (which is the Bayes’ point
estimator of A for the case of the squared-error loss function) is given by (Martz
and Waller (1982)):

F(r“‘z,bT) —I‘(r+2’aT)
A=
5 T[T+ 1,bT)-T(r+1,aT)] (3.108)

The two-sided Bayes’ probability interval can now be found in the standard way,
i.e., by integrating (3.107), which results in solving the following equations with
respect to A, and A,

2
Pr(k < k)= 17 WeMdA
f . L(r+1,bT) -T'(r + 1,al)
Der+ LAT) - I'(r + 1,aT) o
= = — (3.109)

L(r + 1,bT) - T'(r + 1,aT) 2
oehs ) DO LT -TC - LAD o
r = =L
( z ") C(r+ 1,6T) - T'(r + 1,aT) 2
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Example 3.23

An electronic component has the exponential time-to-failure distribution.
The uniform prior distribution of A is givenbya = 10°and b=5x 10 hr' in
Equation (3.105). A life test of the component results in » = 30 failures in total
time on test of 7 = 107 hours. Find the point estimate (mean) and 90% two-sided
Bayes’ probability interval for the failure rate A.

—O— Prior
—{3~ Posterior

NEIINENE

Figure 3.11 Prior and posterior distribution of A in Example 3.23.

Solution:

Using (3.108-3.109), the point estimate A, = 3.1 x 10° 1/hr and the 90%
two-sided Bayes’ probability interval is (2.24 x 10°° < A < 4.04 x 10™%) 1/hr.
Figure 3.11 shows the prior and posterior distribution of A.

3.6.2 Bayesian Estimation of the Parameter of Binomial Distribution

The binomial distribution plays an important role in reliability. Suppose that n
identical units have been placed on test (without replacement of the failed units)
for a specified time, 1, and that the test yields r failures. The number of failures,
r, can be considered as a discrete random variable having the binomial distribution
with parameters n and p(t), where p(1) is the probability of failure of asingle unit
during time 1. As discussed in Section 3.5, p(r), as a function of time, is the time
to failure cumulative distribution function, as well as 1 - p(¢) is the reliability or
survivor function. A straightforward application of the binomial distribution is the
modeling of a number of failures to start on demand for a redundant unit. The
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probability of failure in this case might be considered as time independent. Thus,
one should keep in mind two possible applications of the binomial distribution:

1. the survivor (reliability) function or time-to-failure cdf, and
2. the binomial distribution itself.

The maximum likelihood estimate of the parameter p is the ratio r/n, which
is widely used as a classical estimate. To get a Bayesian estimation procedure for
the reliability (survivor) function, let us consider p as the survivor probability in
a single Bernoulli trial (so. now the “success” means surviving). If the number of
units placed on test, n, is fixed in advance, the probability distribution of the
number, x, of unfailed units during thetest (i.e., the number of “successes”™) is
given by the binomial distribution with parameters n and x (see (2.27)):

n! R

fxin, p)y = - (1-x)"

(n-x)'x!
The corresponding likelihood function can be written as

no-

l(plx) = cp™(1-x)
where ¢ 15 a constant which does not depend on the parameter of interest, p. For

any continuous prior distribution with pdf h(p) the corresponding posterior pdf can
be written as

p'(1-p)y “h(p)

fiplx) =

. . 11
[p(l p) ‘hip)dp (3.110)

Standard Uniform Prior Distribution

Consider the particular case of uniform distribution, U(a,b), which in the
Bayes’ context represents “a state of total ignorance.” While this seems to have
little practical importance, nevertheless, it is interesting from the methodological
point of view. For this case one can write

1, D<px]

hip) =
0, otherwise

and
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p(.x’ljfl(l _p)(nfr~l)*l
1

fp(.wl) I(l _p)(n—.z~l) 'dp
0

flplx) =
(3.111)

The integral in the denominator can be expressed as

1

fp(,x~ll-l(l _p)(nf.\"l)dp -
0

I'x-HI'(n-x+1)
I'(n +2)

So, the posterior cdf can be easily recognized as the pdf of the beta distribution,
Afps x+ 1, n - x+ 1), which was introduced in Chapter 2. Recalling the expression
for the mean value of the beta distribution (2.56), the point Bayes’ estimate of p
can be written as

+ 1
n+2

=

Py = (3.112)

Note that the estimate is different as compared with the respective classical
estimate (x/n), but when the sample size increases the estimates are getting closer
to each other.

Recalling that the cdf of the beta distribution is expressed in terms of the
incomplete beta function (see Equation (3.85)), the 100(1 - )% two-sided Bayes’
probability intervalfor p can be obtained by solving the following equations

Py

Pr(p<p,)=l(x+1,n—x+1)=%

(3.113)
Pr(p>p..)=1p(x+l,n—x+l)= 1——;—

It can be mentioned that the probability intervals above are very similar to the
corresponding classical confidence intervals (3.83) and (3.84).

Example 3.24

Calculate the point estimate and the 95% two-sided Bayesian probability
interval for the reliability of a new component based on the life test of 300
components, out of which 4 have failed. Suppose that for this component no
historical information is available. Accordingly, its prior reliability estimate may
be assumed to be uniformly distributed between 0 and 1.
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Solution:
Using (3.112), find

441

- ———— = (0.9834
300 + 2

R=1-p,=1

Using (3.113), the 95% upper and lower limits are evaluated as 0.9663 and 0.9946,
respectively.

It is interesting to compare the above results with classical ones. The point
estimate of the reliability is R = 1- p = 1- 4/300 = 0.9867, and the 95% upper and
lower limits, according to (3.81) and (3.82), are 0.9662 and 0.9964, respectively.

Truncated Standard Uniform Prior Distribution

Consider the following prior pdf of p

1

, 0<py<p<p <1
h(plpy )= PP (3.114)

0, otherwise

The corresponding posterior pdf cannot be expressed in a closed form, but it can
be written in terms of the incomplete beta function (Martz and Waller (1982)) as

I'(n~+2)

(x-1)-1 n-x-1 -1
(1 -
Flplx) = F(x+l)F(n-x+l)p P)
Lx+lin-x+1)-L(x+l,n-x+1) ' (3.115)
0<p,<ps=

where the numerator is in form of a beta pdf with parameters x+ 1 andn - x + 1.
The same posterior pdf can be written in a simpler form which can be more
convenient for straightforward point estimate calculations

x«D-1 _ n-x«1)-1
fiplx) = P20 (=p)

Py
fp(x'vl) l(] _p)(n--.r-l)-ldp

i

(3.1106)
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The posterior mean can be obtained in terms of the incomplete beta function as

X1 Ipl(x+2,n—x+l)—IP”(x+2,n—x+l)

_n+2 lp.(’t+l'n_X+])_1pn(X+1.n—X+l) 3.117)

Py

where the first multiplier coincides with the corresponding estimate for the case
of the standard uniform prior, and the second one can be considered as a
correction term associated with the truncated uniform prior distribution. The same
estimate can be written in terms of the posterior pdf (3.116) as

Py
fp(x‘l)(l _p)(n—.r-l)—ldp
Py

Pg = (3.118)

Py
fp{x*l)—l(l _p)(n-,rvl)-ldp

7y

Using the posterior pdf, the 100(1 - «)% two-sided Bayes’ probability interval for
p can be obtained as solutions of the following equations

Ip,(x+1,n—x+1)
— ¥a - o -
—(1 5]1pﬂ(x+l,n x+1)+51pl(x+1,n x+1)
3.119)

Ip (x+1,n-x+1)

B _a . o . B
_{] E)[pl(x+],n x+l)+51p0(x l,n-x+1)

Example 3.25

A new sensor installed on 500 vehicles was observed for 12 months in
service (MIS) and 4 failures were recorded. The reliability of a similar sensor at
12 MIS has been known not to exceed 0.985, which can be expressed in terms of
the uniform prior distribution with p, = 0.985, and p, = 1. Find the point estimate
(posterior mean) and the 90% one-sided lower Bayes’ probability interval for the
reliability of the new sensor.
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Solution:

According to (3.117), the posterior mean is 0.9926 and the 90% posterior
lower limit from (3.119) is calculated as 0.9856. Figure 3.12 displays the prior and
posterior distributions of 1 - p.

1]
m ¥ ¢ v O~ o~ oo O —_ N N M ow W ~ o0
22382328238z 883¢8888s¢8¢
0O 0 O O O O O ¢ O O O 0O 0 O 0 C O Q0 0O Q O o Q
Relishility at 12 MIS

Figure 3.12 Prior and posterior distribution of | - p in Example 3.23.

Beta Prior Distribution

The most widely used prior distribution for the parameter, p, of the binomial
distribution is the beta distribution which was introduced in Chapter 2. The pdf of
the distribution can be written in the following convenient form:

F( n(]) p.\(, 1 (l _ P)"” LS| 0 <ps 1
h(b; xyn,) = § T(%) Tlng - %) (3.120)
a, otherwise

where n, > x, > 0.
The pdf provides a great variety of different shapes. It is important to note
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that the standard uniform distribution is a particular case of the beta distribution.
When x, is equal to one and n,, is equal to two, (3.120) reduces to the standard
uniform distribution. Moreover, the beta prior distribution turns out to be a
conjugate prior distribution for the estimation of the parameter p of the binomial
distribution of interest.

Considering the expression for the mean value of the beta distribution (2.56),
it is clear that the prior mean is x,/n,, so that the parameters of the prior, x, and n,,
can be interpreted as a pseudo number of identical units survived (or failed) a
pseudo test of n, units duringpseudo time t. Thus, while selecting the parameters
of the prior distribution an expert can express his knowledge in terms of the
pseudo test considered (i.e., in terms of x, and n, ). On the other hand, an expert
can evaluate the prior mean, i.e., the ratio, x,/n,, and his/her degree of belief in
terms of standard deviation or coefficient of variation of the prior distribution. For
example, if the coefficient of variation is used, it can be treated as a measure of
uncertainty (relative error) of prior assessment.

Let p;, be the prior mean and k be the coefficient of variation of the prior
beta distribution. The corresponding parameters x, and n, can be found as a
solution of the following equation system

p 0
pr no’
(3.121)
1-p,
no = 3 -
k P,

The prior distribution can also be estimated using test or field data collected
for analogous products. In this case the parameters x, and n,, are directly obtained
from the tests or field data.

Example 3.26
Let the prior mean (point estimate) of the reliability function be chosen as
Pe = x/n, = 0.9. Select the parameters x, and n,,.

Solution:

The choice of the parameters x, and n, can be (similar to one considered in
Section 3.6.1) based on values of the coefficient of variation used as a measure of
dispersion (accuracy) of the prior point estimate p,, Some values of the coefficient
of variation and the corresponding values of the parameters x, and n,for p,, = x/n,
= 0.9 are given in the table below.
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n, X, Coefficient of variation, %

1 0.9 23.6

9 10 10.0

S0 100 33
900 1000 1.0

The posterior pdf is
I'(n+n
flplx) = 37— F( o)
(x+x ) Tn + 1y - x - x,) (3.122)

which is also a beta distribution pdf. The corresponding posterior mean is given
by

.X+X0

n+n0

Py = (3.123)
Note that as n approaches infinity, the Bayesian estimate approaches the maximum
likelihood estimate, x/n, (3.77). In other words, the classical inference tends to
dominate the Bayes’ inference as the amount of data increases.

One should also keep in mind that the prior distribution parameters can also
be estimated based on prior data (data collected on similar equipment for example)
which is straightforward using the respective sample size, n,, and the number of
failures observed, x,,.

It is easy to see that the corresponding 100(1 - «)% two-sided Bayesian
probability interval for p can be obtained as solutions of the following equations:

Pr(p <p) =1, (x+x5n+n

7 ‘X—XO)Z

R

)

(3.124)
Pr(p >pu) = I/)“(X+x()’n+n0_x_x0) =1 _%
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Example 3.27

A design engineer assesses the reliability of a new component at the end of
its useful life (T = 10,000 hours) as 0.75 £ 0.19. A sample of 100 new components
have been tested for 10,000 hours and 29 failures have been recorded. Given the
test results, find the posterior mean and the 90% Bayesian probability interval for
the component reliability, if the prior distribution of the component reliability is
assumed to be a beta distribution.

Solution:

The prior mean is obviously 0.75 and the coefficient of variation is 0.19/
0.75 = 0.25. Using (3.121), the parameters of the prior distribution are evaluated
as x, = 3.15 and n,= 4.19. Thus, according to (3.123). the posterior point estimate
of the new component reliability is R(10,000) = (3.15 + 71)/(4.19 + 100) = 0.712.
According to (3.124), the 90% lower and upper confidence limits are 0.637 and
0.782, respectively. Figure 3.13 shows the prior and the posterior distributions of

1-p.
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Figure 3.13 Prior and posterior distribution of | - p in Example 3.27.
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Lognormal Prior Distribution

The following example illustrates the case when the prior distribution and
the likelihood function do not result in a conjugate posterior distribution, and the
posterior distribution obtained cannot be expressed in terms of standard function.
This is the case when a numerical integration is required.

Example 3.28

The number of failures to start a diesel generator on demand has a binomial
distribution with parameter p. The prior data on the performance of the similar
diesel are obtained from field data, and p is assumed to follow the lognormal
distribution with known parameters p, = 0.05 and 0, = 0.04 (the respective values
of y,and 0, are - 3.22 and 0.51). A limited test of the diesel generators of interest
shows that 8 failures are observed in 582 demands. Calculate the Bayesian point
estimate of p (mean and median) and the 90th percentiles of p. Compare these
results with corresponding values for the prior distribution.

Solution:
Since we are dealing with a demand failure, a binomial distribution best
represents the observed data. The likelihood function is given by

Pr(X|p) = (ng]p*‘(l -p )y

and the prior pdf is

1
flpy s ——— exp
o,py2n

Using the initial data, the posterior pdf becomes

574

p (1 -p)yTexp

_i( In(p) + 3.22 JZ
2 0.51

J( In(p) + 3.22 )-dp
2 0.51

flplX) =

!
fp7(1 _p)574exp
0
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Table 3.4 Results of a Numerical Integration in Example 3.28
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Probability Prior Likelihood Prior* Posterior Posterior

i P, pdf function likelihood ptd cdf

0 1.23E - 08 0.00E + 00 1.54E - 28 0.00F + 00 0.00F + 00 0.00E + 00
| 1.78E - 03 3.68E 03 347E 03 1.28€ 05 1.01E 03 1.80E 06
2 3.55E- 03 1.94E - 01 398E 02 TT72E 03 6.13E 01 LOSE 03
3 5338 03 1.15E + 00 1.08E - 01 1.24E 0l 9.85E + (0 1.86E 02
4 7.11E - 03 3.05E + 00 1.62E 01 493E 0l 391E+ 01 B8IE 02
5 8.89F - 03 S.53E+ 00 1.76E - 01 9.72E 0l 7.71F + 01 225E 01
6 1.07E 02 8.18E + 00 1.558 01 1.27E + 00 1.01E+ 02 4.04E (01
7 1.24E 02 1.O7E + 01 1.19E - 01 1.27E + 00 1.OWE + 02 S5.83E 01
8 1.42F - 02 1.28E + 01 8.20F - 02 1.OSE + 00 8.35E + 01 7.32E 0]
9 1.60E 02 1.46E + 01 S5.22F - Q2 7.62E 01 6.05F + 01 839K Ot
10 1.78E - 02 1.60E + 01 311E - 02 497E - 01 394E + 01 9.09E 01
11 1.9SE 02 1.69E + 01 1.76E - 02 299E - 0] 237E+ 01 9.51E 01
12 213 - 02 1.76E + 01 9.56E - 03 1.68E£ 0l 1.33E+ 01 9.75E 01
13 231E 02 1.79E + 01 5.00E - 03 896 (2 711E+00 988F 01
14 249E 02 1.80E + 01 2.53E 03 4.57E 02 363E+ 00 9.94E 01
15 267E- 02 1.79E + 01 1.25E - 03 224E 02 1.78E + 00 997E 01
16 2.84E 02 1.77E + 01 6.01£ - 04 1.O6E (2 8.44E 01 999E 01
17 3.02E - 02 1.73E + 01 283E-04 490E 03 3.89E - 01 999E 01
18 3.20F - 02 1.69E + 01 1.31E - 04 221E 03 1.75E 01 1.00E + 00
19 338F - 02 1.64E + 01 5.93E - 05 9.70E 04 7.70E 02 1.00E + 00
20 3.55E- 02 [.58E + 01 2.65E - 05 4188 04 3328 02 1.00E + (0
21 373E- 02 [.52E + 01 1.17E - 05 1.77E - 04 141E 02 1.00E + 00
22 391E - 02 1.46E + 01 SQTE 06 7.39E - 05 S8TE 03 L.OOE + 00
23 4.09E - 02 1.40E + 01 2.17E - 06 3.04E 05 241E - 03 1.00E + 00
24 427E 02 1.34E + 01 9.22E - 07 1.23E - 05 9.77E (4 1.00E + 00
25 4.44F - 02 1.27E + 01 387E- 07 493E 06 391E 04 1.OOE + 00
91 1.62E - 01 5.19E 0l 377E - 37 1.96E 37 1.55E - 35 1.00E + 00
92 1.63£ 01 4.98FE - 01 1.17E - 37 S5.83E 38 4.63E 36 1.OOE + 00
93 1.65E - 01 4.78E 01 3.62E - 38 1.73E 38 1.37E 36 1.OOE + 00
94 1.67E - 01 4.59E - 01 1.12E 38 S.13E - 39 4.07E 37 1.OOE + 00
95 1.69E - 01 441E - 01 343E - 39 1.51E 39 1.20E 37 1.OOE + 00
96 1 71E Ol 423E-01 1.05E - 39 446E 40 3.54E 38 LOOE + (00
97 1.72E 01 4.07E 01 3.22E 40 1.31E 30 1.O4E 38 1.00E + 00
98 1.74E 0 391E 0] 9.79E - 41 383F 4] 3.04E 39 1.0OE + 00
99 1.76E 01 3.76E - 01 297F - 41 1.12E 41 8.86E 40 1.OOE + 00
100 1782 0l JBlE 01 8.99F - 42 325E 42 258E 40 1.OOE + )

Sum 7.09E + 00
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It is evident that the denominator cannot be expressed in a closed form, so a
numerical integration must be applied. Table 3.4 shows results of a numerical
integration used to find the posterior distribution. In this table the values of p, are
arbitrarily selected between 1.23 E-8 and 1.78 E-1. Then the numerator and
denominator of the Posterior Pdf is calculated. The comparison of the prior and
posterior is given below. Figure 3.14 displays the prior and the posterior

distributions of p.

Prior Posterior
Mean 0.0516 0.0130
Median 0.0399 0.0121
5th Percentile 0.0123 0.0064
95th Percentile 0.1293 0.0197

The point estimate of the actual data using the classical inference is

5o 8
582

= 0.0137
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Figure 3.14 Prior and posterior distribution of p in Example 3.28.
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g See the software supplement for the automated Bayesian estimation of both
conjugate and nonconjugate distributions.

3.7 METHODS OF GENERIC FAILURE RATE DETERMINATION

Due to the lack of observed data, component reliability determination may
requireuse of generic failure data adjusted for the various factors that influence the
failure rate for the component under analysis. Generally, these factors are:

1. Environmental Factors — These factors affect the failure rate due to
extreme mechanical, electrical, nuclear, and chemical environments. For
example, a high-vibration environment, would lead to high stresses that
promote failure of components.

2. Design Factors — These factors affect the failure rate due to the quality
of material used and workmanship, material composition, functional
requirements, geometry, and complexity.

3. Operating Factors — These factors affect the failure rate due to the
applied stresses resulting from operation, testing, repair, and
maintenance practices, etc.

To a lesser extent, the age factor is used to correct for early and wear-out
periods, and original factor is used to correct for the accuracy of the data source
(generic data). For example, obtaining data from observed failure records as
opposed to expert judgement may affect the failure rate dependability.

Accordingly, the failure rate can be represented as

A=A KKK, .., (3.125)

where A, is the actual failure rate and A, is the generic base failure rate, and K,
K, , and K, are correction factors for the environment, design, and operation,
respectively. It is possible to subdivide each of the correction factors to their
contributing subfunctions accordingly. For example, K, = fik,, k,,. . .), when k,
and k, are factors such as vibration level, moisture, and pH level. These factors
may be different for different types of components.

This concept is used in the procedure specified in government contracts for
determining the actual failure rate of electronic components. The procedure is
summarized in MIL-HDBK-217. In this procedure, a base failure rate of the
component is obtained from a table, and then they are multiplied by the applicable
adjusting factors for each type of component. For example, the actual failure rate
of a tantalum electrolytic capacitor is given by
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Ap= A, (T Mg Ty, " Tey) (3.126)

where A, is the actual component failure rate and A, is the base (or generic) failure
rate, and the 7 factors are adjusting factors for the environment, series resistance.
quality, and capacitance factors. Values of A, and the factors are given in
MIL-HDBK-217 for many types of electrical and electronic components.
Generally, 4, is obtained from an empirical model called the Arrhenius model

A, = K exp(- E/AT)

where: E = activation energy for the process, k= 1.38 x 0" *J- K ', T = absolute
temperature (°K), K = a constant.

The Arrhenius model forms the basis for a large portion of electronic
components described in MIL-HDBK-217. However, care must be applied in
using this database, especially because the data in this handbook are derived from
repairable systems (and hence, apply to such systems). Also, application of the
various adjusting factors can drastically affect the actual failure rates. Therefore,
proper care must be applied to ensure correct use of the factors and to verify the
adequacy of the factors suggested (Pecht (1995)). Also the appropriateness of the
Arhenius model has been debated many times in the literature. The statistical
procedures for fitting the Arrhenius model and other reliability models with
explanatory factors are considered in the accelerated life testing section (see
Chapter 7, Section 7.1).

For other types of components, many different generic sources of data are
available. Among them are IEEE-500 (1984), Guidelines for Process Equipment
Data (1989), Nuclear Power Plant, and Probability Risk Assessment (PRA) data
sources. For example, Table B.1 (in Appendix B) shows a set of data obtained
from NUREG/CR-4550 (1990).

EXERCISES

3.1 For a gamma distribution with the scale parameter of 400, and the shape
parameter of 3.8, determine Pr(x < 200).

3.2 Time to failure of a relay follows a Weibull distribution with & = 10 years.
B=0.5.

Find the following:
a) Pr (failure after | year)

b) Pr (failure after 10 years)
¢) The MTTF
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33

34

35

3.6

37

The hazard rate of a device is #(¢) = 1/,/1. Find the following:

a) Probability density function
b) Reliability function

¢) MTTF

d) Variance

Assume that 100 components are placed on test for 1000 hours. From
previous testing, we believe that the hazard rate is constant, and the MTTF
= 500 hours. Estimate the number of components that will fail in the time
interval of 100 to 200 hours. How many components will fail if it is known
that 15 components failed in T < 100 hours?

Assume that ¢, the random variable that denotes life in hours of a specified
component, has a cumulative density function (cdf) of

—&Q, t > 100

F(t) =
0, t < 100

Determine the following:

a) pdf fir)
b) Reliability function R(f)
c) MTTF

Show whether a uniform distribution represents an increasing failure rate,
decreasing failure rate, or constant failure rate.

Consider the Rayleigh distribution:

9

az

f(t):~2—:exp t>20, a>0
o2

a) Find the hazard rate h(¢) corresponding to this distribution.
b) Find the Reliability function R(?).

o«

¢) Find the MTTF. | Notice: fexp[—ale = % i
\| a

0

d) For which part of the bathtub curve is this distribution adequate?
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3.8

39

3.10

Chapter 3

Due to the aging process, the failure rate of a nonrepairable (ie.,

replaceable) item is increasing according to A(f) = )»[3tB '. Assume that the
value of A and P are estimated as B =1.62 and A = 1.2 x 10° hour.
Determine the probability that the item will fail sometime between 100 and
200 hours. Assume an operation beginning immediately after the onset of

aging.

Suppose r.v. X has the exponential pdf flx) = A exp[-A x], for x > 0, and
ffx)=0,forx < 0. Find Pr(x >a + b1 x> a) givena, b> 0.

The following time to failure data are found when 158 transformer units are
put under test. Use a nonparametric method to estimate f{1), A(t), and R(1) of
the transformers. No failures are observed prior to 1750 hours.

Age range (hr.) No. of failures
1750 2250 17
2250 2750 54
2750 3250 27
3250 3750 17
3750 4250 19
4250 4750 24

A test was run on 10 electric motors under high temperature. The test was
run for 60 hours, during which six motors failed. The failures occurred at the
following times: 37.5, 46.0, 48.0, 51.5, 53.0, and 54.5 hours. We don't know
whether an exponential distribution or a Weibull distribution model is better
for representing these data. Use the plotting method as the main tool to
discuss the appropriateness of these two models.

3.12 Atest of 25 integrated circuits over 500 hours yields the following data:

Time interval No. of failures in each interval
0 100 10
100 200 7
200 300 3
300 400 K)
N

400 500
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3.13

3.14

3.15

3.16

3.17

3.18

Plot the pdf, hazard rate, and reliability function for each interval of
these integrated circuits using a nonparametric method.

Total test time of a device is 50,000 hours. The test is terminated after the
first failure. If the pdf of the device time-to-failure is known to be
exponentially distributed, what is the probability that the estimated failure
rate is not greater than 4.6 x 10 (hrs™).

A manufacturer uses exponential distribution to model number “cycle- to-
failure™ of its products. In this case, r.v. T in the exponential pdf represents
the number of cycles to failure. A = 0.003 f/cycle.

a) What is the mean number of cycles to failure for this product?

b) If acomponent survives for 300 cycles, what is the probability that
it will fail sometime after 500 cycles? Accordingly, if 1000
components have survived 300 cycles, how many would one expect
to fail after 500 cycles?

The shaft diameters in a sample of 25 shafts are measured. The sample mean
of diameter is 0.102 m, with a standard deviation of 0.005 m. What is the
upper 95% confidence limit on the mean diameter of all shafts produced by
this process, assuming the distribution of shaft diameters is normal?

The sample mean life of 10 car batteries is 102.5 months, with the standard
deviation of 9.45 months. What are the 80% confidence limits for the mean
and standard deviation of a pdf that represents these batteries?

The breaking strength X of 5 specimens of a rope of 1/4 inch diameter are
660, 460, 540, 580, and 550 Ibs. Estimate the following:

a) The mean breaking strength by a 95% confidence level assuming
normally distributed strength.

b) The point estimate of strength value at which only 5% of such
specimens would be expected to break if X is assumed to be an
unbiased estimate of the true mean, and s5° is assumed to be the true
standard deviation. (Assume x is normally distributed.)

¢) The 90% confidence interval of the estimate of the standard
deviation.

One hundred and twenty four devices are placed on an overstress test with
failures occurring at the following times.
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Time . Time . )
(hours) Total no. of failures (hours) Total no. of failures
04 ! 8.0 20
1.0 3 12.0 30
20 5 25.0 50
5.0 15
a) Plot the data on Weibull probability paper.
b) Estimate the shape parameter.
¢) Estimate the scale parameter.
d) What other distributions may also represent these failure data?
3.19 Seven pumps have failure times (in months) of 15.1, 10.7, 8.8, 11.3, 12.6,

3.21

322

3.23

14.4, and 8.7. (Assume an exponential distribution.)

a) Find a point estimate of the MTTF.
b) Estimate the reliability of a pump for r = 12 months.
¢) Calculate the 95% two-sided interval of A.

The average life of a certain type of small motor is 10 years, with a standard
deviation of 2 years. The manufacturer replaces free of charge all motors that
fail while under warranty. If the manufacturer is willing to replace only 3%
of the motors that fail, what warranty period should be offered? Assume the
time to failure of the motors follows a normal distribution.

A manufacturer claims that certain machine parts will have a mean diameter
of 4 cm, with a standard deviation of 0.01 mm. The diameters of five parts
are measured and found to be (in mm): 39.98, 40.01, 39.96, 40.03, and
40.02. Would you accept this claim with a 90% confidence level?

You are to design a life test experiment to estimate the failure rate of a new
device. Your boss asks you to make sure that the 80% upper and lower limits
of the estimate interval (two-sided) do not differ by more than a factor of 2.
Due to cost constraints, the components will be tested until they fail.
Determine how many components should be put on test.

For an experiment, 25 relays are allowed to run until the first failure
occurred at f = 15 hours. At this point, the experimenters decide to continue
the test for another 5 hours. No failures occur during this extended period,
and the test is terminated. Using the 90% confidence level, determine the
following:
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3.24

3.25

3.26

3.27

3.28

3.29

a) Point estimate of MTTF.
b) Two-sided confidence interval for MTTF.
¢) Two-sided confidence interval for reliability at t = 25 hours.

A locomotive control system fails 15 times out of the 96 times it is activated
to function. Determine the following:

a) A point estimate for failure probability of the system.

b) 95% two-sided confidence intervals for the probability of failure.
(Assume that after each failure, the system is repaired and put back
in an as-good-as-new state.)

A sample of 10 measurements of a sphere diameter gives a mean of 4.38
inches, with a standard deviation of 0.06 inch. Find the 99% confidence
limits of the actual mean and standard deviation.

The following sample of measurements is taken from a study of an industrial
process, which is assumed to follow a normal distribution: 8.9, 9.8, 10.8,
10.7, 11.0, 8.0, and 10.8. For this sample, the 95% confidence error on
estimating the mean (p) is 2.2, What sample size should be taken if we want
the 99% confidence error to bel.5, assuming the same sample variance?

Suppose the generic failure rate of a component corresponding to an
exponential time to failure model] is Ag = 10" (hr') with a standard deviation
of A, /2. Assume that ten components are closely observed for 1500 hours
and one failure is observed. Using the Bayesian method, calculate the mean
and variance of A from the posterior distribution. Calculate the 90 percent
lower confidence limit.

In the reactor safety study, the failure rate of a diesel generator can be
described as having a lognormal distribution with the upper and lower 90%
bounds of 3E - 2 and 3E - 4 respectively. If a given nuclear plant
experiences 2 failures in 8760 hours of operation, determine the upper and
lower 90% bounds given this plant experience. (Consider the reactor safety
study values as prior information.)

Five measurements of the breaking strength of a computer board were
recorded as 0.28, 0.30, 0.27, 0.33, 0.31 Kgf. Find the point estimate and the
99% confidence intervals for the actual mean breaking strength assuming the
breaking strength is distributed exponentially.
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3.30 The number of days in a 50-day period during which x failures of an
assembly line is recorded as follows. Use a Chi - square goodness of fit test
to determine whether a Poisson distribution is a good fit to these data.
Perform the test at a 5% significance level.

Number of failures, x 0 1 2 3 4

Number of Days x failures observed 21 18 7 3 I

3.31 Fifty identical units of a manufactured product are tested for 300 hours, only
one failure is observed (the failed unit is replaced with a good one).

a) Find an estimate of the failure rate of this unit.
b) Find the 90% confidence interval (two - sided) for the actual
failure rate.

3.32 A mechanical life test of 18 circuit breakers of a new design was run to
estimate the percentage failed by 10,000 cycle of operation. Breakers were
inspected on a schedule, and it is known that failures occurred between
certain inspections as shown,

Cycles (x 1000) 10-15 15 175 17.5-20 20-25 25-30 30+

Number of

. 2 3 1 1 2 9 survived
failures

a) Make a Weibull plot of these data. Is this a good fit?
b) Graphically estimate percentage failing by 10,000 cycles.
¢) Graphically estimate the Weibull distribution parameters.

3.33 Fifty-eight fans in service are supposed to have an exponential life
distribution with an MTTF of 28,700 hours. Assuming that a failed fan is
replaced with a new that does not fail, predict the number of such fans that
will fail in 2000 hours.

3.34 A manufacturer tests 125 high-performance contacts and finds that 3 are
defective.
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a) Calculate the probability that a random contact is defective.
b) What is the 90% confidence interval for the estimated probability
in (a)?

3.35 If the time-to-failure pdf of a component follows a linear model as follows,

f(t) = ct c <t < 10,000
=0 otherwise
Determine:

a) Reliability function.
b) Failure rate function.

3.36 The cycle-to-failure T for a certain kind of component has the instantaneous
failure rate A(f) = 2.5 x 10 ~° £, > 0 (cycles '). Find the MCTF
(mean-cycle-to-failure), and the reliability of this component at 100 cycles.

3.37 The following data were collected by Frank Proschan in 1983. Operating
hours to first failure of an engine cooling part in 13 aircrafts are:

Aircraft 1 2 3 4 5 6 7 8 9 10 11 12 13

Hours 194 413 90 74 55 23 97 50 359 50 130 487 102

a) Would these data support an increasing failure rate, decreasing
failure rate or constant failure rate assumption?

b) Based on a graphic nonparametric analysis of these data, confirm
the results obtained in part (a).

3.38 The following times-to-failure in hours were observed in an experiment
where 14 units were tested until eight of them have failed:

80, 310, 350, 470, 650, 900, 1100, 1530

Assuming that the units have a constant failure rate, calculate a point
estimate of the failure rate. Also calculate a 95% one-sided confidence
interval of the failure rate.

3.39 A life test of 10 small motors with a newly designed insulator has been
performed. The following data are obtained:
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Motor

No. 1 2 3 4 5 6 7 8 9 10
Failure
Time 175 1200 1400 1450 1580 1870 1930 2420 2180 2430
(hr}

a) Make a Weibull plot of these data and estimate the parameters.
b) Estimate the motor reliability after 6 months of continuous
operation.

3.40 Use the data in problem 3.39 to perform a total-time-on-test plot.

341 A company redesigns one of its compressors and wants to estimate
reliability of the new product. Using past experience, the company believes
that the reliability of the new compressor will be higher than 0.5 (for a
given mission time). The company's testing of one new compressor showed
that the product successfully achieved its mission.

a) Assuming a uniform prior distribution for the above reliability
estimate, find the posterior estimate of reliability based on the test
data.

b) If the company conducted another test, which resulted in another
mission success, what would be the new estimate of the product
reliability?
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System Reliability Analysis

Assessment of the reliability of a system from its basic elements is one of the most
important aspects of reliability analysis. A system is a collection of items
(subsystems, components, software, human operators, etc.) whose proper,
coordinated operation leads to the proper functioning of the system. In reliability
analysis, it is therefore important to model the relationship between various items
as well as the reliability of the individual items to determine the reliability of the
system as a whole. In Chapter 3, we elaborated on the reliability analysis at a basic
item level (one for which enough information is available to predict its reliability).
In this chapter, we discuss methods to model the relationship between system
components, which allow us to determine overall system reliability.

The physical configuration of an item that belongs to a system is often
used to model system reliability. In some cases, the manner in which an item
fails is important for system failure and should be considered in the
system reliability analysis. For example, in a system composed of two paralle}
electronic units, if a unit fails short, the system will fail, but for most other types
of failures of the unit, the system will still be functional since the other unit works
properly.

There are several system modeling schemes for reliability analysis. In this
chapter we describe the following modeling schemes: reliability block diagram,
which includes parallel, series, standby, shared load, and complex systems; fault
tree and success tree methods, which include the method of construction and
evaluation of the tree; event tree method, which includes modeling of multi-
system designs and complex systems whose individual units should work in a
chronological or approximately chronological manner to achieve a mission; failure
mode and effect analysis; and master logic diagram analysis. We assume here that
items composing a system are statistically independent (according to the definition
provided in Chapter 2). In Chapter 7, we will elaborate on system reliability
considerations when components are statistically dependent.

197
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4.1 RELIABILITY BLOCK DIAGRAM METHOD

Reliability block diagrams are frequently used to model the effect of item failures
on system performance. It often corresponds to the physical arrangement of items
in the system. However, in certain cases, it may be different. For instance, when
two resistors are in parallel, the system fails if one fails short. Therefore, the
reliability block diagram of this system for the “fail short” mode of failure would
be composed of two series blocks. However, for other modes of failure of one
unit, such as “open” failure mode, the reliability block diagram is composed of
two parallel blocks. In the remainder of this section, we discuss the reliability of
the system for several types of the system functional configurations. A block
represents one or a collection of some basic parts of the system for which
reliability data are available.

4.1.1 Series System

A reliability block diagram is in a series configuration when failure of any one
block (according to the failure mode of each item based on which the reliability
block diagram is developed) results in the failure of the system. Accordingly, for
functional success of a series system, all of its blocks (items) must successfully
function during the intended mission time of the system. Figure 4.1 shows the
reliability block diagram of a series system consisting of N blocks.

—o - TG r—-=

i ! : : l“t__»

Figure 4.1  Series system reliability block diagram.

The reliability of the system in Figure 4.1 is the probability that all N blocks
succeed during its intended mission time ¢. Thus, probabilistically, the system
reliability R () for independent blocks is obtained from

R(1) = R(1) Ry(1)- - Ry(t) = [] R(1) (4.1)
[

where R, (1) represents the reliability of the ith block. The hazard rate
(instantaneous failure rate) for a series system is also a convenient expression.
Since H(1) = - d {In R(#)}/dt, according to (4.1), the hazard rate of the system, A (1)
is
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N
-din [JR(1) -dInR(1) ¥ 4.2)

A S & - - = A
) dt .Zz:l dt :Z} ()

Let's assume a constant hazard rate model for each block (e.g., assume an
exponential time to failure for each block). Thus, A, () = A. According to (4.2),
the system failure rate is

N
)‘x = Z A'i (43)
i=1

Expression (4.3) can also be easily obtained from (4.1) by using the constant
failure rate reliability model for each block, R, (1) = exp (-4, ).

N N
R (1) = H exp(-A;t) = exp( —tz AI.J = exp(-A 1) 4.4)
i=1 i=1

Using (4.2) and (4.3), the MTTF of the system can be obtained as follows:

MTTF, =
T (4.5)

1
A’.\

Example 4.1

A system consists of three units whose reliability block diagram is in a
series. The failure rate for each unit is constant as follows: &, =4.0 x 10 hr', A,
=3.2x 10®hr', and A, = 9.8 x 10° hr''. Determine the following parameters of
the system:

a. A,
. R (1000 hours).
c. MTTF.
Solution:
a. Accordingto (4.3), A, =4.0x 10°+3.2x 10°+9.8x 10°=1.7x 10"
hr'.

b. R =exp(-A, 1 =exp(- 1.7 x 10" x 1000) = 0.983, or unreliability of
R(1000) = 0.017.
c. According to (4.5), MTTF, = 1/A, = 1/(1.7 x 10”°) = 58,823.5 hr.
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4.1.2 Parallel Systems

In a parallel configuration, the failure of all blocks results in a system failure.
Accordingly, success of only one block would be sufficient to guarantee the
success of the system. Figure 4.2 shows a parallel system consisting of N blocks.

Figure 4.2 Parallel system block diagram.

For a set of N independent blocks,

N
F(t)y = F(ty-F()- - Fun) = [1 F.(» (4.6)
t=1
Since R(t) =1 - F(1), then
N

R(y=1-F(n=1-][[1-R)] 4.7
i=1
The system hazard rate can also be derived by using h(t) = - d In R(t)/dt.
For consideration of various characteristics of system reliability, let's analyze
a special case where the failure rate is constant for each block (exponential time
to failure model), and the system is composed of only two blocks. Since R, (1) =
exp(- A, 1), then according to (4.7),

R

s

I

1-[1 -exp(-A,0][1 - exp(-A,0)]
4.8)

i

exp(-A,t) + exp(-A,t) - exp[-(A, + A,)1]

d|{R(t
NG d‘t( )} , then using (4.8),

i h = 2 " and =
Since h (1) X0 and f (1)

¥
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FLO = A exp(-A;t) + A, exp(-A,t) - (A, + Ayexp[-(A, + &) t]

Thus,

Aexp(~A;1) + A exp(-A,t) -(A, + A yexp{-(A, + A1)

h (1) =
‘ exp(-A,1) + exp(-A,1) -exp(-(&, + 4,)¢]

(4.9)

The MTTF of the system can also be obtained as

MTTF = [ R (t)dt

0
[[exp(-2,0) +exp(-A,1) - exp[-(A, + Ay)t]dr  (4.10)
0

1
+ A

+ +

1.1
A'I A'2 A'I 2

Accordingly, one can use the binomial expansion to derive the MTTF for the
system of N parallel blocks (units):

o 1
MTTF, = | — « L+ L
s (x 1, +ANJ

— 1 + 1 + e 4 1
Avdy A A Ay oyt Ay
4.11)

1 |
] — e
(A‘l’LA’z*As Ay gt Ay v Ay

)
b tAy+ A

In the special case where all units are identical with a constant failure rate A (e.g.,
in an active redundant system), (4.7) simplifies to the following form:

R(r) =1-]1 -exp(-A0)1" (4.12)

and from (4.11),

MTTF, = MTTF| 1 + % b (4.13)

1
N
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It can be seen from (4.13) that in the design of active redundant systems, the
MTTF of the system exceeds the MTTF of an individual unit. However, the
contribution to the MTTF of the system from the second unit, the third unit, and
so on would have a diminishing return as N increases. That is, there would be an
optimum number of parallel blocks (units) by which a designer can maximize the
reliability and at the same time minimize the cost of the component in its life
cycle.

Let's consider a more general structure of series and parallel systems: the
so-called K-out-of-N system. In this type of system, if any combination of K units
out of N independent units work, it guarantees the success of the system. For
simplicity, assume that all units are identical (which, by the way, is often the case).
The binomial distribution can easily represent the probability that the system
functions:

( ) [ROH][1 -RD)Y "

Y2

) [R(O)[1 -R@)]Y
(4.14)

i

N
R = 3
z

Example 4.2

A system is composed of the same units as in Example 4.1. However, these
units are in parallel. Find the time-to-failure cdf (unreliability) and MTTFs of the
system.

Solution:

According to (4.7),

Rey=1-(1-e")(1-e®){1-e

R (1000) = (l —e 4.0xlo“x|o()())(l _e-azxm'*xuxm)(l s e 9B XI0 Pk 10
= 1.25x 1077
1 1 1 1 1 1
MTTF, —_—t — + — | - + +
[l] A, z] (l]+kz A+ A Ay = A,
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Example 4.3
How many components should be used in an active redundancy design to

achieve a reliability of 0.999 such that, for successful system operation, a
minimurn of two components is required? Assume a mission of ¢ = 720 hours for
a set of components that are identical and have a failure rate of 0.00015 hr'".

Solution:
For each component R(?) = exp(-Af) = exp(-0.00015 x 720) = 0.8976.

According to (4.14),
|
0999 = 1- Y ( N

] (0.8976)" [0.1024]" **
r=0

=1 -[0.1024)" - N[0.8976][0.1024]" !

From the above equation, N = 5, which means that at least five components should
be used to achieve the desired reliability over the specified mission time.

4,1.3 Standby Redundant Systems

A system is called a standby redundant system when some of its units remain idle
until they are called for service by a sensing and switching device (SS). For
simplicity, let's consider a situation where only one unit operates actively and the
others are in standby, as shown in Figure 4.3.

ﬁ‘—"

2

L

L

S

a

Figure 4.3 Standby redundant system.
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In this configuration, unit 1 operates constantly until it fails. The sensing and
switching device recognizes a unit failure in the system and switches to another
unit. This process continues until all standby units have failed, in which case the
system is considered failed. Since units 2 to N do not operate constantly (as is the
case in active parallel systems), we would expect them to fail at a much slower
rate. This is because the failure rate for components is usually lower when the
components are operating than when they are idle or dormant.

It is clear that system reliability is totally dependent on the reliability of the
sensing and switching device. The reliability of a redundant standby system is
the reliability of unit 1 over the mission time ¢ (i.e., the probability that it succeeds
the whole mission time) plus the probability that unit 1 fails at time t, prior to t and
the probability that the sensing and switching unit does not fail by t, and the prob-
ability that standby unit 2 does not fail by t, (in the standby mode) and the proba-
bility that standby unit 2 successfully functions for the remainder of the mission
in an active operation mode, and so on.

Mathematically, the reliability function for a two block (unit) standby device
according to this definition can be obtained as:

R(r) = R (1) + ffl(t])dtl "R (1)) R, (1)) R,(t - 1) (4.15)
0

where f,(t) is the pdf for the time to failure of unit 1, R (z,) is the reliability of the
sensing and switching device, R’, (t) is the reliability of unit 2 in the standby mode
of operation, and R,(s-t,) is the reliability of unit 2 after it started to operate at time
t,. Let's consider a case where time to failure of all units follows an Exponential
distribution.

R(t) = exp(-A 1) +

f [).] exp(-A 1, )] [exp -(A, 1 )]

0

[exp( —A'ztl)] {exp[—lz(t -1, )}}drl (4.16)
A ~A
= exp(-A1) + z ::xpfl»zt_)k

1 ¥

{1- exp[—(l, v At A - Az)r]}
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For the special case of perfect sensing and switching and no standby failures, A
=A',=0,

A exp(-A,t)
R(1) = exp(-A;1) + TT {1 - exp[—(}»l - lz)t]}
N 4.17
= exp(-At) - ) J o [cxp(-/\zt) - exp(—llt”
If the two units are identical, i.e., A,= A,= A, then
R (1) = exp(-At) + Arexp(-Ar) = (1 + At) exp(-At) (4.18)

In the case of perfect switching, a standby system possesses the same
characteristic as the so called “shock model.” That is one can assume that the Nth
shock (i.e., the Mth unit failure) causes the system to fail. Thus, a gamma
distribution can represent the time to failure of the system such that

AWoov
Ry =1- x xp( - Ax)dx
(1) TV exp( )

0 (4.19)

2 N

exp(-An|1 s Ar s 2T D7

2! (N - 1)!

Accordingly, the MTTF of the above system is given by
N

MITE = % (4.20)

which is N times the MTTF of a single unit. Expression (4.20) explains why high
reliability can be achieved through a standby system when the switching is perfect
and no failure occurs during standby.

When more than two units are in standby, the equation becomes somewhat
difficult, but the concept is almost the same. For example, for three units with
perfect switching,

R(1) = R(1) + ffl(tl)dt]'Rz(t—tl)
= 0

i
1

4.21)

’ ff](’])d', f L) Ry(r - 1, - 1y)d1,
0 0
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If the sensing and switching devices are not perfect, appropriate terms should be
added to (4.21) to account for their unreliability-—similar to (4.15).

Example 4.4

Consider two identical independent units with A = 0.01 hr'. Mission time
t = 24 hours. Compare the reliability of a system made of these units if they are
placed in:

a. Parallel configuration.
b. Series configuration.
c. Standby configuration with perfect switching.
d. Standby configuration with imperfect switching and standby failure
rates of A, = 1 x 10®and A’ = 1 x 10” hr'' respectively.
Solution:

Let's assume an exponential time to failure model for each unit:
R(1) =exp (-A1) =exp (-0.01 x 24) = 0.7866

Then:
a. For the parallel system, using (4.12),

R(24)=1 - (1- 0.7866) = 0.9544
b. For the series system, using (4.1),
R (24)=0.7866 x 0.7866 = 0.6187
c. For the standby system with perfect switches, using (4.18)

R(24) = (1 + 0.24) exp(-0.01 x 24) = 0.9755

d. For the standby system with imperfect switching and standby failure
rate using (4.16),
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(0.01) (0.7866)

R (24) = 0.7866 +
' 1.1 x 10°°

[1 - exp(-1.1x 107 x 24)] = 0.9754

4.1.4 Load-Sharing Systems

A load-sharing system refers to a parallel system whose units equally share the
system function. For example, if a set of two identical parallel pumps delivers x
gpm of water to a reservoir, each pump delivers x/2 gpm. If a minimum of x gpm
is required at all times, and one of the pumps fails at a given time ¢, then the other
pump's speed should be increased to provide x gpm alone. Other examples of load
sharing are multiple load-bearing units (such as those in a bridge), and
load-sharing multi-unit electric power plants. In these cases, when one of the units
fails, the others should carry its load. Since these other units would then be
working under more stressful conditions, they would experience a higher rate of
failure.

Load-sharing system reliability models can be divided in two groups—time-
independent models and time-dependent ones. Note that most of the reliability
models, discussed in this book are time-dependent. The time-independent
reliability models are considered in the framework of, the so-called, Stress-
Strength Analysis which is briefly discussed in Chapter 1. Historically first time-
independent load-sharing system model was developed by Daniels (1945), and it
is known as the Daniels model. This model was originally applied to textile
strength problems and now it is also applied to composite materials.

To illustrate the basic ideas associated with these kinds of models, consider
a simple parallel system composed of two identical components (Crowder, et al.
(1991)). Let F(s) be the time-independent failure probability for the component
subjected to load (stress) s. Denote by F,(s) the failure probability for a parallel
system of two identical blocks (units). The reliability function of the system, R,(s)
is 1- Fy(s). Initially, both components are subjected to an equal load s. When one
unit fails, the nonfailed unit takes on the full load 2s.

The probability of the system failure, F,(s), can be modeled as follows. Let
A be the event when the first unit fails under load s and the second unit fails under
load 2s; let B be the event in which the second unit fails under load s and the first
unit fails under load 2s. Finally, let A n B be the event that both units fail under
load s
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Pr(AuB) = Pr(A) + Pr(B) - Pr(AnB)

It is evident that
Pr(A) = Pr(B) = F(s) F(2s), Pr(A~B) = FXs)
hence

F(s) = 2F(s) F(25) - F*(s)

and
R(s) =1 - 2F(s) F(2s) + Fs)

A similar equation for reliability of three component load-sharing system contains
seven terms, and the problem gets more difficult as the number of components
increases. For such situations different recursive procedures were developed
(Crowder, et al. (1991)).

Now, consider a simple example of time-dependent load-sharing system
model. Let's assume again that two components share a load (i.e., each component
carries half the load), and the time-to-failure distribution for both components is
£.(s.1). When one component fails (i.e., one component carries the full load), the
time-to-failure distribution is f{2s,r). Let's also assume that the corresponding
reliability functions during full-load and half-load operation are R(2s,1) and R,(s.1)
respectively. The system will succeed if both components carry half the load, or
if component 1 fails at time t, and component 2 carries a full load thereafter, or if
component 2 fails at time t, and component 1 carries the full load thereafter.
Accordingly, the system reliability function R (7) can be obtained from (Kapur and
Lamberson (1977))

!
R(1) = [R(s,)]F + 2 ffh(s,tl) R, (s.1)) R (2s,1 - 1) de, (4.22)
0

In (4.22), the first term shows the contribution from both components working
successfully, with each carrying a half load; the second term represents the two
equal probabilities that component 1 fails first and component 2 takes the full load
at time t,, or vice versa.

If there are switching or control mechanisms involved to shift the total load
to the nonfailed component when one component fails, then similar to (4.15), the
reliability of the switching mechanism can be incorporated into (4.22).

In the special situation where exponential time-to-failure models with failure
rates A, and A, can be used for the two components under full and half loads.

respectively, then (4.22) can be simplified to
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2A, exp(- A1)
R (1) = exp(-2A,1) + BRSO S {exp[— 22, - A t” (4.23)
| " @y - A) (20 )

The reader is referred to (Crowder, et al. (1991)) for a review of more
sophisticated time-dependent load-sharing models.

4.1.5 Complex Systems

Most practical systems are neither parallel, nor series, but exhibit some hybrid
combination of the two. These systems are often referred to as parallel-series
system. Figure 4.4 shows an example of such a system.
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Figure 4.4 Complex parallel-series system.

Another type of complex system is one that is neither series nor parallel
alone, nor parallel-series. Figure 4.5 shows an example of such a system.

A parallel-series system can be analyzed by dividing it into its basic parallel
and series modules and then determining the reliability function for each module
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separately. The process can be continued until a reliability function for the whole
system is determined. For the analysis of all types of complex systems, Shooman
(1990) describes several analytical methods for complex systems. These are the
inspection method, event space method, path-tracing method, and decomposition.
These methods are good only when there are not a lot of units in the system. For
analysis of a large number of units, fault trees would be more appropriate. In the
following, we discuss the decomposition and path-tracing methods.

—> 4 A).’

r*l—[) 6 f*T‘)
— BoE-baE-

Y

Figure 4.5 Complex nonparallel-series system.

The decomposition method relies on the conditional probability concept to
decompose the system. The reliability of a system is equal to the reliability of the
system given that a chosen unit (e.g., unit 3 in Figure 4.5) is good (i.e., working)
times the reliability of unit 3, plus the reliability of the system given unit 3 is bad
(i.e., failed) times the unreliability of unit 3.

R (t) = R (t|unit 3 good) - R,(¢) + R (t|unit 3 bad) [1 - R;(1)] (4.24)

If (4.24) 1s applied to all units that make the system a nonparallel series (such as
units 3 and 6 in Figure 4.5), the system would reduce to a simple parallel-series
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system. Thus, for Figure 4.5 and for the conditional reliability terms in (4.24), it
follows that

R (] unit 3 good) = R (¢ unit 6 good M unit 3 good) R(?)
(4.25)
+ R (] unit 6 bad N unit 3 bad)[1 - R,(1)]

or

R (] unit 3 bad) = R (t|unit 6 good N unit 3 bad) R (1)
(4.26)
+ R (t]unit 6 bad N unit 3 bad) {1 - R ()]

Each of the conditional reliability terms in (4.25) and (4.26) represents a
purely parallel-series system, the reliability determination of which is simple. For
example, R, (¢ unit 6 good N unit 3 bad) corresponds to a reliability block diagram
shown in Figure 4.6.

| ’_7’— -
e

|
BN S | |
,[— 1 - | !‘ﬁf.‘Tﬁ,
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A

Figure 4.6 Representation of R (¢ | unit 6 good ~ unit 3 bad)

The combination of (4.24) through (4.26) results in an expression for R(s).

A more computationally intensive method for determining the reliability of
a complex system involves the use of path set and cut set methods (path-tracing
methods). A path set (or tie set) is a set of units that form a connection between
input and output when traversed in the direction of the reliability block diagram
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arrows. Thus, a path set merely represents a “path” through the graph. A minimal
path set (or minimal tie set) is a path set containing the minimum number of units
needed to guarantee a connection between the input and output points. For
example, in Figure 4.5, path set P, = (1, 3) is a minimal path set, but P, = (1, 3, 6)
is not since units 1 and 3 are sufficient to guarantee a path.

A cut set is a set of units that interrupt all possible connections between the
input and output points. A minimal cut set is the smallest set of units needed to
guarantee an interruption of flow, In practice, minimal cut sets show a
combination of unit failures that cause a system to fail. For example, in Figure 4.5.
the minimal path sets are: P, =(2), P,=(1,3),P,=(1,4,7),P,=(1,5,8), P. =
(1,4,6,8), P,=(1,5, 6, 7). The minimal cut sets are: C,=(1, 2), , =14, 5, 3, 2).
C,=(7.8,3,2),C,=(4.6,8,3,2), C;=(5,6,7, 3, 2). If a system has m minimal
path sets denoted by P, P,, . . ., P,, then the system reliability is given by

R(t) - Pr(Pl up,U---uUe, ) 4.27)

where each path set P, represents the event that units in the path set survive during
the mission time 7. This guarantees the success of the system. Since many path sets
may exist, the union of all these sets gives all possible events for successful
operation of the system. The probability of this union clearly represents the
reliability of the system. It should be noted here that in practice, the path sets P;s
are not disjointed. This poses a problem for determining the left-hand side of
(4.27). In Section 4.2, we will explain formal methods to deal with this problem.
However, an upper bound on the system reliability may be obtained by assuming
that the P s are highly disjointed. Thus,

R(1) s Pr(P)) +Pr(P,) ++- + Pr(P,) (4.28)

Expression (4.28) yields better answers when we deal with small reliability values.
Since this is not usually the case, (4.28) is not a good bound for use in practical

applications.
Similarly, system reliability can be determined through minimal cut sets. If
the system has n minimal cut sets denoted by C,, C,, . . ., C,, then the system

reliability is obtained from
R(n)=1 —Pr(C,UCzu-'-UC") (4.29)

where C, represents the event that units in the cut set fail sometime before the
mission time ¢. This guarantees system failure. The Pr (-) term on the right hand
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side of (4.29) shows the probability that at least one of all possible minimal cut
sets exists before time 1. Thus it represents the probability that the system fails
sometimes before t. By subtracting this probability from 1, the reliability of the
system is obtained. Similar to the union of path sets, the union of cut sets are not
usually disjoint. Again, (4.29) can be written in the form of its lower bound. which
is a much simpler expression given by

R(1) > 1 -[Pr(C,) +Pr(C,) + -+ Pr(C,)] (4.30)

Notice that each element of a path set represents the success of a unit operation,
whereas each element of a cut set represents the failure of a unit. Thus, for
probabilistic evaluations, the reliability function of each unit should be used in
connection with path set evaluations, i.e., (4.28), while the unreliability function
should be used in connection with cut set evaluations, i.e., in (4.30).

The bounding technique used in (4.30), in practice, yields a much better
representation of the reliability of the system than (4.28) because most engineering
units have reliability greater than 0.9 over their mission time, making the use of
(4.30) appropriate.

Example 4.5

Consider the reliability block diagram in Figure 4.5. Determine the lower
bound of the system reliability function if the hazard rates of each unit are constant
andare A, A,, ..., A,

Solution:
Using the system cut sets discussed earlier and (4.30),

R(1) > 1 -[Pr(c,) +Pr(C,) + -+ Pr(CS)]
assuming C, and C, are independent, and
Pr(C,) = [l - exp(—l‘t)] [1 - exp(-A,1)

and so on. Therefore,
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For some typical values of A, the lower bound for R (r) can be compared to the
exact value of R (). Here, “"exact” means the cut sets are not assumed disjoint. For
example, Figure 4.7 shows the exact and the lower probability bound of system
reliability for A, = 1 x 10°hr', A, =1 x 10°hr', A, =2 x 10 hr',and A, = A, =
A=A, =A,=1x10"hr'.

R (v

...IIIIIIIIW‘

00l
10° 104 10°

Mission time t (hours)

Figure 4.7 System reliability function in Example 4.5.
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It is evident from Figure 4.7 that as time increases, the reliability of the system
decreases (unit failure probability increases), causing (4.30) to yield a poor
approximation. At this point, it is more appropriate to use (4.28). Again, notice
that (4.28) and (4.30) assume the path sets and cut sets are disjoint.

In cases of very complex systems that have multiple failure modes for each unit
and involved physical and operational interactions, the use of reliability block
diagrams becomes difficult. The use of logic-based models such as fault tree and
success tree analyses are more appropriate in this context. We will elaborate on
this topic in the next section.

4.2 FAULT TREE AND SUCCESS TREE METHODS

The operation of a system can be considered from two opposite viewpoints: the
various ways that a system fails, or the various ways that a system succeeds. Most
of the construction and analysis methods used are, in principle, the same for both
fault trees and success trees. First we will discuss the fault tree method, and then
describe the success tree method.

4.2.1 Fault Tree Method

The fault tree approach is a deductive process by means of which an undesirable
event, called the top event, is postulated, and the possible ways for this event to
occur are systematically deduced. For example, a typical top event looks like
“failure of control circuit A to send a signal when it should.” The deduction
process is performed so that the fault tree embodies all component failures that
contribute to the occurrence of the top event. It is also possible to include
individual failure modes of each component as well as human and software errors
(and the relation between the two) during the system operation. The fault tree itself
is a graphical representation of the various combinations of failures that lead to the
occurrence of the top event.

A fault tree does not necessarily contain all possible failure modes of the
components (or units) of the system. Only those failure modes which contribute
to the existence occurrence of the top event are modeled. For example, consider
a failed safe control circuit. If loss of the dc power to the circuit causes the circuit
to open a contact, which in turn sends a signal to another system for operation, a
top event of “control circuit fails to generate a safety signal” would not include the
“failure of dc power source” as one of its events, even though the dc power source
(e.g., batteries) is part of the control circuit. This is because the top event would
not occur due to the loss of the dc power source.
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The postulated fault events that appear on the fault tree structure may not be
exhaustive. Only those events considered important can be included. However, it
should be noted that the decision for inclusion of failure events is not arbitrary; it
is influenced by the fault tree construction procedure, system design and operation,
operating history, available failure data, and the experience of the analyst. At each
intermediate point, the postulated events represent the immediate, necessary, and
sufficient causes for the occurrence of the intermediate (or top) events.

The fault tree itself is a logical model, and, thus, represents the qualitative
characterization of the system logic. There are, however, many quantitative
algorithms to evaluate fault trees. For example, the concept of cut sets discussed
earlier can also be applied to fault trees by using the Boolean algebra method. By
using Pr(C, v C, - - - © C,), the probability of occurrence of the top event can be
determined using (4.29).

To understand the symbology of logic trees, including fault trees, consider
Figure 4.8. In essence, there are three types of symbols: events, gates, and
transfers. Basic events, undeveloped events, condition events, and external events
are sometimes referred to as primary events. When postulating events in the fault
tree, it is important to include not only the undesired component states (e.g..
applicable failure modes), but also the time when they occur.

To better understand the fault tree concept, let us consider the complex block
diagram shown in Figure 4.4. Let us also assume that the block diagram models
a circuit in which the arrows show the direction of current flow. A top event of “no
current at point F is selected, and all events that cause this top event are
deductively postulated. Figure 4.9 shows the results.

As another example, consider the pumping system shown in Figure 4.10.
Sufficient water is delivered from the water source 7, when only one of the two
pumps, P-1 or P-2, works. All the valves V-1 through V-5 are normally open. The
sensing and control system § senses the demand for the pumping system and
automatically starts both P-1 and P-2, (if one of the two pumps fails to start or
fails during operation, the mission is still considered successful if the other pump
functions properly). The two pumps and the sensing and control system use the
same ac power source AC. Assume the water content in 7, is sufficient and
available, there are no human errors, and no failure in the pipe connections is
considered important.

It is clear that the system's mission is to deliver sufficient water when
needed. Therefore, the top event of the fault tree for this system should be
“no water is delivered when needed.” Figure 4.11 shows the fault tree for this
example. In Figure 4.11, the failures of AC and § are shown with undeveloped
events. This is because one can further expand the fault tree if one knows what
makes up the failures of AC and S, in which case these events will be intermediate
events.
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PRIMARY EVENT SYMBOLS

O BASIC EVENT - A basic event requiring no further development

O CONDITIONING EVENT - Specific conditions or restrictions that apply to
any logic gate (used primary with PRIORITY AND and INHIBIT gate)

<> UNDEVELOPED EVENT - An event which is not further developed either
because it is of insufficient consequence or because information is
unavailable

D EXTERNAL EVENT - An event which is normally expected to occur

INTERMEDIATE EVENT SYMBOLS

INTERMEDIATE EVENT - An event that occurs because of one or
more antecedent causes acting through logic gates

i

GATE SYMBOLS

AND - Output occurs if all of the input events occur.

OR - Output occurs if at least one of the input events occurs

EXCLUSIVE OR - Output occurs if exactly one of the input feventsoccurs
PRIORITY AND - Output occurs if all of the input events occur in a specific
sequence (the sequence is represented by a CONDITIONING EVENT drawn
10 the right of the gate)

PRIORITY AND - Output occurs if all of the input events occur in a specific
sequence (the sequence is represented by a CONDITIONING EVENT drawn
to the right of the gate)

Not - OR - Output occurs if at least one of the input events does not occur

A BDDDD

Not - AND - Output occurs if all of the input events do not occur

[

TRANSFER SYMBOLS

TRANSFER IN - Indicates that the tree is developed further at the occurrence
of the corresponding TRANSFER OUT (e.g., on another page)

TRANSFER OUT - Indicates that this portion of the tree must be attached at
the corresponding TRANSFER IN

> >

Figure 4.8 Primary event, gate, and transfer symbols used in logic trees.
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Figure 4.9 Fault tree for the complex parallel-series system in Figure 4.4,

However, since enough information (e.g., failure characteristics and probabilities)
about these events is known, we have stopped their further development at this
stage. Although the development of the fault tree in Figure 4.11 is based on a
strict deductive procedure (i.e., systematic decomposition of failures starting
from “sink” and deductively proceeding toward ‘“‘source”), one can rearrange
it to the more concise and compact equivalent form shown in Figure 4.12. While
the development of the fault tree in Figure 4.11 requires only a minimum
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understanding of the overall functionality and logic of the system, direct
development of more compact versions requires a much better understanding of
the overall system logic. If more complex logical relationships are required, other
logical representations can be described by combining the two basic AND and OR
gates. For example, the K-out-of-N and exclusive OR logics can be described, as
shown in Figure 4.13.

Sensing and } ‘
AC Power
Control | | Source
5

System J

Figure 4.10 An example of a pumping system.

For a more detailed discussion of the construction and evaluation of fault
trees, refer to Vesely et al. (1981).

42,2 Evaluation of Logic Trees

The evaluation of logic trees (e.g., fault trees, success trees, and master logic
diagrams) involves two distinct aspects: logical or qualitative evaluation and
probabilistic or quantitative evaluation. Qualitative evaluation involves the
determination of the logic tree cut sets, path sets or logical evaluations to rearrange
the tree logic for computational efficiency (similar to the rearrangement presented
in Figure 4.12 for a fault tree). Determining the logic tree cut sets or path sets
involves some straightforward Boolean manipulation of events that we describe
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here. However, there are many types of logical rearrangements and evaluations,
such as fault tree modularization, that are beyond the scope of this book. The
reader is referred to Vesely et al. (1981) for a more detail discussion of this topic.
In addition to the traditional Boolean analysis of logic trees, a combinatorial
approach will also be discussed. This technique generates mutually exclusive cut
or path sets.

Boolean Algebra Analysis of Logic Trees

The quantitative evaluation of logic trees involves the determination of the
probability of the occurrence of the top event. Accordingly, unreliability or
reliability associated with the top event can also be determined. The qualitative
evaluation of logic trees through the generation of cut or path sets is
conceptually very simple. The tree OR-gate logic represents the union of the
input events. That is, all the input events must occur to cause the output event
to occur. For example, an OR gate with two input, events A and B and the
output event Q can be represented by its equivalent Boolean expression, Q = A
v B. Either A or B or both must occur for the output event Q to occur. Instead
of the union symbol u, the equivalent “+” symbol is often used in engineering
applications. Thus, Q = A + B. Generally, for an OR gate with n inputs, @ = A,
+ A, + ...+ A, The AND gate can be represented by the intersect logic.
Therefore, the Boolean equivalent of an AND gate with two inputs A and B
wouldbe Q=ANnB(or Q0 = A -B).

Determination of cut sets using the above expressions is possible through
several algorithms. These algorithms include the top-down or bottom-up
successive substitution method, the modularization approach, and Mente Carlo
simulation. The Fault Tree Handbook, Vesely et al. (1981), describes the
underlying principles of these qualitative evaluation algorithms. The most widely
used and straightforward algorithm is the successive substitution method. In this
approach, the equivalent Boolean representation of each gate in the logic tree is
determined such that only primary events remain. Various Boolean algebra rules
are applied to reduce the Boolean expression to its most compact form, which
represents the minimal path or cut sets of the logic tree. The substitution process
can proceed from the top of the tree to the bottom or vice versa. Depending on
the logic tree and its complexity, either the former or the latter approach, or a
combination of the two, can be used.

As an example, let's consider the fault tree shown in Figure 4.11. Clearly.
each node represents a failure. The step-by-step, top-down Boolean substitution
of the top event is presented below.

Stepl: T=E, -E,
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Step2: E, =E, +V,+V,+ E,
E.=E +V,+ V,+ E,T=E +V,-V,+ V.- V. + V.-V, +
Vo V,+ E,-V,+E,-V,+E,- E;+V, - E .+ V.- E (T has been
reduced by using the Boolean identities E, - E, = E,, E, + E.- X
=E,and E,+ E,=E,)

Step3: E.=T,+V,
E,=E +P,+ AC,
E.=E + P, + AC,
T=T,+V,+AC+ V, - V,+V - V., + V.-V, + V.-V + V.
P,+P,-V,+E +P,- P +V, P + V. P, (Again, identities
such as AC + AC = ACand E_ + V, - E, = E,_have been used to

reduce T.)

Step4: E.=AC+ S,
T=S+AC+T, +V+V V,+V - V.+ V.V + V. V.4
V., P+ P, -V, 4+ P, P+ V.- P+ V.- P,

The Boolean expression obtained in Step 4 represents four minimal cut sets
with one element (cut set of size 1), and nine minimal cut sets with two elements
(cut set of size 2). The size 1 cut sets are occurrence of failure events S, AC, T,
V,. The size 2 cut sets are events V,and V,; V,and V,; V;and V,; Vo and V,; V,
and P,; P,and V,, P, and P;; V,and P; and V and P,. A simple examination of
each cut set shows that its occurrence guarantees the occurrence of the top event
(failure of the system). For example, the cut set V, and P,, which represents
simultaneous failure of valve V, and pump P,, causes the two flow branches of
the system to be lost, which in turn disables the system. The same substitution
approach can be used to determine the path sets. In this case the events are
success events representing adequate realization of describe functions.

It is clear from this fault tree example that the evaluation of a large logic
tree by hand can be a formidable job. A number of computer based programs are
available for the analysis of logic trees. Specter and Modarres (1996) elaborate
on the important characteristics of these software programs. Appendix C
describes some of the premier software tools in the market. Quantitative
evaluation of the cut sets or path sets has already been discussed under the
context of the reliability block diagram. For example, expression (4.29) forms the
basis for quantitative evaluation of the cut sets.
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’ 1
V-1 is delivered $ Q breaches fails

P-2 P-1 Q
i
(X V-2 V4 P2
fenction close close function
P-1 V2 P2 V3 Vs

V-4

Figure 4,12 More compact form of the fault tree in Figure 4.11.

That is, the probability that the top event, 7, occurs in a mission time ¢ is
Pr(T) = Pr(C,UCU---UC,) 4.31)

Probability of the top event in a system reliability framework can be thought of as
the unreliability of the system. To understand the complexities discussed earlier
for the determination of Pr(7), let's consider the case where the following two cut
sets are obtained:
c
C

A'B
A-C

o

Then,
Pr(T) =Pr({A-B+A"C) 4.32)
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Exclusive OR logic 2-out-of-3 logic
events A and B from events A, B and C
A
J ~
7 \ .-\‘. ~ ~

| . |
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g 7N Y é ~ / \' — am
\4) B)4) (B) (4) 1’ ) \C )
\A \* \ BJ N / \ B B / \C/x \A /; \_CJ."
Exclusive OR logic: means that K-out-of-N logic means that any
exactly one of the input events combination of K out of N input
can cause the output event to events cause the output to occur

occur

Figure 4.13 Exclusive OR and K-out-of-N logics.

According to (4.7),

Pr(T)=Pr(A-B)+Pr(A-C)-Pr(A-B-A-C)
=PrA-B)+PrA-O)-Pr(A-B-O)

If A, B, and C are independent, then

Pr(T) = Pr(A) ' Pr(B) +Pr(A)  Pr(C)
(4.33)
- Pr(A) Pr(B) Pr(C)

The determination of the cross-product terms, such as Pr(A) Pr(B) Pr(C) in
(4.33), poses a dilemma in the quantitative evaluation of cut sets, especially
when the number of the cut sets is large. In general, there are 2" ' of such terms in
cut sets.
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For example, in the 13 cut sets generated for the pumping example, there are 8191
such terms. For large logic trees, this can be a formidable job even for powerful
mainframe computers.

Fortunately, when dealing with cut sets, evaluation of these cross product
terms is often not necessary, and the bounding approach shown in (4.30) is quite
adequate. As discussed earlier, this is true whenever we are dealing with small
probabilities, which is often the case for probability of failure events. In these
cases, e.g., in (4.33), Pr(A) - Pr(B) * Pr(C) is substantially smaller than Pr(A) - Pr(B)
and Pr(A) - Pr(C). Thus the bounding result can also be used as an approximation
of the true reliability or unreliability value of the system. This is often called the
rare event approximation. Let's assume, that

Pr(A) = Pr(B) = Pr(C) = 0.1
Then,
Pr(A) - Pr(B) = Pr(A) - Pr(C) = 0.01
and

Pr(A) - Pr(B) - Pr(C) = 0.001

The latter is smaller than the former by an order of magnitude. Although Pr(7) =
0.019, the rare event approximation yields Pr(7) = 0.02. Obviously, the smaller the
probabilities of the events, the better the approximation.

As another example, consider the simple block diagram shown in Figure
4.14 which represents a system that has three paths from point X to point Y.

Figure 4.14 System block diagram.
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The equivalent fault tree is shown in Figure 4.15. The equivalent Boolean
substitution equations are:

T=A-B-G,

G,=C+D
T=A-B-(C+D),
T=A-B-C+A-B-D

If the probability of events A, B, and C is 0.1, and the probability of event D is 0.2,
the top event probability is evaluated as follows.
Using the rare event approximation discussed earlier,

Pr(T) = Pr(A)-Pr(B)-Pr(C) + Pr(A) - Pr(B) Pr(D)

therefore,
Pr(T)= 01 x 0.1 x 0.1 + 0.1 x .l x 02 =0.003

Note that the terms A - B - C and A - B - D are not mutually exclusive and,
therefore, the value of Pr(T) is approximate, since the rare event approximation
has been used.

.
®» ®

0.1 0.1

Figure 4.15 Fault Tree Representation of Figure 4.1.
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When all events are independent, in order to calculate the exact failure probability,
using minimal cut sets their cross product terms most also be included in
calculation of Pr(T),

Pr(T)

14

Pr(A) -Pr(B) Pr(C)+Pr(A) Pr(B) Pr(D)
-Pr(A)-Pr(B) -Pr(C): Pr(D)
Accordingly,

0.1x0.1x0.1+0.1x0.1x0.2-0.1x0.1x0.1x0.2

u

Pr(T)

0.0028

Combinatorial Technique for Evaluation of Logic Trees

Unlike the substitution technique, which is based on Boolean reduction, the
combinatorial method does not convert the tree logic into Boolean equations to
generate cut or path sets. Rather, this method which is similar to the truth table
approach relies on a combinatorial algorithm to exhaustively generate all
probabilistically significant combinations of both “failure” and “success” events
and subsequently propagate effect of each combination on the logic tree to
determine the state of the top event. Because successes and failures are combined,
all combinations are mutually exclusive. The quantification of logic trees based
on the combinatorial method yields a more exact result.

To illustrate the combinatorial approach, consider the fault tree in Figure
4.15. All possible combinations of success or failure events should be generated.
Because there are 4 events and 2 states (success or failure) for each event then
there are 2* = 16 possible system states (i.e., actual physical states). Some of these
states constitute system operation (when top event 7 does not happen), and some
states constitute failure (when top event T does happen). These 16 states are
illustrated in Table 4.1. In this table, the subscript S refers to the nonoccurrence
of an event (success), and subscript F is referred to the failure or occurrence of the
event in the fault tree.

Only combinations 14, 15, and 16 lead to the occurrence of the top event T
which results in system failure probability of Pr(7) = 0.0018 + 0.0008 + 0.0002
= 0.00028. This is the exact value (provided that the events are independent).
Clearly, this is consistent with the exact calculation by the Boolean reduction
method. Note that sum of the probabilities of all possible combinations (16 of
them in this case) is unity because the combinations are all mutually exclusive and
cover all event space (i.e., the universal set). Combinations 14, 15, and 16 are
mutually exclusive cut sets.
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In order to visualize the difference between the results generated from the
Boolean reduction and the combinatorial approach the Venn Diagram technique
is helpful. Again consider the simple system in Figure 4.14 consisting of four
events A, B, C, and D. The Boolean reduction process results in the minimal cut
sets corresponding to system failure. These are, A-B-Cand A - 8- D.

Table 4.1 Combinatorial Method of Evaluating Event Tree

Combination Combination Probability System
Number Definition of C Operation

(System states) T
1 A; B Cs - Dy 0.5832 \)
2 A B Ci- D, 0.1458 S
3 A; B Cp Dy 0.0648 M
4 Ag "B Cr Dy 0.0162 s
5 A "By -C; D 0.0648 S
6 A;"B,-Cy-D, 0.0162 S
7 Ag 'B, - Cr - Dy 0.0072 S
8 As'B.-C, D, 0.0018 \)
9 A, B, -C D 0.0648 R
10 Ap By Cy Dy 0.0162 S
i1 Ap *Bs " Cp - D 0.0072 N
12 Aq'Bg-Cp D, 0.0018 A
13 A ‘B, ' Cs "Dy 0.0072 A
14 Aq-B.-Cs-D, 0.0018 F
15 Ay B -Cp "D 0.0008 F
16 A, B, C. D, 0.0002 F

¥C,_1.0000

§ = Success; F = Failure.

The left side of Figure 4.16 represents a Venn diagram for the two cut sets
above. Each cut set is represented by one shaded area. The two shaded areas are
overlapping indicating that the cut sets are not mutually exclusive. Now consider
how combinations 14, 15, and 16 are represented in the Venn diagram (right side
of Figure 4.16). Again, each shaded area corresponds to a combination. In this
case, there is no overlapping of the shaded areas. That is, the combinatorial
approach generates mutually exclusive sets, and those sets that lead to system
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failure are called eventually exclusive sets. Therefore, when the rare event
approximation is used, the contributions generated by the combinatorial approach
has no overlapping area and produces the exact probability. Since for size
problems, usually the rare event approximation is the only practical choice, if the
exact probabilities are desired, or failure probabilities are greater that 0.1, then the
combinatorial approach is preferred.

A typical logic model may contain hundreds of events. For n events, there
are 2" combinations. Obviously, for a large n (e.g., n > 20), the generation of this
large number of combinations is impractical; a more efficient method would be
needed. An algorithm to generate combinations which probabilities exceed some
cutoff limit (e.g., 107) is proposed by Dezfuli, et al. (1994). The algorithm
generates combinations that are referred to as probabilistically significant
combinations.

Boolean Combinatorial

Minimal Mutually Exclusive
Cui Seis

A-BOC—% AeBsCeD - © Combination 15
A+«B<C+D - @ Combination 16
A‘B'D” A*BsCeD - (> Combination 14

Figure 4.16 Boolean and combinatorial
diagrams of events.

In this combinatorial algorithm, the total number of events is first
determined. Each event has an associated probability of failure occurrence. A
combination represents the status (i.e., failed or not failed) of every event in the
entire logic diagram. The collection of all failed blocks within a combination is
referred to as a “failure set” (FS). A failure set may have zero elements, meaning
there is no failure events in the combination. This set is called the nil combination.
The objective is to generate other probabilistically significant combinations. The
following assumptions are made:

1. The failure events are independent.
2. The nil combination is a significant combination.
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Given a combination C, the assumption of the independence implies that the
probability of the combination is:

Po= 1 P I (1-P)

C
ic kS i1¢ FS

(4.34)

here P, is the probability of an individual failure event.

Consider the combination C, which differs from the combination C in a
sense that an event j is added to its failure set (i.e., transition of a success event to
a failure event). From the above results, it can be concluded that

(4.35)

Note that adding a block j to the failed set increases the probability of a
combination if P, > 0.5, and decreases the probability of a combination if P, < 0.5.

Consider also the combination C'’, which differs from the combination C
in that block j is replaced with block  (i.e., the replacement of a block in the failed
set with another block). Therefore,

(4.36)

This shows that replacing an event of a failed set in a combination with an event
that has a lower failure probability results in a combination of lower probability,
and replacing an event with an event that has a higher failure probability results
in a combination of higher probability.

As such, the events are sorted in a decreasing order of probability. Each
event is identified by its position in this ranking, such that P, > P, when { < j. Each
combination is identified by a lisz of the event it contains in the failed set. To make
the correspondence between combinations and lists unique, the list must be in
ascending rank order, which corresponds to decreasing probability order.

Now consider a list representing a combination. Define a descendant of the
list to be a list with one extra event appended to the failed set. Since the list must
be ordered, this extra event must have a higher rank (lower probability) than any
events in the original list. If there is no such event, there is no descendants. The
basis of the algorithm can be computerized easily as it is done in the
REVEAL_W™ software, see Dezfuli, et al. (1994) and Appendix C. One should
generate all descendants of the input list, and recursively generate all subsequent
descendants. Since the algorithm begins with an empty list, it is clear that the
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algorithm will generate all possible lists. Figure 4.17 illustrates this scheme for the
simple case of four events.

To generate only significant lists, we first need to prove that if a list is not
significant, its descendants are not significant. The nil set is significant. According
to (4.35), at least one item of the list must have a probability lower that 0.5. Any
failure event added to form the descendant would also have a probability lower
than 0.5. Therefore, the probability of the descendant would be lower than that of
the original set, and, therefore, cannot be significant.

Nil 0
Single a b ¢ d
ab ac ad be bd cd
Doubles
If combination “acd”
is not significant, these
combination can be
neglected.
, abc abd | acd \bed
Triples e
%
i
Quadruples abed|

Figure 4.17 Computer algorithm for combinatorial approach.

The algorithm takes advantage of this property. The descendants are generated in
an increasing rank (decreasing probability) order of the added events. Equation
(4.36) shows that the probability of the generated combinations is also decreasing.
Each list is checked to see whether it is significant. If it is not significant, the
routine exits without any recursive operation and without generating any further
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descendants of the original input list. Figure 4.17 shows the effect, if the state
consisting of events a, ¢, and d is found to be insignificant; all the indicated
combinations are immediately excluded from further consideration.

T 1 B
VA F -
' L {c ¢
Block Diagram
()
No output . Output from
fromBand C | | Bor C available |
B 7N 75N
|
—T T~
" output | | Nooutpm | Owutput from Output from
branchB | bramnchC | B available C :‘u!::‘.
o 75 7~
| | |
| Jo
L~ -~ — L

Al AR AR ARG O

41 2 (41 | | . I O R B b )
o )\ s e/ ey X Y
Cutsets: A, B+C Pathsets: AeB A+C
Fault Tree representation Success Tree representation
{c) )

Figure 4.18 A correspondence between a fault and success trees.

4.2.3 Success Tree Method

The success tree method is conceptually the same as the fault tree method. By
defining the desirable top event, all intermediate and primary events that
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guarantee the occurrence of this desirable event are deductively postulated.
Therefore, if the logical complement of the top event of a fault tree is used as the
top event of a success tree, the Boolean structure represented by the fault tree is
the Boolean complement of the success tree. Thus, the success tree, which shows
the various combinations of success events that guarantee the occurrence of the
top event, can be logically represented by path sets instead of cut sets.

To better understand this problem, consider the simple block diagram shown
in Figure 4.18a. The fault tree for this system is shown in Figure 4.18b and the
success tree in Figure 4.18c. Figure 4.19 shows an equivalent representation of
Figure 4.18c.

By inspecting Figure 4.18b and Figure 4.18c, it is easy to see that changing
the logic of one tree (changing AND gates to OR gates and vice versa) and
changing all primary and intermediate events to their logical complements yields
the other tree. This is also true for cut sets and path sets, That is, the logical
complement of the cut sets of the fault tree yields the path sets of the equivalent
success tree. This can easily be seen in Figure 4.18. The complement of cut sets
is

A + B+ C = (apply De Morgan's Theorem)
A-B-C-= (apply De Morgan’s Theorem)
A (B+C)=A-B+A-C

which are the path sets.

Qualitative and quantitative evaluations of success paths are mechanistically
the same as those of fault trees. For example, the top-down successive substitution
of the gates and reduction of the resulting Boolean expression yield the minimal
path sets. Accordingly, the use of (4.27), or its lower bound (4.28), allows to
determine the top-event probability (in this case, reliability). As noted earlier,
(4.27) poses a computational problem. In this context of using path sets, Wang and
Modarres (1990) have described several options for efficiently dealing with this
problem

A convenient way to reduce complex Boolean equations, especially the
paths sets, is to use the following expressions:

Pr(T) = Pr(P,UP,U---UP )
= Pr(P, )+ Pr(}_’l ﬂPz) + Pr(f’] ne, ﬂP3) R (4.37)

ne,)

+Pr{l—’lﬂf’zﬂ'-'nl_’n_l
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For further discussions in applying (4.37), see Fong and Buzacoot (1987).

output from
B or C available

Success Path-1 Success Path-2

Figure 4.19 Equivalent Representation of a Success Tree in Figure 4.18(c)

The combinatonal approach discussed in section 4.2.2 is far superior for
generating mutually exclusive path sets that assure a system’s successful
operation. For example, combinations 1-3 in Table 4.1 represent all mutually
exclusive path sets for the system shown in Figure 4.14.

Success trees, as opposed to fault trees, provide a better understanding and
display of how a system functions successfully. While this is important for
designers and operators of complex systems, fault trees are more powerful for
analyzing failures associated with systems and determining the causes of system
failures. The minimal path sets of a system shows the system user how the system
operates successfully. A collection of events in a minimal path set is sometimes
referred to as a success path. A logical equivalent of a success tree can also be
represented by using the top event as an output to an OR gate in which input to the
gate would show the success paths. For example, Figure 4.19 shows the equivalent
representation for the success tree in Figure 4.18c.

In complex systems, the type of representation given in Figure 4.19 is useful
for efficient system operation.



System Reliability Analysis 235
4.3 EVENT TREE METHOD

If successful operation of a system depends on an approximately
chronological, but discrete, operation of its units or subsystems (e.g., units should
work in a defined sequence for operational success), then an event tree is
appropriate. This may not always be the case for a simple system, but it is often
the case for complex systems, such as nuclear power plants where the subsystems
should work according to a given sequence of events to achieve a desirable
outcome. Event trees are particularly useful in these situations.

4.3.1 Construction of Event Trees

Let's consider the event tree built for a nuclear power plant and shown in Figure
4.20. The event trees are horizontally built structures that start on the left, where
the initiating event is modeled. This event describes a situation when a legitimate
demand for the operation of a system(s) occurs. Development of the tree proceeds
chronologically, with the demand on each unit (or subsystem) being postulated.
The first unit demanded appears first, as shown on the top of the structure. In
Figure 4.20, the events (referred to as event tree headings) are as follows:

RP = Operation of the reactor-protection system to shutdown the reactor
ECA = Injection of emergency coolant water by pump A
ECB = Injection of emergency coolant water by pump B
LHR = Long-term heat removal

At a branch point, the upper branches of an event shows the success of the event
heading and the lower branch shows its failure. In Figure 4.20, following the
occurrence of the initiating event A, RP needs to work (event B). If RP does not
work, the overall system will fail (as shown by the lower branch of event B). If RP
works, then it is important to know whether ECB functions or not. If ECB does not
function, even though RP has worked, the overall system would still fail.
However, if ECB functions properly, it is important for LHR to function.
Successful operation of LHR leads the system to a successful operating state, and
failure of LHR (event E) leads the overall system to a failed state. Likewise, if
ECA functions, it is important that it be followed by a proper operation of LHR.
If LHR fails, the overall system would be in a failed state. If LHR operates
successfully, the overall system would be in a success state. It is obvious that
operation of certain subsystems may not be necessarily dependent on the
occurrence of some preceding events. For example, if ECA operates successfully
it does not matter for the overall system success whether or not ECB operates.
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Overall

Initiating RP | ECA ECB LHR Sequence Syst
Event 4 B c D E Logie JIIEN
. - Result

1. ABCE S

----- 1 2. ABCE F

3. ABCDE S

A
Success ) 4 ABCDE F
Failure Y e
5. ABCD F
6. AB F

Figure 4.20 Example of an event tree.

The outcome of each of the sequences of events is determined by the analyst
and shown at the end of each sequence. This outcome, in essence, describes the
final outcome of each sequence, whether the overall system succeeds, fails,
initially succeeds but fails at a later time, or vice versa. The logical representation
of each sequence can also be shown in the form of a Boolean expression. For
example, for sequence 5 in Figure 4.20, events A, C, and D have occurred, but
event B has not occurred (shown by B). Clearly, these sequences are mutually
exclusive.

The event trees are usually developed in a binary format; i.e., the heading
events are assumed to either occur or not occur. In cases where a spectrum of
outcomes is possible, the branching process can proceed with more than two
outcomes. In these cases, the qualitative representation of the event tree branches
in a Boolean sense would not be possible.

The development of an event tree, although somewhat deductive, in
principle, requires a good deal of inductive thinking by the analyst. To
demonstrate this issue and further understand the concept of event tree
development, let's consider the system shown in Figure 4.10. One can think of a
situation where the sensing and control system device S initiates one of the two
pumps. At the same time, the ac power source AC should always exist to allow S
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and pumps P-1 and P-2 to operate. Thus, if we define three distinct events S, AC
and pumping system PS for a sequence of events starting with the initiating event,
an event tree that includes these three events can be constructed. Clearly if AC
fails, both PS and S fail, if § fails, only PS fails. This would lead to placing AC as
the first event tree heading followed by S and PS. This event tree is illustrated in
Figure 4.21.

' erall

Initiating  Elect. Power Sensing and Pumping units Sequence Qum
Control T System

Event ] AC s P§ .. State

~———— JeAC +S+PS S

———1+4CeSePS | F
I+AC S F
I+ AC F

Figure 4.21 Event tree for the pumping system.

Events represent discrete states of the systems. The logic of these states can
be modeled by fault trees. This way the event tree sequences and the logical
combinations of events can be considered. This is a powerful aspect of the event
tree technique. If the event tree headings represent complex subsystems or units,
using a fault tree for each event tree heading can conveniently model the logic.
Clearly, other system analysis models, such as reliability block diagrams and
logical representations in terms of cut sets or path sets, can also be used.

4.3.2 Evaluation of Event Trees

Qualitative evaluation of event trees is straightforward. The logical representation
of each event tree heading, and ultimately each event tree sequence, is obtained
and then reduced through the use of Boolean algebra rules. For example, in
sequence 5 of Figure 4.20, if events B, C, and D are represented by the following
Boolean expressions, the reduced Boolean expression of the sequence can be
obtained.
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A=a
B=b+c-d
C=e+d
D=c+e-h

The simultaneous Boolean expression and reduction proceeds as follows:
AB-CD sa(b-cd)y-(e~d)(c-e-h)

~a-(b-c-b-dy-(e-cre-h+d-c)

~ab-c-eh -abcde

If an expression explaining all failed states is desired, the union of the reduced
Boolean equations for each sequence that leads to failure should be obtained and
reduced.

Quantitative evaluation of event trees is similar to the quantitative evaluation
of fault trees. For example, to determine the probability associated with an A -
B - C - D sequence. one would consider:

Pr(A-B-C-D) Pria-b-c-e-h-a-b-c-d-e)
-Pria-b-c e h)y+Pr(a-b-c-d-e)
= Pria) [ 1 - Pr(by][ 1 - Pr(c)]Pr(e)  Prih) +
Pr@) -1 - Pr(b)]Pr(c)- [ 1 - Pr(d}]Pr(e)

Since the two terms are disjoint, the above probability is exact. However, if the
terms are not disjoint, the rare event approximation can be used here.

4.4 MASTER LOGIC DIAGRAM

For complex systems such as a nuclear power plant, modeling for reliability
analysis or risk assessment may become very difficult. In complex systems, there
are always several functionally separate subsystems that interact with each other,
each of which can be modeled independently. However, it is necessary to find a
logical representation of the overall system interactions with respect to the
individual subsystems. The master logic diagram (MLD) is such a model.
Consider a functional block diagram of a complex system in which all of the
functions modeled are necessary in one way or another to achieve a desired
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objective. For example, in the context of a nuclear power plant, the independent
functions of heat generation, normal heat transport, emergency heat transport,
reactor shutdown, heat to mechanical conversion, and mechanical to electrical
conversion collectively achieve the goal of safely generating electric power. Each
of these functions, in turn, is achieved through the design and operating function
from others. For example, emergency heat transport may require internal cooling,
which is obtained from other so-called support functions.

The MLD clearly shows the interrelationships among the independent
functions (or systems) and the independent support functions. The MLD (in
success space) can show the manner in which various functions, subfunctions, and
hardware interact to achieve the overall system objective. On the other hand, an
MLD in a failure space can show the logical representation of the causes for
failure of functions (or systems). The MLD (in success or failure space) can easily
map the propagation of the effect of failures, i.e., establish the trajectories of event
failure propagation.

In essence, the hierarchy of the MLD is displayed by the dependency matrix.
For each function, subfunction, subsystem, and hardware item shown on the MLD,
the effect of failure or success of all combinations of items is established and
explicitly shown by . Consider the MLD shown in a success space in Figure 4.22
[Modarres (1992)]. In this diagram, there are two major functions (or systems), F|
and F..

Together, they achieve the system objective. Each of these functions,
because of reliability concerns is further divided into two identical subfunctions,
each of which can achieve the respective parent functions. This means that both
subfunctions must be lost for F, or F, to be lost. Suppose the development of the
subfunctions (or systems) can be represented by their respective hardware, which
interface with other support functions (or support systems) S,, S,, and S,. Support
functions are those that help the main functions to be realized. For example, if a
pump function is to “provide pressure,” then functions “provide ac power,”
“‘cooling and lubrication,” “‘activation and control” are called support functions.
However, function (or system) S, can be divided into two independent
subfunctions (or systems) (S, , and S, _,), so that each can interact independently
with the subfunctions (or systems) of F, and F,. The dependency matrix is
established by reviewing the design specifications or operating manuals that
describe the relationship between the items shown in the MLD, in which the
dependencies are explicitly shown by . For instance, the dependency matrix
shows that failure of S, leads directly to failure of §, , which in turn results in
failures of F,_, F, , and F,_|. This failure is highlighted on the MLD in Figure
4.22.

A key element in the development of an MLD is the assurance that the items
for which the dependency matrix is developed (e.g., S,.,, S,.» Sy, F».., F, ., and
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F,_,) are all physically independent. “Physically independent” means they do not
share any other system parts. Each element may have other dependencies, such as
common cause failure (see Chapter 7). Sometimes it is difficult to distinguish a
priori between main functions and supporting functions. In these situations, the
dependency matrix can be developed irrespective of the main and supporting
functions. Figure 4.23 shows an example of such a development. However, the
main functions can be identified easily by examining the resulting MLD; they are
those functions that appear, hierarchically, at the top of the MLD mode] and do not
support other items.

No System
Failure

Two Rules Applied to MLD
=l (2]
I

8
—h 1) Fatlure of A causes failure of B
2) Success of B requires success of A

Figure 4.22 Master logic diagram showing the effect of failure of S;.

The analysis of an MLD is straightforward. Using the combinatorial approach
described earlier one must determine all possible 2" combinations of failures of
independent items (elements), map them onto the MLD and propagate their
effects, using the MLD logic. The combinatorial approach discussed in Section
4.2.2 is the most appropriate method for that purpose, although the Boolean
reduction method can also be applied. Table 4.2 shows the combinations for the
example in Figure 4.22. For reliability calculations, one can combine those
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end-state (effects) that lead to the system success. Suppose independent items
(here, systems or subsystems) §,_,, §,_,, S,, and S; have a failure probability of
0.01 for a given mission, and the probability of independent failure of F,_,, F,_,,
F,_,, and F,_, is also 0.01. Table 4.3 shows the resulting probability of the
end-state effects. If needed, calculation of failure probabilities for the MLD items
(e.g., subsystems) can proceed independent of the MLD, through one of the
conventional system reliability analysis methods (e.g., fault free analysis).

Table 4.2 shows all possible mutually exclusive combinations of items
modeled in the MLD with probability of failure greater than 1.0E-6, (i.e., S,_|,
8.5 8,5, F.1» 8,1, and F,_,.). Those combinations that lead to a failure of the
system are mutually exclusive cut sets.

Table 4.2 Dominant Combinations of Failure and Their Respective Probabilities

Probability of failed End State (actually
Combination items (and success of failed and casually
no. (i) Failed items other items) failed elements)

1 None 93E -1 Success

2 S, 93E-3 F .F,F, ,F,, 8.8,

3 F, .8, 94E -5 FioFuF W F 38,5,

4 AN 94E -5 F, ,FF, ,F,, 8., 8§,

5 F, .S, 94E - 5 F,.F,F, ,F,,8,8,

6 F.S, 94F -5 F, ,F,F, ,F,, 8,85,

7 S, 93F-3 Fi . F, 58 4.8,

8 Fi .S, 94E -5 FiyWFya 8 4 S,

9 F .S, 94F - 5 FowF0S, 58

10 S\ 9.3E- 3 FioFynS 4S8,

11 F, L8, 94E -5 F L F LS .S

12 F .S, 94E -5 FoLoFR LS LS

13 S, 93E-3 F L F.S,

14 F .5 94E - 5 FLFLS,

15 F, .S, 94E - 5 F, L FLS,

16 F,, 93F-3 F,,

17 F,, 93E-3 F,

18 F,, 93E-3 F .

19 F,, 93F -3 F,,

20 NS 94F - 5 F.F ,F ., F,F | Fy s,

Sl 2 SZ’ S." SI
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Table 4.3 Combinations that Lead to Failure of the System

Combinz?lion Failure combination Probability of state
no. (1)

1 F, .S, 94E - 5
2 S uS . 94E - 5
3 S8 94E - 5
4 F..8 45 9.5E - 7
5 F..,§ .S, - 9.5E - 17
6 F.n8 .5, 9.5E - 7
7 Fo 8.8 s 95E 7
8 Fo.F. .S, 9.5E 7
9 S L8 .S, 9.5E - 17
10 S .55 95E -7

Total Probability of System Failure 29E - 4

Table 4.4 Combinations Leading to the System Failure When S, , Is Known to
Have Failed

Combination
no. (i) Failure combination Probability of state
| S, 9.6E - 3
2 S 9.6E - 3
3 5., S, 97E -5
4 Fy ) S, 9.7E - 5
5 F, ,F,, 97E -5
6 F S 9.7E - 5
7 F, .5 9.7E - §
8 S S, 97E - 5
9 F, .S, 97E- 5
10 S uS 97E -5
11 S LS 97E - 5

Total Probability of System Failure 201E -2




System Reliability Analysis 243

One may only select those combinations that lead to a complete failure of
the system. The sum of the probabilities of occurrence of these combinations
determines the failure probability of the system. If one selects the combinations
that lead to the system’s success, then the sum of the probabilities of occurrence
of these combinations determines the reliability of the system. Table 4.3, for
example, shows dominant combinations (those greater than 1.0E-7) that lead to
the system’s failure.

Another useful analysis that may be performed via MLD is the calculation
of the conditional system probability of failure. In this case, a particular element
of the system is set to failure, and all other combinations that lead to the system’s
failure may be identified. Table 4.4 shows all combinations within the MLD that
lead to the system’s failure, when element S, , is set to failure.

————@
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Figure 4.23 MLD with all system functions treated similarly.
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Example 4.6

Consider the H-Coal process shown in Figure 4.24. In case of an emergency,
a shutdown device (SDD) is used to shutdown the hydrogen flow. If the reactor
temperature is too high, an emergency cooling system (ECS) is also needed to
reduce the reactor temperature. To protect the process plant when the reactor
temperature becomes too high, both ECS and SDD must succeed. The SDD and
ECS are actuated by a control device. If the control device fails, the emergency
cooling system will not be able to work. However, an operator can manually
operate (OA) the shutdown device and terminate the hydrogen flow. The power
for the SDD, ECS, and control device comes from an outside electric company
(off-site power-OSP). The failure data for these systems are listed in Table
4.5. Draw an MLD and use it to find the probability of losing both the SDD
and ECS.

Solution:

The MLD is shown in Figure 4.25. Important combinations of independent
failures and their impacts on other components are listed in Table 4.6. The
probability of losing both the ECS and SDD for each end state is calculated and
listed in the third column of Table 4.7. Combinations that exceed 1x10* are
included in Table 4.7. The combinations that could lead to failure of both SDD &
ECS are shown in Table 4.7. Using (4.35), the probability of losing both systems
is calculated as 4.99x10™.

Table 4.5 Failure Probability of Each System

System failure Failure probability
OSP 20E -2
OA 1.0E - 2
ACS 1.0E - 3
SDD 10E 3

ECS 1.0E - 3
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Table 4.6 Leading Combination of Failure in the System

State no. (i)  Failed units Probability* End state
None 994E - 1
OSP 1.99E - 3
! OSP, ECS 1.99E - 6 Success
OSP, SDD 1.99E - 6
OSP, ACS 1.99€ - 6
OSP, ACS, SDD 2.00E - 9
2 OSP, ECS, SDD 2.00E - 9 SDD. ECS, ACS, OSP
OSP, ECS, ACS 2.00E - 9
ACS 9.95£ - 4
3 ECS, ACS 9.96E - 7 ECS, ACS
4 SDD 9.95E - 4 SDD
0A 9.9SE - 4 OA
ECS 9.95E - 4
6 OSP, OA 1L.99E - 6 ECS
OSP, ACS, OA 2.00E - 9 SDD, ECS, ACS
7 OSP, ECS, OA 2.00E - 9 OSP. OA
OSP, SDD, OA 2.00E - 9
8 ECS, OA 9.96E - 7 ECS, OA
9 ACS, OA 9.96E - 7 SDD, ECS, ACS, OA
10 ACS 9.96E - 7 SDD

*Includes probability of success of elements not affected.

Table 4.7 Probability of Losing Two Systems

Contribution to total

Combination no.  Units failed Probability’ prob. (%)
1 osp 1.99E - 3 39.9
2 ACS 9.95E - 4 19.9
3 ECS 9.95E - 4 19.9
4 SDD 995E - 4 19.9
5 OSP and ECS 1.99E - 6 Negligible
6 OSP and SDD 1.99E - 6 Negligible
7 OSP and ACS 1.99E - 6 Negligible
8 OSP and OA 1.99E - 6 Negligible

*Includes probability of success of elements not affected.



246 Chapter 4
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Figure 4.24 Simplified diagram of the safety systems..

Figure 4.25 MLD for the safety system in Figure 4.24.
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Example 4.7
The simple event tree shown in Figure 4.26 has 5 events (A, B. C. D. and
E) which make up the headings of the event tree. The initiating event is labeled 1.

I1[A [ B[ ¢ D | E [ Sequence No.|
rm— 1
L 2
— 3
4
I 5
6
7

Figure 4.26 Simple event tree.

Consider sequence No. 5, which is highlighted with a bold line. The logical
equivalent of the sequence is:

S, =I1-A'B-C'D

where, S is the 5th sequence and I is the initiating event. Develop an equivalent
MLD representation of this event tree.

Solution:

Sequence 5 occurs when the expression A - B - C - D is true. Note that the
above Boolean expression involves two failed elements (i.e., B and D). We can
express these terms, in the success space, through the complement of A B+ C- D,
which is
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The last expression represents every event in a success space (e.g., A * B - C)
and its equivalent MLD logic is shown in Figure 4.27.

A

|

W

al

D °

Figure 14.27 MLD equivalent of event tree shown in Figure 4.26.

4.5 FAILURE MODE AND EFFECT ANALYSIS

Failure mode and effect analysis (FMEAY} is a powerful technique for reliability
analysis. This method is inductive in nature. In practice, it is used in all aspects of
system failure analysis from concept to implementation. The FMEA analysis
describes inherent causes of events that lead to a system failure, determines their
consequences, and devises methods to minimize their occurrence or recurrence.

The FMEA proceeds from one level or a combination of levels of
abstraction, such as system functions, subsystems, or components. The analysis
assumes that a failure has occurred. The potential effect of the failure is then
postulated and its potential causes are identified. A criticality or the risk priority
number (RPN) rating may also be determined for each failure mode and its
resulting effect. The rating is normally based on the probability of the failure
occurrence, the severity of its effect(s), and its detectability. Failures that score
high in this rating represent areas of greatest risk, and their causes should be
mitigated.
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Although the FMEA is an essential reliability task for many types of system
design and development processes, it provides very limited insight into
probabilistic representation of system reliability. Another limitation is that FMEA
is performed for only one failure at a time. This may not be adequate for systems
in which multiple failure modes can occur, with reasonable likelihood, at the same
time. (Deductive methods are very powerful for identifying these kind of failures.)
However, FMEA provides valuable qualitative information about the system
design and operation. An extension of FMEA is called Failure Mode and Effect
Criticality Analysis (FMECA), which provides more quantitative treatment of
failures.

The FMEA was first developed by the aerospace industry in the mid-sixties.
The standard reference is US MIL-STD-1629A (1980). Since then, the method has
been adopted by many other industries, which have modified it to meet their
needs. For example, the automotive industry uses the FMEA refined by the
Society of Automotive Engineers (SAE) recommended Practice J1739 (1994) of
FMEA application. The methods of FMEA and FMECA are briefly discussed in
this section. For more information, the readers are referred to the above mentioned
publications.

4.5.1 Types of FMEA

Depending on the stage in product development, one may perform two types of
FMEA (SAE Recommended Practice J1739 (1994)): design FMEA and process
FMEA.

Design FMEA is used to evaluate the failure modes and their effects for a
product before it is released to production and is normally applied at the subsystem
and the component abstraction levels. The major objectives of a design FMEA are:

1. identify failure modes and rank them according to their effect on the
product performance, thus establishing a priority system for design
improvements;

2. identify design actions to eliminate potential failure modes or reduce the
occurrence of the respective failures;

3. document the rationale behind product design changes and provide
future reference for analyzing field concerns, evaluating new design
changes and developing advanced designs.

Process FMEA is used to analyze manufacturing and assembly processes.
The major objectives of a process FMEA are:

1. identify failure modes that can be associated with manufacturing or
assembly process deficiencies;
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2. identify highly critical process characteristics that may cause particular
failure modes;

3. identify the sources of manufacturing/assembly process variation
(equipment performance, material, operator, environment) and establish
the strategy to reduce it.

4.5.2 FMEA/FMECA Procedure

Outlined below is a logical sequence of steps by means of which FMEA/FMECA
is usually performed.

Define the system to be analyzed. ldentify the system decomposition
(indenture) level, which will be subject to analysis. Identify internal and
interface system functions, restrains, develop failure definitions.

Construct a block diagram of the system. Depending on system complexity
and the objectives of the analysis, consider at least one of these diagrams:
structural (hardware), functional, combined, master logic diagram (MLD).
(The latter method is considered in greater detail in Section 4.4.)

Identify all potential item failure modes and define their effects on the
immediate function or item, on the system, and on the mission to be
performed.

Evaluate each failure mode in terms of the worst potential consequence.
which may result and assign a severity classification category.

Identify failure detection methods and compensating provision(s) for each
failure mode.

Identify corrective design or other actions required to eliminate the failure
or control the risk.

Document the analysis and identify the problems, which could not be
corrected by design.

4.5.3 FMEA Implementation

FMEA for Aerospace Applications

The FMEA is usually performed using a tabular format. A worksheet
implementation of a typical MIL-STD-1629A FMEA procedure is shown in Table
4.8. The major steps of the analysis are described below.

Svstem Description and Block Diagrams. It is important to first describe
the system in a manner that allows the FMEA to be performed efficiently and
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understood by others. This description can be done in different levels of
abstraction. For example, at the highest level (i.e., the functional level), the system
can be represented by a functional block diagram. The functional block diagram
is different from the reliability block diagram discussed earlier in this chapter.
Functional block diagrams illustrate the operation, interrelationship, and
interdependence of the functional entities of a system. For example, the pumping
system of Figure 4.10 can be represented by its functional block diagram, as
shown in Figure 4.28. In this figure, the components that support each system
function are also described.

. Functional Components
Function .
Description Involved
I
%r ] F, Provide AC Power AC
|
iy .
. F, Sensing and S
F’ T *LF,_[’-‘ Control
J’; j F, Provide Pumping V-2,V-3, V-4
= V-5 ,P-1,P-2
F, Maintain Source T-1,V-1

Figure 4.28 Functional block diagram for the pumping system.

Item/Functional Identification. Provide the descriptive name and the
nomenclature of the item under analysis. If the failures are postulated at a lower
abstraction level, such levels should be shown. A fundamental item of current
FMEA may be subject to a separate FMEA, which further decomposes this item
into more basic parts. The lower the abstraction level, the greater the level of detail
required for the analysis. This step provides necessary information for the
identification number, functional identification (nomenclature), and function
columns in the FMEA.

Failure Modes and Causes and Mission Phase/Operational Mode.  The
manner of failure of the function, subsystem, component, or part identified in the
second column of the table is called the failure-mode and is listed in the failure
mode and causes column of the FMEA table. The causes (a failure mode can have
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more than one cause) of each failure mode should also be identified and listed in
this column. The failure modes applicable to components and parts are often
known a priori. Typical failure modes for electronic components are open, short,
corroded, drifting, misaligned, eic. Some representative failure modes for
mechanical components include: deformed, cracked, fractured, sticking, leaking,
and loosened. However, depending on the specific system under analysis, the
environmental design, and other factors, only certain failure modes may apply.
This should be known and specified by the analyst.

Failure Effects. The consequences of each failure mode on the item's
operation should be carefully examined and recorded in the column labeled failure
effects. The effects can be distinguished at three levels: local, next higher
abstraction level, and end effect. Local effects specifically show the impact of the
postulated failure mode on the operation and function of the item under
consideration. The consequence of each failure mode on the operation and
functionality of an item under consideration is described as its local effect. It
should be noted that sometimes no local effects can be described beyond the
failure mode itself. However, the consequences of each postulated failure on the
output of the item should be described along with second order effects. End-effect
analysis describes the effect of postulated failure on the operation, function, and
status of the next higher abstraction level and ultimately on the system itself. The
end effect shown in this column may be the result of multiple failures. For
example, the failure of a supporting subsystem in a system can be catastrophic if
it occurs along with another local failure. These cases should be clearly recognized
and discussed in the end-effect column.

Failure Detection Method.  Failure detection features for each failure mode
should be described. For example, previously known symptoms can be used based
on the item's behavior pattern(s) indicating that a failure has occurred. The
described symptom can cover the operation of a component under consideration
(logical symptom) or can cover both the component and the overall system, or
equipment evidence of failure.

Compensating Provision. A detected failure should be corrected so as to
eliminate its propagation to the whole system so as to maximize reliability.
Therefore, at each abstraction level provisions that will alleviate the effect
of a malfunction or failure should be identified. These provisions include
such items as: a) redundant elements for continued and safe operation, b)
safety devices, and c) alternative modes of operation, such as backup and
standby units. Any action that may require operator action, should be clearly
described.

Severity. Severity classification is used to provide a qualitative indicator
of the worst potential effect resulting from the failure mode. For the FMEA
purposes, MIL-STD-1629A classifies severity levels in the following categories:
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Table 4.8 US MIL-STD-1629A FMEA Worksheet Format
FAILURE MODE AND EFFECTS ANALYSIS

System Date

Indenture level Sheet of

Reference drawing Compiled by

Mission Approved by

FAILURE E EFFECTS FAILURE | COMPENSATING | SEVERITY | REMARKS
IDENTIFICATION | ITEM/FUNCTIONAL |FUNCTION | FAILURE | MISSION PHASE/ DETECTION | PROVISIONS CLASS
NUMBER IDENTIFICATION MODES | OPERATIONAL METHOD
(NOMENCLATURE) AND MODE LocAL | NEXT
CAUSES EFFECTS | HIGHER

1L.LEVEL
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Effect Rating Criteria

Catastrophic 1 A failure mode that may cause death or complete mussion
loss.

Critical 2 A failure mode that may cause severe injury or major
system degradation, damage, or reduction in mission
performance.

Marginal 3 A failure that may cause minor injury or degradation in

system or mission performance.

Minor 4 A failure that does not cause injury or system degradation
but may result in system failure and unscheduled
maintenance or repair.

Remarks. Any pertinent information, clarifying items, or notes should be
entered in the column labeled remarks.

FMEA for Transponrtation Applications

The SAE J1739 FMEA procedure is, in principle, similar to the above
reviewed MIL-STD-1629A FMEA. However, some definitions and ratings differ
trom those discussed so far. The key criteria for identifying and prioritizing
potential design deficiencies here is the risk priority number defined as the product
of the severity, occurrence and detection ratings. An example of a SAE J1739
FMEA format is shown in Table 4.9.

The content of the frem/Function, Potential Failure Mode, Potential
Effect(s) of Failure, Potential Cause(s)/Failure Mechanism(s) and the Recom-
mended Actions steps of this FMEA procedure is similar to the respective parts of
the MIL-STD-1629A FMEA discussed above.

Severity is evaluated on a ten-grade scale as shown in the table below. Note
that in contrast to the MIL-STD-1629A FMEA, a higher rating here corresponds
to a higher severity (and, consequently, a higher RPN).
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Effect Rating Criteria

Hazardous 10 Safety related failure modes causing noncompliance with
government regulations without warning

Serious 9 Safety related failure modes causing noncompliance with
government regulations with warning

Very high 8 Failure modes resulting in loss of primary
vehicle/system/component function.

High 7 Failure modes resulting in a reduced level of vehicle/
system/component performance and customer
dissatisfaction.

Moderate 6 Failure modes resulting in loss of function by

comfort/convenience systems/components.

Low 5 Failure modes resulting in a reduced level of
performance of comfort/convenience systems/
components.

Very low 4 Failure modes resulting in loss of fit and finish, squeak

and rattle functions.

Minor 3 Failure modes resulting in partial loss of fit and finish,
squeak and rattle functions.

Very minor 2 Failure modes resulting in minor loss of fit and finish,
squeak and rattle functions.

None 1 No effect.
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Occurrence is defined as the likelihood that a specific failure cause/
mechanism will occur. The rating is based on the estimated or expected failure
frequency as shown in the table below.

Estimated or expected

Likelihood of failure failure frequency Rating
Very high >1in2 10
(failure is almost inevitable) lin3 9
High lin8 8
(frequently repeated failures) |in 20 7
1in 80 6
Moderate 1 in 400 5
(occasional failures)
1 in 2000 4
Low (rare failures) 1 in 15,000 3
I in 150,000 2
Remote <1in 150,000 1

(failures are unlikely)

Current Design Controls. Before the design is finalized and released to
production, the engineer has a complete control over it in terms of possible design
changes. Three types of design control are usually considered, those that: (1)
prevent the failure cause/mechanism or mode from occurring or reduce their rate
of occurrence, (2) detect the cause/mechanism and lead to corrective actions, or
(3) detect the failure mode.

The preferred approach is to first use type 1 controls, if possible; second, use
the type 2 controls; and third, use type 3 controls. The initial occurrence ranking
are affected by the type 1 controls, provided they are integrated as a part of the
design intent. The initial detection rankings are based on the type 2 or 3 controls,
provided the prototypes and models being used are representative of design intent.

Detection is defined as the ability of the proposed type 2 design controls to
detect a potential cause/mechanism, or the ability of the proposed type 3 design
controls to detect the respective failure mode before the system/component is
released to production.
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Risk Priority Number is the product of the Severity, Occurrence and
Detection ratings and is used to rank the order of potential design concerns. While
the RPN is a major measure of design risk, special attention should be given to the
high severity failure modes irrespective of the resultant RPN number.

Detection Rating Criteria

Uncertain 10 Design control will not and/or can not detect a
potential cause/mechanism and subsequent failure
mode.

Very remote 9 Very remote chance the design control will detect a
potential cause/mechanism and subsequent failure
mode.

Remote 8 Remote chance the design control will detect a
potential cause/mechanism and subsequent failure
mode.

Very low 7 Very low chance the design control will detect a
potential cause/mechanism and subsequent failure
mode.

Low 6 Low chance the design control will detect a potential

cause/mechanism and subsequent failure mode.

Moderate 5 Moderate chance the design control will detect a
potential cause/mechanism and subsequent failure
mode.

Moderately 4 Moderately high chance the design control will

high detect a potential cause/mechanism and subsequent
fatlure mode.

High 3 High chance the design control will detect a potential

cause/mechanism and subsequent failure mode.

Very high 2 Very high chance the design control will detect a
potential cause/mechanism and subsequent failure
mode.

Almost certain 1 The design control will almost certainly detect a

potential cause/mechanism and subsequent failure
mode.
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Table 4.9 SAE J1739 FMEA Worksheet Format

Chapter 4

Potential Failure Mode and Effects Analysis (Design FMEA)

System:

Subsystem:

Component:

Design Responsibility:

FMEA Number:

Page _ of
Prepared by:

Maodel Year / Vehicle(s): Key Date: FMEA Date (Orig): (Rev.}
Core Team:
Action Results

Item / function|  Potential Potential S Potential 0 Current design | D] R | Recommended | Responsibility Actions SJ]O|DJ)R
failure mode effect(s) of ¢ |cause(s)/ failure | ¢ controls e| P actions and target taken e|lcle]P
failure v | mechanism(s) [ c¢ t N compietion vi]ic ]t (N

e u € date e luje

r 3 ¢ r|lre|c

€ t 4 t
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Potential Failure Mode and Effects Analysis (Design FMEA)

_x_ System

__ Subsystem

___ Component: Generic Front Lighting System

Design Responsibility: Electrical Engineering

FMEA Number:
Page _1_of _S_
Prepared by:

Model Year / Vehicle(s): 2000/LITTLE TRUCKS Key Date: FMEA Date (Orig): _97.02 {Rev))
Core Team:
Action Results
ltem / function Potential Potential S Potential O] Currentdesign | D | R | Recommended | Responsibility | Actions S]O|D|R
failure mode effect(s) of e |cause(s)/ failure | ¢ controls e]|P Actions and target taken elcle (P
failure v { mechanism{s) | ¢ t|N completion vic]|]t|N
e u e date ejJule
r T [ r|r]ec
€ t € t
1 2 3 4 5 6 7 9 10 11 12 13 114 |15 ]16
Provide System does | Customer Inadequate 1 | System analysis 2118
Iumination not provide dissatisfaction reflector size modeling vehicle
for vehicle's adequate and/or integration testing
line of travel, illumination | noncompliance
as defined by including with government Defective bulb S | Supplier bulb 3 | 135 |Pursue CBA on  [John Doc Engineering | 9 |1 |3 |27
high beam regulation(s). durability testing high reliability 11/98 change o
a. beam width | and low Lighting system bulb 104317 at
b. intensity beam. durability testing var. cost
¢. vertical aim Vehicle durability penalty of
d. horizontal testing $.45
aim . -
Defective wiring | 2 | Supplier bulb 3]54

harness —bulb
circuit (includes
MPC and bulb
connector)

durability testing
Lighting system
durability testing
Vehicle durability
testing
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Table 4.10 Continued
Action Results
liem / funcion]  Potential Potential S Potential O | Currentdesign | D | R | Recommended | Responsibility | Actions SJOID]R
failure mode effect(s) of e |cause(s)/ failure] ¢ controls e| P Actions and target taken elcle|P
failure v | mechanism(s) | c t|N completion v]ic |t |N
e u e date efuje
¥ r ¢ r]lrlc
e t e t
1 2 3 4 5 6 7 9 10 i1 12 13114 |15 |16
[nadeguate 1 | Specification 119
vertical review assembly
alignment drawing review
setting specified
Inadequate 2 | Specification I ]18
horizontal review assembly
alignment drawing review
sething
specified
(includes
tolerances)
Provide System does | Noncompliance | 9 |Incorrect 2 | SAM —--sys.anal. | 2 | 36
directional not provide | with government reflector size model vehicle
(tum) signals | adequate turn | regulation(s) inlegration testing
signal
indication Defective bulb 1 | Supplier bulb 3|27
durability testing
Lighting system
durability testing
Vehicle durability
testing
Detecuve socket | 2 { Supplier buib 3|54

durability testing
Lighting system
durability testing
Vehicle durability
testing
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Provide a System does | Noncompliance Incorrect System analysis 2 |54
lighted not provide with government reflector modeling vehicle
indication of adequate regulation(s). geometry integration testing
vehiele's parking
position while | indication. Defective Supplicr bulb 3 |8l
parked position bulb durability testing

Lighting system
durability testing
Vehicle durability
testing
Defective Supplier bulb 3 |27
position socket durability testing
Lighting system
durability testing
Vehicle durability
testing
Defective wiring Supplier bulb 4 |72
harmess— durability testing
position circuit Lighting system
durability testing
Vehicle durability
testing
Adjusts beam | Driver is Driver’s ability Defective Motor and shaft 5128
elevation when Junable to to see the road alignment durability testing
commanded by |adjust beam | may not be motor/shaft Lighting system
driver to- for load optimal and durahility testing
compensate for | conditions, or | noncompliance Vehicle durability
load effects on Jeontrol is with govt. testing
vehicle attitude. | inadeguate. regulations.

Broken (molded)
attachment
points
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Action Results columns describe the implemented corrective actions along with the
estimated reduction in Severity, Occurrence and Detection rating and the resultant
RPN.

Example 4.8
Based on the functional block diagram of the vehicle generic front lighting
system (see Figure 4.29) , develop a design FMEA on the system abstraction level.

Solution:

The FMEA of the vehicle generic front lighting system is shown in Table
4.10. As seen from the table, the highest RPN corresponds to the failure mode
potentially caused by a defective light bulb. The corrective action of pursuing the
CBA (cost-benefit analysis) on a more reliable bulb reduces the occurrence rating
of this failure mode from § to 1, which, in turn, decreases the RPN to 27.

4.5.4 FMECA Procedure: Criticality Analysis

Criticality analysis is the combination of a probabilistic determination of a failure
mode occurrence combined with the impact it has on the system mission success.
Table 4.11 shows an example of a criticality analysis worksheet format. The
criticality analysis part of this worksheet is explained below.

Failure Effect Probability  The [ value represents the conditional
probability that the failure effect with the specified criticality classification will
occur given that the failure mode occurs. For complex systems, [ is difficult to
determine unless a comprehensive logic model of the system (e.g., a fault tree or
an MLD) exists. Therefore, in many cases, estimation of § becomes primarily a
matter of judgement greatly driven by the analyst's prior experience. The general
guidelines shown in Table 4.12 can be used for determining p.

Failure Mode Ratio «. The fraction of the item (component, part, etc.)
failure rate, A, related to the particular failure mode under consideration is
evaluated and recorded in the failure mode ratio (&) column. The failure mode
ratio is the probability that the item will fail in the identified mode of failure. If all
potential failure modes of an item are listed, the sum of their corresponding o
values should be equal to 1. The values of & should normally be available from a
data source (e.g, MIL-STD-338). However, if not available, the values can be
assessed based on the analyst’s judgement.
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Table 4.11 FMECA Worksheet Format

CRITICALITY ANALYSIS

System Date

Indenture level Sheet of

Reference drawing Compiled by

Mission Approved by

IDENTIFICATION ITEM/ FUNCTION | FAILURE | MISSION PHASES | SEVERITY FAILURE FAILURE FAILURE | FAILURE JOPERATING | FALURE ITEM REMARK

NUMBER FUNCTIONAL MODES OPERATIONAL CLASS PROBABILITY EFFECT MODE RATE TIME MODE CRIT #

TDENTIFICATION AND MODE FAILURE PROBABILITY | RATIO (3 -p) (T CRIT# |C =ZC )

(NOMENCLATURE) CAUSES RATE DATA % (@) C, =Pt

SQURCE
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Table 4.12 Failure Effect Probabilities
for Various Failure Effects

Failure effect B value
Actual loss 1.00
Probable loss 0.i<f-1.0
Possible loss 0<P <01
No effect 0

Failure Rate A. The generic or specific failure rate for each failure mode
of the item should be obtained and recorded in the failure rate (A) column. The
estimates of A can be obtained from the test or field data, or from generic sources
of failure rates discussed in Section 3.7,

Operating Time T.  The operating time, in hours, or the number of operating
cycles of the item should be listed in the corresponding column.

Failure Mode Criticality Number C, is used to rank each potential failure
mode based on its occurrence and the consequence of its effect. For a particular
severity classification, the C, of an item is the sum of the failure mode criticality
numbers C,, that have the same severity classification.

Thus,

n

¢ - Yic,)
and

C. =BaAT

where C, is the criticality of an individual failure mode, and n is the number of
failure modes of an item with the same severity classification.

Based on the criticality number, a so-called criticality matrix is usually
developed to provide a visual way of identifying and comparing each failure mode
to all other failures with respect to severity. Figure 4.30 shows an example of such
a matrix. This matrix can also be used for a qualitative criticality analysis in a
FMEA-type study. Along the vertical dimension of the matrix, the probability of
occurrence level (subjectively estimated by the analyst in an FMEA study) or the
criticality number C, (calculated in an FMECA study) is entered. Along the
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Figure 4.29 Hierarchic breakdown of the front lighting system.
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Tabie 4.13 FMECA for the Amplifier System in Exampie 4.9

Chapter 4

INDENT | CKT |[FAILURE EFFECTS SEVERITY MISSION CRITICALITY
NO. | NAME | MODE CLASS B o A TIME NO.Cm  |REMARKS
’ LOCAL SYSTEM (HOURS) '
1. A. a)Open | Circuit A failure |Degraded I 0.069'" 90 | 1x10° 72 4.47 x 10 May cause
b)Short [Both A& B Failure 1 1.00 .05 3.60x 10" |secondary
c) Other {circuit failure Degraded v 0.0093 | .05 3.35x10%  |failure.
A lost
2. B. a)Open | Circuit B failure |Degraded m 0.069 90 | 1x10' 72 447 x 10 May cause
b) Short BothA & B Failure 11 1.00 .05 3.60x 10° secondary
c) Other | circuit failure Degraded v 0.0093 05 335x 10° failure
B lost
A, = 18 x 10°. A, =1 x 0%, Bk, = | x 10°* Th= | C=ZC, =1621x10"
2x10°
Note: 1. Pr(System failure 1 4 open) = B for "A" open mode of failure =1 R, (72)=1 expl 1 x 10 'x72)=1 0.931 =0.06%

2

(0.931)(0.866)) = 1

Assume failure rate doubles due to degradation: R, = exp ( 2 x 10 ' x 72) = (.866, then Pr (System failure | A degraded) = |
(.99075 = 0.00925.

{0.931 + 0.866
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horizontal dimension of the matrix, the severity classification of an effect is
entered. The severity increases from left to right. Each item on the FMEA or
FMECA could be represented by one or more points on this matrix. If the item's
failure modes correspond to more than one severity effect, each failure mode will
correspond to a different point in the matrix. Clearly, those severities that fall in
the upper-right quadrant of the matrix require immediate attention for reliability
or design improvements.

INCREASING
CRITICALITY
(HIGH) —— -
4y | A
2+ 4 ' Pos
-2 Br | s
S YE 7
£ &g B f
) v 7
E 3 F - s
22 Ve
;E] SE v
< Sg — //
g — K& /s .
§ ] 25 D Pid :
s SH
i 28 7 s '
8 E :
_| / |
— (LOW) -
v 111 1 I

SEVERITY CLASSIFICATION
INCREASING LEVBL OF SEVERITY -

Figure 4.30 Example of Criticality Matrix. *Note: both criticality number (C,) and
probability of occurrence level are shown for convenience.

Example 4.9
Develop FMECA for a system of two amplifiers A and B in parallel
configuration. In a given mission, this system should function for a period of 72

hours.

Solution:
The summary of this analysis is displayed in Table 4.13. One can draw
the following conclusions for this misston of the system.
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1. The system will be expected to critically fail with a probability of
0.0036 + 0.0036 = 0.0072.

2. The system will experience a failure resulting in system degradation
with a probability of 3.35E -5 x 2=6.7F - 5.

3. The system will experience a critical failure due to “open” circuit failure
mode with a probability of 4.47 x 10" x 2 =8.94 x 10",

The above approximate probabilities can only hold true if the product of «,
B. A, and T is small (e.g., < 0.1). Normally, criticality numbers are used as a
measure of severity and not as a prediction of system reliability. Therefore, the
most effective design would allocate more engineering resources to the areas with
high criticality numbers, and on minimizing the Class I and Class I severity
failure modes

EXERCISES

4.1 Consider the circuit below:

I[_~_q’ xl Y X2 —

X3 Ema

Assume the reliability of each unit R(x,) = exp(-A ,n,and A, = 2.0E - 4
hr'! for all i. Find the following:

a) Minimal path sets.

b) Minimal cut sets.

¢) MTTF.

d) Reliability of the system at 1000 hours.

4.2 Consider the circuit below:
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AT

x
N
v

B

Find the following:

a) Minimal path sets.
b) Minimal cut sets.

c) Reliability of the system at 1000 hours.
d) Probability of failure at 1000 hours, using cut sets, to verify results

from c.

€) Accuracy of the results of d) and/or c), using an approximate method.

f) MTTEF of the system.

4.3 Calculate the reliability of the system shown in the figure below for a
1,000-hour mission. What is the MTTF for this system?

4.4

2]

1 11

—

Sy Ny

[ )

Consider the piping system shown in the figure below. The purpose of the
system is to pump water from point A to point B. The time to failure of all
the valves and the pump can be represented by the exponential distributions
with failure rates A, and A, respectively.
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POINT A L V2 POINT B
vi

4.5

4.6

D e
v3

a) Calculate the reliability function of the system.

by If A, =10 hr' and AP =2x10 *hr ', and the system has
survived for 10 hours, what is the probability that it will survive
another 10 hours?

Estimate reliability of the system represented by the following reliability
block diagram for a 2500-hour mission. Assume a failure rate of 10 */ hour
for each unit.

A B F I

A containment spray system is used to scrub and cool the atmosphere around
a nuclear reactor during an accident. Develop a fault tree using “No H.O
spray” as the top event. Assume the following conditions:

There are no secondary failures.

There is no test and maintenance.

There are no passive failures.

There are independent failures,

One of the two pumps and one of the two spray heads is sufficient to
provide spray. (Only one train is enough.)

One of the valves sv, or sy, is opened after demand. However, sv, and sv,
are always normally open.

Valve sv. ts always in the closed position.
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Spray Nozzle

o
SN1

CONTAINMENT

[~ TR
SN2

There is no human error.
SP,, SP,, sv,, sv,, svy, and sv, use the same power source P to operate.

4.7 Consider the fault tree below.

© & © ©

Find the following:

a) Minimal cut sets
b) Minimal path sets
c) Probability of the top event if the following probabilities apply:

Pr(4) = Pr(C) = Pr(E) = 0.0]
Pr(B) = Pr(D) = 0.0092
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4.8 Consider the pumping system below. System cycles every hour. Ten minutes
are required to fill the tank. Timer is set to open contact 10 minutes after
switch is closed. Operator opens switch or the tank emergency valve if
he/she notices an overpressure alarm. Develop a fault tree for this system
with the top event “Tank ruptures.”

Contact
___/ Alarm

Switch ﬂ
/L g | Tank
-/

Power _ |
Supply T % Operator Pump
— K
Timer Coil I\E/l;'llt‘z/regency

4.9  Find the cut sets and path sets of the fault tree shown below using the top-down
substitution method.

T

o) o
EON - £

4.10 Compare Design 1 and Design 2 below.
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Failure rates (hr')
A,=10° A,.=10° A,=10° A,=10"
a) Assume that the components are nonrepairable. Which is the better
design?

b) Assume that the system failure probability cannot exceed 10~. What
is the operational life for Design 1 and for Design 2.

4.11 Consider the following electric circuit for providing emergency light during
a blackout.

L AC { AC Supply
(=

7\ ; R _Rela_\'
]

—i—

Batteries

In this circuit, the relay is held open as long as ac power is available, and either of
the four batteries is capable of supplying light power. Start with the top event “No
Light When Needed.”

a) Draw a fault tree for this system.
b) Find the minimal cut sets of the system.
¢) Find the minimal path sets of the system.
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Valve

P, » Qutput
H,0

4.12 Consider the following pumping system consisting of three identical parallel
pumps, and a valve in series. The pumps have a constant failure rate of A,
(hr') and the valve has a constant failure rate of A, (hr'') (accidental closure).

a) Develop an expression for the reliability of the system using the success
tree. (Assume non-repairable components.)

b) Find the average reliability of the system over time period T.

¢) Repeat questions (a) and (b) for the case that At < 0.1, and then
approximate the reliability functions. Find the average reliability of the
system when A = 0.001 hr'' and T = 10 hours.

4.13 In the following system, which uses active redundancy, what is the
probability that there will be no failures in the first year of operation?
Assume constant failure rates given below.

=

j A=200x10%hbr ‘—j

=10x 10%hr 1=200x10%he [——— —
A’ ’ i T

oo ]

4.14 A filter system is composed of 30 elements, each with a failure rate of
2 x 10 * (hr'"). The system will operate satisfactorily with two elements
failed. What is the probability that the system will operate satisfactorily for
1000 hours?
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4.15 Consider the reliability diagram below.

a) Find all minimal path sets.

b) Find all minimal cut sets.

¢) Assuming each component has a reliability of 0.90 for a given
mission time, compute the system reliability over mission time.

4.16 In the following fault tree, find all minimal cut sets and path sets. Assuming
all component failure probabilities are 0.01, find the top event probability.

4.17 An event tree is used in reactor accident estimation as shown:

SEE, 4 S8equence 1 = XY
_x__,_f N

I ——————————- Sequence I = Xy

-

ve——— . Sequence 3 = X
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where sequence 1 is a success and sequences 2 and 3 are failures. The cut
sets of system X and Y are

X

i

A-B+A-C+D
and

t

B-D+E+A

Find cut sets of sequence 2 and sequence 3.

4.18 In a cement production factory, a system such as the one shown below is
used to provide cooling water to the o.zsutside of the furnace. Develop an
MLD for this system.

System bounds: S0 S0 860 840 55, 86, 55, 84,54, 5., 5,

Top event: Cooling from legs 1 and 2

Not-allowed events: Passive failures and external failures

Assumptions: Only one of the pumps or legs is sufficient to provide

the necessary cooling. Only one of the tanks is
sufficient as a source.

Leg?2
Vi Valves X Valves
S6 SI S2 S4
M
Valves Pumps Valves ™
.
M 8
S5

4.19 Develop an MLD model of the following system. Assume the following:
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[ pw |
! Compute l PC
i Process-Contral | prpr
i Compute
| - Common
! Iﬁj Bus (CB)
! Coatrol ‘Cl-l Control I
‘_Immment- li | Instrument ﬂ
! T S
Field 1 [ Field ,
Sensor | | Sensor 2 n
| j
Poduct ——I—D<G— i —D—
Orifice - | Coavol Orifice -2 Control
©1)  Vawe-) ©.) Vabe.2
cv-l) cv-2

One of the two product lines is sufficient for success.

Control instruments feed the sensor values to the process-control com-
puter, which calculates the position of the control valves.

The plant computer controls the process-control computer.

a)
b)
)
d)

Develop a fault tree for the top event “inadequate product feed”.
Find all the cut sets of the top event.

Find the probability of the top event.

Determine which components are critical to the design.

4.20 Perform a FMECA analysis for the system described in Exercise 4.19.
Compare the results with part (d) of Exercise 4.19.

4.21

A standby system is shown below. Assume that components a, b, and c are

identical with a constant failure rate of 1 x 10~ (hr"') and a constant standby
failure rate of 1 x 10°° (hr'"). The probability that the switch fails to operate

if component “a” fails is

t = 200 hours. (Note that either

operation,)

5 x 10”. Calculate the reliability of this system at

“a” or “b and ¢” is required for system
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4.22 A super-computer requires subsystem “A” and either subsystem “C or
subsystem “B” to function so as to save some critical data following a
sudden loss of power to the computer. Subsystems A, B, and C are
configured as shown below:

e it
__J o ‘_ —1_ J.w —l a }_-J
"ﬂ_ﬁ L dL -

Subsystem A Subsystem B Subsystem C

Use the following component reliability values to determine the probability
that critical data will not be saved following a loss of power: R, = 0.99.
R,=098 R =0.999,R,=0.998, R, =0.99.

4.23 A system of two components arranged in parallel redundancy has been
observed to fail on average, every 1000 hours. Data for the individual
components which come from the field experience indicate a failure rate of

about 0.01 per hour. Is there an inconsistency in component-level and
system-level failure rates?

4.24 Consider the system shown below.
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1/'\
RO
i LB
hle—PL-—Q>W 7?7 <}D\ — = » Quiput
| O
I

B and F are mnidirectional

Develop a fault tree for this system with the top event of “No Output from
the System.” Calculate the reliability of this system for a 100 hour mission.
Assume MTTF of 600 hours for all components.
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Reliability and Availability of
Repairable Items

When we perform reliability studies, it is important to distinguish between
repairable and nonrepairable items. The reliability analysis methods discussed in
Chapters 3 and 4 are largely applicable to nonrepairable items. In this chapter, we
examine repairable systems and discuss methods used to determine the failure
characteristics of these systems, as well as the methods for predicting their
reliability and availability.

Nonrepairable items are those that are discarded and replaced with new ones
when they fail. For example, light bulbs, transistors, contacts, unmanned satellites,
and small appliances are nonrepairable items. Reliability of a nonrepairable item
is expressed in terms of its time-to-failure distribution, which can be represented
by respective cdf, pdf, or hazard (failure) rate function, as was discussed in
Chapter 3.

Repairable items, generally speaking, are not replaced following the
occurrence of a failure; rather, they are repaired and put into operation again. On
the other hand, if a nonrepairable item is a component of a repairable system,
estimation of the distribution of a number of the component replacements over a
given time interval is a problem considered in the framework of repairable systems
reliability. In contrast to nonrepairable items, reliability problems associated with
nonrepairable items are, basically, considered using different random (stochastic)
processes’ models, some of them are discussed below.

In this chapter, we are also interested in the notion of availability. Items can
be repaired, and repair activities take time. The probability that an item (system)
is up (functioning) can be measured by a probability value called availability,
which shows the probability that the system is up. Conversely, the probability that
the system is down is called unavailability.

We will stast with probabilistic models and statistical methods that are used

281
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in determining the failure characteristics of repairable items and their reliability.
We will then define the concept of availability and explain availability evaluation
methods for repairable items. Although the presentation of the material in this
chapter focuses on system reliability and availability, the methods are equally
applicable to components.

5.1 REPAIRABLE SYSTEM RELIABILITY

5.1.1 Basic Random Processes Used as Probabilistic Models of
Repairable Systems

For the situations when the down time associated with preventive maintenance.
repair or replacement actions is negligible, compared with the mean time between
failures (MTBF), the, so-called, point processes are used as probabilistic models
for respective failure processes. The point process can be informally defined as a
model for randomly distributed events, having negligible duration. The following
point processes are mainly used as probabilistic failure process models (Leemis
(1995)): homogeneous Poisson process (HPP), renewal process (RP) and non-
homogeneous Poisson process (NHPP). These processes will be discussed later in
this section. For those situations when the respective down time is not negligible,
compared with MTBF, the, so-called, alternating renewal process (ARP) is used.

Usually a point process is related to a single item (e.g., a system). A sample
path (trajectory) or realization of a point process is the successive failure times of
anitem: 7, 7T, ..., T, ... (see Figure 5.1). We can also use the point process
mode] for studying a group of identical items, if the number of items in the group
is constant. We must also remember that the sampling scheme considered is “with
instantaneous replacement.”

A realization of a point process is expressed in terms of the counting
Sunction, N(t), which is introduced as the number of failures, which occur during
interval (0,¢) (Leemis (1995)),i.e., fort>0

N(t) = max (k|T, < 1) (5.1

It is clear that N(/) is a random function. Denote the mean of N(f) by A(1),
i.e., E[N(1)} = A(D). A realization, N(r), and the respective A(r) are shown in Figure
5.1. A(r) and its derivative, A(r)' = A(r), known as the rate of occurrence of
Jfailures (ROCOF) or the intensity function, are the basic characteristics of a point
process. Sometimes the notation v(¢) is used instead of A(7). (Please note that
notation A(f) can be misleading, it should not be confused with the hazard (failure)
rate function for which the same notation is often used.) At this point, it is
important to make clear the difference between the failure (hazard) rate function,
(1), and ROCOF, A(1). As it was discussed in Chapter 3. the hazard (failure) rate
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5= A(t) = E[N(1)] o=

0 ! >
T] Tg T; T_; TS t

Figure 5.1 Geometric interpretation of f(t), N(t), and A(t) for a repairable system.

function, A(f), is a characteristic of time-to-failure (or time-between-failures)
distribution, while ROCOF, A(z), is a characteristic of point process.

To move forward, we should recall the sampling procedures associated with
f(r) and h(1):

N items are tested to failure without replacement (so the number of items in

a test is time dependent); or
an item is tested to failure with instantaneous replacement by the new item

from the same population.

ff(r)dr

From the standpoint of probabilistic interpretations, pdf, f(t), is the
unconditional pdf, so, the integralis the unconditional probability of failure in the
interval (t,, t,). Meanwhile, the failure rate function, (t), is the conditional pdf,
and integral

!

f:h(t)dt

fy

is the conditional probability of failure in the interval (¢, ¢.).

Under the sampling procedure for a point process, one (or N) item(s) is (are)
tested with instantaneous replacement by an item (not necessarily from the same
population). The number of items under the test is always constant. The respective
probabilistic interpretations of ROCOF, A(t), is given by the following equation

I

f:)t(z)dt - E[N(rz, 1 )]

n

where E[N(t.,t,)] is the mean number of failures which occur in the interval (t,.t,).
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Now, we can summarize the time-dependent reliability behavior of repair-
able and nonrepairable items in terms of the hazard rate function and ROCOF
(Leemis (1995)). The term burn-in is used for a nonrepairable item when its
failure (hazard) rate function is decreasing in time, and the term wear-out is used
when the failure (hazard) rate function is increasing. The life of nonrepairable item
1s described by the time-to-failure distribution of a single nonnegative random
variable.

For repairable items the term improvement is used when tts ROCOF is
decreasing and the term deterioration is used when its ROCOF is increasing. The
life of repairable items, generally speaking, cannot be described by a distribution
of a single nonnegative random variable; in this case such characteristics as time
between successive failures are used (the first and the second, the second and the
third, and so on).

Now we discuss the basic point processes which are used in the modeling of
repairable systems. Below, we briefly consider their main probabilistic properties
and basic estimation procedures.

Homogeneous Poisson Process

Homogeneous Poisson process (HPP), with ROCOF A, is defined as a point
process having the following properties:

N(0) =0,

the process has independent increments (i.e., the numbers of failures
observed in nonoverlapping intervals are independent),

the number of failures, observed in any interval of length, ¢, has the Poisson
distribution with mean Ar.

The last property of the HPP is not only important for straightforward
reliability applications, but also can be used for the hypothesis testing that a
random process considered is the HPP. It is obvious that the HPP is stationary, i.e..
A is constant. Consider some other useful properties of the HPP.

Superposition of the HPPs

As it was mentioned earlier, HPP, RP, and NHPP are used for modeling the
failure behavior of a single item. In many situations it is important to model the
failure pattern of several identical items simultaneously (the items must be put in
service or on a test at the same moment). The superposition of several point
processes is the ordered sequence of all failures that occur in any of the individual
point processes.

The superposition of several HPP processes with parameters A, A, , . ... 4,
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isthe HPP with A = A, + A, + - - - + 4. The well-known example is a series system,
introduced in Chapter 4, with exponentially distributed elements.

Distribution of Intervals Between Failures

As it was shown in Section 3.2.1, under the HPP model, the distribution of
intervals between successive failures is modeled by the exponential distribution
with failure rate A. The HPP is the only process for which the failure rate of time-
between-failures distribution coincides with its ROCOF.

Let now T, be the time from an origin (test start) to the n, th failure, where
n, is a fixed (nonrandom) integer. In this notation the time to the first failure is T .
It is clear that T, is the sum of n jndependent r.v.'s each exponentially
distributed. As it was discussed in Section 3.4.2, the random variable, 2AT , has
the Chi-squared distribution with 2n, degrees of freedom:

ZATHO = X22110 (52)

Later in this section, we will also be dealing with In(T,, ). Using relationship (5.2)
one can write ,
In(T,,) = - In(2) + In(x’,,,)

This expression shows that one has to deal with log Chi-squared distribution, for
which the following results of Bartlett and Kendall are available (Cox and Lewis
(1978)). For the large samples the following (asymptotic) normal approximation
for the log Chi-squared distribution can be used:

E(lnT}): ln(fg I

AJ'(%% ! ]

16n,

(5.3)

1, 1
Q
2 10n,

This approximation is used in the following as a basis for a trend analysis
procedure (see Section 5.1.4 and Example 5.5).

Renewal Process

The renewal process (RP) retains all the properties related to the HPP, except
for the last property. In the case of RP the number of failures observed in any
interval of length ¢, generally speaking, does not have to follow the Poisson
distribution. Therefore, the time-between-failures distribution of RP can be any
continuous distribution. Thus, RP can be considered as a generalization of HPP for
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the case when the time-between-failures is assumed to have any distribution
(Leemis (1995)).

The RP based model is appropriate for the situations where an item is
renewed to its original state (as a new one) upon failure. This model is not
applicable in the case of a repairable system consisting of several components, if
only a failed component is replaced upon failure.

The following classification of the RPs is based on the coefficient of
variation, g/, (standard deviation to mean ratio) of the time-between-failures
distribution. A RP is called underdispersed (or conversely overdispersed) if the
coefficient of variation of the time-between-failures distribution is less than
(greater than) 1. It can be shown that if time-between-failures distribution is IFR
(DFR), its coefficient of variation is less than (greater than) 1 (Barlow and
Proschan (1981)), and so the corresponding RP is underdispersed (overdispersed).
Recall that for the exponential distribution o/p = 1. In opposite to the
overdispersed RP and the HPP, for which any preventive action policy, formally,
does not have any sense, different optimal preventive action schedules can be
considered for the underdispersed renewal processes.

Many of the reliability applications of the HPP and the RPs are reduced to
solving the following problems:

find the distributionof T, =t,+ ¢, + - - - + ¢, the time to nth failure.

n?*

find the distribution of the number of failures by time t.

The simplest particular case of RP is the HPP (the exponential time-between-
failure distribution). In general, all the problems are not easy to solve, neverthe-
less, for the distribution of T, the first two moments (the mean and variance of 7))
can be easily found as

E(T ) = nE(1)

n

and
var(T, ) = nvar(?)

n

Renewal Equation

Let A(r) = E[N(), where N(z) is given by (5.1). Function A(t) is sometimes
called the renewal function. It can be shown (see Hoyland and Rausand (1994))
that A(1) satisfies the, so-called, renewal equation:

It
A = F(y» [F(r-s)dAGs) (5.4)
0

where F(1) is the cdf of time-between-failures (rs). By taking the derivative of
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both sides of (5.4) with respect to ¢, one gets the following integral equation for
ROCOF, A1),

A(t) = f(r)y + ff(r—s)k(s)ds
4]

where fit) is the pdf of F(t). The integral equation obtained can be solved using a
Laplace transformation. The solutions for the exponential and gamma distributions
can be obtained in closed form. For the Weibull distribution only the recursion
procedures are available (Hoyland and Rausand (1994)). The possible numerical
solutions for other distributions and different types of renewals can be obtained
using Monte Carlo simulation. For more information see Kaminskiy and Krivtsov
(1997).

The statistical estimation of cdf or pdf of time-between-failures distribution
on the basis of ROCOF or A(f) observations is difficult.

For the HPP

In general, the elementary renewal theorem states the following asymptotic
property of the renewal function:

i Al 1

im —= =

[ t MTTF

Some confidence limits for A(f) are given in Hoyland and Rausand (1994).
Contrary to the HPPs, the superposition of RPs, in general, is not a RP.

Example 5.1

Time-between-failure of a repairable unit is supposed to follow the Weibull
distribution with scale parameter o = 100 hours and shape parameter p = 1.5.
Assuming that repairs are perfect, i.e., the unit is renewed to its original state upon
a failure, assess the mean number of repairs during mission time r = 1000 hours.

Solution:
Use the elementary renewal theorem. The Weibull mean is given by (see
Table 3.1)

MTTF - u*I‘[B+ ']
p

so, for the given values of & and 3, MTTF = 90.27 hours. Thus, the mean number

of repairs during mission time ¢ = 1000 hours can be estimated as
A(1000) - 1990y 08
90.27
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Nonhomogeneous Poisson Process (NHPP)
The definition of the Nonhomogeneous Poisson Process (NHPP) retains all
the properties related to the HPP, except for the last one. In the case of NHPP, A
is not constant, and the probability that exactly n failures occur in any interval, (z,,
1-), has the Poisson distribution with the mean
5

'/'A(t)dt

f

Therefore,

n
f

fl(r)dr exp| - fl(r)dr

h 4

(5.5)

n!

forn=0,1,2,...The function

Aty = [ A(D)dr
()f

analogous to the renewal function is often called the cumulative intensity function
(Leemis (1995)), while the ROCOF A(r) is called the intensity function.

Unlike the HPP or the RP, the NHPP is capable of modeling improving and
deteriorating systems. If the intensity function (ROCOF) is decreasing, the system
is improving, and if the intensity function is increasing, the system is deteriorating.
If the intensity function is not changing with time, the process reduces to the HPP.

It should be noted that the NHPP retains the independent increment property.
but the times between failures are neither exponentially distributed nor identically
distributed.

The reliability function for the NHPP can be introduced for a given time
interval (1,, t,) as the probability of survival over this interval, i.e.,

0
f

fzk(r)dt exp Afl:l(t)dt

Iy

0! (5.6)

!

exp| - fl(t)dt

{
I

It
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It is obvious that in the case of the HPP (where A = const.) this function is reduced
to the conditional reliability function (3.5) for the exponential distribution.

5.1.2 Statistical Data Analysis for Repairable Systems

From the discussion in the previous section, it is obvious that the HPP cases are
the simplest cases for repairable equipment data analysis. For example, in such
situations the procedures for exponential distribution estimation discussed in
Chapter 3 (classical and Bayes’) can be applied. The main underlying assumption
for these procedures, when applied to repairable systems, is that rate of occurrence
of failures (ROCOF), A, is constant and will remain constant over all time intervals
of interest. Therefore, the data should be tested for potential increasing or
decreasing trends.

The use of the estimators for HPP are justified only after it has been proven
that the ROCOF is reasonably constant, i.e., there is no evidence of an increasing
or decreasing trend. An increasing trend is not necessarily due to random aging
processes. Poor use of equipment, including poor testing, maintenance, and repair
work, and out-of-spec (overstressed) operations, can lead to premature aging and
be major contributions to increasing trends.

Figure 5.2 depicts three cases of occurrences of failure in a repairable
system.

Interval of Data Observation

>
Case ! M * - * v When do we
Case] ‘=tr— r——y * : expect a .failure
| to occur in
Case 3 - PRSP - the future ?
I é’ Arrival of a Failure '
! ]
Start of Present
Observation Time

Figure 5.2 Three cases of failure occurrence.

The constant ROCOF estimators give the same point and confidence estimates for
each of the three situations shown in Figure 5.2, since the number of failures and
length of experience are the same for each. Clearly, Case 2 shows a decreasing
failure rate, while Case 3 shows an increasing failure rate. We would therefore
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expect that, given a fixed time interval in the future, the system, shown as Case 3,
would be more likely to fail than the other two systems.

This shows the importance of considering trends in occurrence of failures
when predicting system reliability.

According to Ascher (1984) and O'Connor (1991), the following points
should be considered in failure rate trend analyses:

1. Failure of a component may be partial, and repair work done on a failed
component may be imperfect. Therefore, the time periods between
successive failures are not necessarily independent. This is a major
source of trend in the failure rate.

2. Imperfect repairs performed following failures do not renew the system,
i.e., the component will not be as good as new following maintenance
or repair. The constant failure rate assumption holds only if the
component is assumed to be as good as new; only then can the statistical
inference methods using a constant ROCOF assumption be used.

3. Repairs made by adjusting, lubricating, or otherwise treating component
parts that are wearing out provide only a small additional capability for
further operation, and do not renew the component or system. These
types of repair may result in a trend of an increasing ROCOF.

4. A component may fail more frequently due to aging and wearing out.
In the remainder of this section, we provide a summary of a typical
trend-analysis process, and discuss the subsequent calculation of
unavailability estimates.

Several procedures may be used to check the HPP model assumptions. For
example, the goodness-of-fit criteria discussed in Chapter 2 can be applied to
testing the exponential distribution of times-between failures, or the Poisson
distribution of the number of failures observed in equal length time intervals.
Another useful procedure, discussed in the Chapter 3 is the total-time-on-test.

5.1.3 Data Analysis for the HPP
Procedures Based on the Poisson Distribution

Suppose that a failure process is observed for a predetermined time f,, during
which n failures have been recorded at times ¢, < t,, ... < t,, where, obviously.

t, < t,. The process is assumed to follow a HPP.
The corresponding likelihood function can be written as

L = Ae Ay
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It is clear that, with 7, fixed, the number of events, n, is a sufficient statistic (note
that one does not need to know ¢, f,, . . ., 1, to construct our likelihood
function). Thus, the statistical inference can be based on the Poisson distribution
of the number of events. As a point estimate of A one usually takes n/t,, which is
the unique unbiased estimate based on the sufficient statistic.

A typical problem associated with repairable systems, in which the failure
behavior follows the HPP, is to test for the null hypothesis A = A, (or the mean
number of events, 4 = p, = Ay,) against the alternative A > A, (u > u, ). The
alternative hypothesis has the exact level of significance, P,, corresponding to the

observed number of failures n, given by (Cox and Lewis (1968)):

P.(n, p,)=Pr(N>nlpu-=p)
Hy (57)

¥ Moe

yon I!

For the alternatives A < A, (1 < I,) , the exact level of significance corresponding
to an observed value n is given by

P(n, py)=Pr(Nsn|p=p,) (5.8)

If the two-sided alternatives are considered, the level of significance is defined to
be

P(n, py) = 2min[ P (n, ny), P (n, p,)] (5.9)

If the normal approximation to the Poisson distribution is used (see Section 2.3.2),
the corresponding statistic, having the standard normal distribution, is

n-p,l-05

iy

(5.10)

where 0.5 is a correction term.

Example 5.2

Twelve failures of a new repairable unit were observed during a three year
period. From the past experience it is known that for similar units, the rate of
occurrence of failures, A, is 3.33 year'. Check the hypothesis that the rate of
occurrence of failures of the new unit A is equal to A,
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Solution:

Choose 5% significance level. Using Table Al, find the respective
acceptance region for statistic (5.10) as interval (- 1.96, 1.96). Keeping in mind
that p, =A, ¢ = 3.33 x 3 = 10, calculate statistic (5.10):

|12-10] - 05

V10

which is inside the acceptance region. Thus, the hypothesis that the rate of
occurrence of failures of the new unit is equal to the rate of similar units, A, is not
rejected.

= 0.47

Another typical problem associated with repairable systems, which failure
behavior can be modeled by the HPP is the comparison of two HPPs. Such
problems can appear, for example, when two identical units are operated in
different plants or by different personnel, and one is interested in the correspond-
ing ROCOF comparison.

Assume that our data are the observations on two independent HPPs and the
goal is to compare the corresponding rates of occurrence, A, and A,.

Let the data collected be the numbers of failures n, and n,, observed in non-
random time intervals 7, and T, correspondingly. The random numbers of events
n,and n,, can be considered as observed values of independent random variables
with Poisson distributions having the means p, = A, T, and 1, = A,T, so that, we

can write
exp( -u, 1n:
P( “‘)H.v (5.11)

'l‘

exp( -H, Ju,

"1" n,

Pr(N, = n, N, =n,) =

1 1 2 2

To compare the ROCOFs for the processes considered, one may use the following
statistic (Cox and Lewis (1968))

M, T
p~P|>TA

171

o

Since the nonrandom time intervals T, and T, are known, inference about p 1s
identical to the inference about the ratio A, /A,. The inference about p can be done.
based on the conditional distribution of N, (or N)) given N, + N, = n, + n,. This
probability can be written as
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Pr(N, =n,, N, =n,)
PT(N2:"2|N|+Nz:"l+n2):Pr(N +N. =n +n)
i 2 i 2

uy Ry
_oniny! exp (1, 7 1) 51
p —*p "I"l: :
:(HI +n2] 6":(1*6)"1
m,

where 0 = p/(1 + p).

In the case where A, = A, , the probability (5.12) is binomial with parameter
T, /T, + T,), and this parameter is 0.5 in an important particular case of equal
length time intervals. Thus, exact procedures for the binomial distribution or its
normal approximations can be used for making inference about p.

Example 5.3

In nuclear power plants, Accident Sequence Precursors are defined as *‘those
operational events which constitute important elements of accidence sequences
leading to severe core damage” (see Section 8.6). In Table 8.11, the annual
cumulative numbers of precursors for the U.S. plants are given for the period of
1984—-1993. The occurrence of precursors is assumed to follow an HPP. There
were 32 events observed in 1984 and 39 in 1993. Test the hypothesis that the rate
of occurrence of events (per year) is the same for the years given.

Solution:

For the data given n, = 32 and n, = 39. Because 7,=T,= 1 year, our null
hypothesis is H, : p, = 1, so that 6, = 0.5. Using the normal approximation (similar
to (5.10)), calculate the following statistic

|n, -nB,| - 05

VnB,(1-6,)

where n = n, + n, . Thus, one gets

139 - 7172] - 05

V71 x0.5x%x05

= 0.71
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which is inside an acceptance region for any reasonable significance level, c. In
other words the data do not show any significant change in the rate of precursor
occurrence (H, is not rejected).

Procedures Based on the Exponential Distribution of Time Intervals

In Section 3.2.1 it was shown that under the HPP model, the intervals
between successive failures have the exponential distribution. Therefore, data
analysis procedures for the exponential distribution considered in Chapter 3
(classical as well as Bayes’) can be used. Some special techniques applicable for
the HPP are considered in the next section, where the data analysis for the HPP is
treated as a particular case of data analysis for the NHPP.

Assume again that failure data are the observations from two independent
HPPs and our goal is to compare the corresponding rates of occurrence (ROCOF),
A, and A,

Let ¢, and ¢, be the times at which predetermined (nonrandom) numbers, n,
and n, , of failures occur for the corresponding processes. It is clear that ¢, and ¢,
can be considered as realizations (observed values) of independent random
variables, T, and T,, for which the quantity 2AT has the Chi-squared distribution
with 2n degrees of freedom (see Section 3.4.2) . We can introduce statistic

R - 2A,T, 20T, 513
i 2n, 2n, ©-13)
which follows the F distribution with (2n,, 2n,) degrees of freedom (Cox and

Lewis (1968)). Based on this statistic, the confidence intervals for the ratio A./A,
can be written as:

Pr(F, ., < R < Fm]:l—a,

where F_ is the upper a quantile of the F distribution with (2n,, 2n,) degrees of
freedom. Substituting the observed values, ¢, and ¢,, one gets the confidence
interval corresponding to the confidence probability | - « as

(5.14)
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The corresponding null-hypothesis that A,/A, = r,, can be tested using the two tailed
test for the statistic

(5.15)

having under H, the F distribution with (2n,, 2n,) degrees of freedom (see Table
A.S).

Example 5.4

The failure data on two identical items used at two different sttes were
collected. At the first site, observations continued till the eighth failure, which was
observed at 1880 hours. At the second site observations continued till the twelfth
failure, which was observed at 1654 hours. Assuming that the time-between-
failure distributions of both items are exponential, check if the items are identical
from a reliability standpoint, i.e., test the null hypothesis, H,: A, = A,

Solution:
Calculate statistic (5.15) for r, =1

[y

Using 10% confidence level and Table AS5, find the acceptance region as
(0.48, 2.24). So, our null hypothesis is not rejected.

= 0.586

5.1.4 Data Analysis for NHPP

As it was mentioned above, the NHPP can be used to model improving and
deteriorating systems: if the intensity function (ROCOF) is decreasing, the system
is improving, and if the intensity function is increasing, the system is deteriorating.
The problem of ROCOF trend analysis is of great importance simply because any
preventive actions do not have any sense for the HPP due to the memoryless
property of the respective exponential time-between-failure distribution.
Formally, we can test for trend, taking the null hypothesis of no trend, i.e.,
that the events form the HPP and applying a goodness-of-fit test for the
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exponential distribution of the intervals between successive failures the Poisson
distribution of the number of failures in the time intervals of constant (nonrandom)
length. A simple graphical procedure based on this property is to plot the
cumulative number of failures versus the cumulative time. Deviation from
linearity indicates the presence of a trend.

These tests are not sensitive enough against the NHPP alternatives, so it is
better to apply the following methods (Cox and Lewis (1968)) .

Regression Analysis of Time Intervals

Suppose one has a reasonably long series of failures and the problem is to
examine any gradual trend in the rate of failure occurrence.

Choose an integer, /, which is recommended to be no less than 4, but such
that no appreciable change in ROCOF arises during the interval of occurrence of
! failures.

Let 1, be the observed time from the start to the /th failure, 1, be the time from
the /th failure to the 2/th failure, and so on. Finally, we have got a series of
intervals ¢, 1, , . . ., ¢. If the process considered is the HPP, using Equations (5.3)
one can write:

E(]nt,) = -Ind, + ¢

(5.16)
var(lnr,) =,

where ¢, and v, are known constants independent of A, for example,

1

v, = ———
1-05
andf, (i = 1,2, ...) are independently distributed. Assume that the observations

are generated by a process satisfying all the conditions for a HPP, except that the
ROCOF A is slowly varying with time. Consider the approximation that

A is a constant, A, , within the period covered by ¢, , and that an independent
variable ;, can be attached to each ¢, such that in the case of simplest
model,

Ink, = o+ fz (5.17)

For example, z, might be

the midpoint of the interval ¢, if A is being considered as a function of
time, ¢

the value of any constant or, averaged over the interval ¢, independent
variable, which could responsible for ROCOF variation.
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Under the above assumptions, we obtain the following linear regression model:

E(lnt) = -(a" +Bz)
var(lntl) = v,

where ¢’ = ot - ¢, and P} are unknown parameters and v, is a known constant. Using
the standard regression procedures (as discussed in Section 2.8), one can

obtain the standard least-squares estimates of parameters o’ and p

test approximately the null hypothesis B = 0 and obtain approximate
confidence limits for 3,

compare the residual variance with the respective theoretical value, v, , to
check the adequacy of the model.

One can include in the model considered above additional independent variables.
For example, we can generalize model (5.17) to a loglinear polynomial model

logk, = a+ﬁz,+yz,2+"'

Another regression approach, performed in terms of counts of failures
observed in successive equal time intervals, is considered in (Cox and Lewis
(1968)). The regression procedures considered can also be performed in the
framework of Bayesian approach to regression, given, for example, in (Judge, et
al. (1988)). The Maximum Likelihood estimation for model (5.17) is considered
by Lawless (1982), who also applied this model to failure data on a set of similar
air-conditioning units.

Example 5.5

Consider the following data in the form of successive times between failures
of a repairable item. Let ¢, be the observed time from the start to the 4th failure,
t,be the time from the 4th failure to the 8th failure, and so on, and let z, be the time
at the center of the interval ¢. Using the data below, fit the simple linear regression
model (5.17) and determine whether or not there is any trend in ROCOF.

Interval number, i Iny, Z, (in relative units)
1 0.151 0.581
2 0.157 1.748
3 0.275 2.99]
4 -0.445 3.970
5 -0.983 4478
6 -0.703 4913
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Solution:
Rewrite Equation (5.18) in the form:

E(lnr)= (e «PBz)=v," vz
var(lnt ) = v,
where o’ = o -¢, c,, and v, are given by (5.3),1.e,,

c, = In4 - = 1.256

vs o = 0.284
4-05

10 - 4

Meanwhile, o and B are unknown parameters to be estimated. Using the standard
least-squares estimates (2.101) for y, and y based on the data, obtain:

9, = 0.540, ? = -0.256

Therefore,
o =0 +c, = -0.540 + 1.256 = 0.716

0.256

=
i

Finally,
A(t) = 100.761 + 0.2561¢

To check the adequacy of the ROCOF mode! obtained, we need to check the
hypothesis that the theoretical variance v, = 0.284 ( having infinite number of
degrees of freedom) is not less than the residual variance which can be calculated
using (2.102). The value of the residual variance is 0.114, and ithas 6 - 2 =4
degrees of freedom. Using the significance level of 5% and the respective critical
value from Table A.S, conclude that our hypothesis is not rejected, so the model
obtained is adequate.

Maximum Likelihood Procedures

Under the NHPP model the intervals between successive events are
independently distributed and the probability that, starting from time ¢,, the next
failure occurs in (¢,, ,, £,,, + Af) can be approximated by (Cox and Lewis (1968)):
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T

At )Atexp| - f A(x)dx

!
!

where the first multiplier is the probability of failure in (z,,,. 1, + Af), and the
second one is the probability of a failure-free operation in the interval (¢, z,,)).

If the data are the successive failure times, 1, 1,, ..., t,, (<t < - <)
observed in the interval (0, 1), 1, > ¢, (the data are type I censored), the likelihood
function for any A(r) dependence, can be written as

I T It
I o

n fl(.\)d,n —f-/\(,\)d.r) - f"k(.mlx J’Amd,‘
'] 1, i,

AMit)e © e e ! e "
)

o . (5.19)
n Axydy
= H At ) e ®
1=
The corresponding log-likelihood function is given by
o

L= 3 nnA(t)- [ A(x)dx (5.20)

i=1 o

To avoid complicated notation, consider the case when ROCOF takes the
stmple form similar to (5.17), i.e.,

Aty = e* P (5.21)

Note that the model above is, in some sense, more general than the linear one, A(f)
= o + P, which can be considered as a particular case of (5.21), when Pz << 1.
Plugging (5.21) in (5.19) and (5.20) one gets

n af Bty _
L(x, B) =explna+pY s - e—(eT'—) (5.22)
i1
n af Blg _
I =L B))=na+pY s - iL‘LB—L) (5.23)
i=1

The conditional likelihood function can be found by dividing (5.22) by the
marginal probability of observing » failures, which is given by the respective term
of the Poisson distribution with mean

o et (eB'n_l)

Of Ax)dx = 5
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The conditional likelihood function is given by (Cox and Lewis (1968))

na s BY o eaeB‘u_l
e o exp| ——

L - B
(eaeB’u_l)" ( eaeﬁ’o_l]
R exp -
B n! p (5.24)
n!p (BZ,')
s e
(ep’n_ 1)"

Because 0 <t <1, <+« <t, <1, the conditional likelihood function (5.24) is the
pdf of an ordered sample of size n from the truncated exponential distribution
having the pdf

)y = 135-1 e, O0st<y, Pro. (5.25)
e

Thus, for any P the conditional pdf of L ¢ is the same as for the sum of n
independent random variables having the pdf (5.25). It is easy to see that for } =
0, the pdf (5.25) becomes the uniform distribution over (0, t,).

Example 5.6

In a repairable system, the following eight failures have been observed at:
595, 905, 1100, 1250, 1405, 1595, 1850, and 1995 hours. Assume the observation
ends at the time when the last failure is observed, and that the time to repair is
negligible. Test whether these data exhibit a trend in a form of (5.21).

Solution:

Taking the derivative of (5.25) with respect to [} and the derivative of (5.25)
with respect of &, and equating them to zero, results in the following system of
equations for maximum likelihood estimates of these parameters

i nt
Zti+£_——" =0
i-1 Bop-ePn
e® = _____nﬁ
e P
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For the data given n, = 8, £, = 1995 hours, and Zt, = 10,695 hours. Solving these
equations numerically, one gets the following trend model

},(t) - e—6.8134‘0,001|/

Laplace’s Test

Now we are going to use conditional pdf (5.25) to test the null hypothesis,
H, : B = 0, against the alternative hypothesis H,: B # 0. This test is known as the
Laplace test (sometimes it is also called the Centroid test). As mentioned above,
under the condition of = 0, pdf (5.25) is reduced to the uniform distribution over
(0, t)) and S = X ¢, has the distribution of the sum of n independent uniformly
distributed random variables. Thus, one can use the distribution of the following

statistic n
S IR
i
i=1 _

fo
2

U - 2 __n (5.26)

n 1
t| — b —
”( 12] O\J 12n

which has approximately the standard normal distribution (Cox and Lewis (1978)).

If the alternative hypothesis is H,:  # 0, then the large values of |U| indicate
an evidence against the null hypothesis. If the alternative hypothesis is H,: B > (<)
0, then the large values of U (-U) provide evidence against the null hypothesis.
In other words, if U is close to 0, there is no evidence of trend in the data, and the
process is assumed to be stationary (i.e., an HPP). If U < 0, the trend is decreasing,
i.e., the intervals between successive failures (interarrival values) are becoming
larger. If U > 0, the trend is increasing. For the latter two situations, the process
is not stationary (i.e., it is an NHPP).

If the data are failure terminated (type II censored) statistic (5.26) is replaced
by

n-1
Zti t
i=1 _

yo_n-1 2 (5.27)

L P
"N 12(n-1)
Example 5.7

Consider the failure arrival data for a motor-operated rotovalve in a process
system. This valve is normally in standby mode, and is demanded when
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overheating occurs in the process. The only major failure mode is “failure to start
upon demand.” The arrival dates of this failure mode (in calendar time) are shown
in the table below. Determine whether an increasing failure rate is justified.
Assume that a total of 5256 demands occurred between January 1, 1970 and
August 12, 1986, and that demands occur at a constant rate. The last failure
occurred on August 12, 1986.

Failure order Failure order
Date number Date number
04-20-1970 1 05-04-1981 16
09-19-1970 2 05-05-1981 17
10-09-1975 3 08-31-1981 18
12-16-1974 4 09-04-1981 19
12-21-1975 5 12-02-1982 20
07-24-1977 6 03-23-1983 21
01-22-1978 7 12-16-1983 22
01-29-1978 8 03-28-1984 23
06-15-1978 9 06-06-1984 24
01-01-1979 10 07-19-1984 25
05-12-1979 11 06-23-1985 26
07-23-1979 12 07-01-1985 27
11-17-1979 13 01-08-1986 28
07-24-1980 14 04-18-1986 29
11-23-1980 15 08-12-1986 30

Solution:

Let's distribute the total number of demands (5256) over the period of
observation. Let's also calculate the interarrival time of failures (in months), the
interarrival of demands (number of demands between two successtve failures), and
the arrival demand. These values are shown in Table 5.1.

Since the observation ends at the last failure, the following results are
obtained using (5.27):

Y 1 = 95.898
n-1=29
M
L =3307
n-1
!
2 =2628
2
U 3307-2628
5256 1

12x29
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Table 5.1 Arrival and Interarrival for the Rotovalve

Date Interarrival Interarrival Arrival demand
time (months) demand (days) (days)
04-20-1970 4 104 104
09-19-1970 5 131 235
10-09-1975 62 1597 1832
12-16-1975 2 59 1891
12-21-1975 0 4 1895
07-24-1977 19 503 2398
01-22-1978 6 157 2555
01-29-1978 0 6 2561
06-15-1978 5 118 2679
01-01-1979 7 173 2852
05-12-1979 4 113 2966
07-23-1979 2 62 3028
11-17-1979 4 101 3129
07-24-1980 8 216 3345
11-23-1980 4 106 3451
05-04-1981 5 140 3591
05-05-1981 0 1 3592
08-31-1981 4 102 3694
09-04-1981 0 3 3697
12-02-1982 15 393 4090
03-23-1983 4 96 4186
12-16-1983 9 232 4418
03-28-1984 3 89 4507
06-06-1984 2 61 4568
07-19-1984 1 37 4605
06-23-1985 11 293 4898
07-01-1985 0 7 4905
01-08-1986 6 165 5070
04-18-1986 3 86 5157
08-11-1986 4 99 5256

To test the null hypothesis that there is no trend in the data, and the ROCOF, A, of
rotovalves is constant, we would use Table A.l1 with U = 2.41. Therefore, we can
reject the null hypothesis at the 5% significance level (the respective acceptance
region is (- 1.96 +1.96)).

The existence of a trend in the data in Example 5.7 indicates that the
interarrivals of rotovalve failures are not independently and identically distributed
(I'D) random variables, and thus the stationary process for evaluating reliability
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of rotovalves is incorrect. Rather, these interarrival times can be described in terms
of the NHPP.
Another form of A(r) considered by Bassin (1969, 1973) and Crow (1974) is

A(r) = APeP ! (5.28)

Expression (5.28) has the same form as the failure (hazard) rate of nonrepairable
itens (3.18) for the Weibull distribution. Using (5.6), the reliability function of a
repairable system having ROCOF (5.28) for an interval (1, t + ¢£,) can be obtained

as follows

“A(r )D ~aeP

R{t.t+1))=e (5.29)

Crow (1974) has shown that under the condition of a single system observed
to its nth failure, the maximum likelihood estimator of P and A can be obtained as:

- n
ﬁ N no t

(5.31)

The I - o confidence limits for inferences on f§ and A have been developed
and discussed by Bain (1978).

Example 5.8

Using the information in Example 5.7, calculate the maximum likelihood
estimator of B and A. Also, plot the demand failure rate as a function of time from
1971 to 1999.

Solution:
Using (5.30) and (5.31), we can calculate 8 and A as 1.59 and 3.71x 10

respectively. Using B and A, the functional form of the demand failure rate can
be obtained by using (5.28) as

Ad) =371 x 10" x 1.594 °*

where d represents the demand number (time in days).
The plot of the demand failure rate ( ROCOF of NHPP) as a function of
calendar time for the rotovalve is shown in Figure 5.3. For comparison purposes,



Rellability and Avalilability of Repairable Items 305

the constant demand failure rate function (HPP case) is also shown. For the HPP,
the point estimate of A was obtained by dividing the number of failures by the
number of demands. The upper and lower confidence intervals were obtained
using the HPP assumption.

Demand Failurc Probability

R B A | T 11T T

7 2 3 4 5 678980 90 99

Figure 5.3 Comparison of NHPP and HPP models for rotovalve example.

Example 5.9

In a repairable system, the following six interarrival times between failures
have been observed: 16, 32, 49, 60, 78, and 182 (in hours). Assume the
observation ends at the time when the last failure is observed.

a. Test whether these data exhibit a trend. If so, estimate the trend model
parameters as given in (5.28).

b. Find the probability that the interarrival time for the seventh failure will
be greater than 200 hours?

Solution:

Use the Laplace’s test to test the null hypothesis that there is no trend in the
data at 10% significance level (the respective acceptance region is (-1.645
+1.645)). From (5.27) find

16 +(16+32) + - 417
U - 3 2 .82
417 | L
12(5)

Notice that ¢, = 417, The value of U obtained indicates that the NHPP can be
applicable (H,, is rejected) and the sign of U shows that the trend is decreasing.
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Using (5.30) and (5.31), we can find

- 6 - 0.712
417 417
In— - In .
16 16 - 32
Lo —S5 - o0s17hr
(417)()7|..

Thus, A(r) = 0.058 1 "***. From (5.29) with 1,=200,

At

Pr(7th failure occurs within 200 hours) = 1 - exp[ - A()(t, + [()‘i SR LY

=0.85.

The probability that the interarrival time is greater than 200 hours is 1 - 0.85 =
0.15.

Crow (1990) has expanded estimates (5.30) and (5.31) to include situations
where data originate from multi-unit repairable systems.

g See the software supplement for the automated Laplace test and the NHPP
estimation procedures.

5.2 AVAILABILITY OF REPAIRABLE SYSTEMS

We defined reliability as the probability that a component or system will perform
its required function over a given time. The notion of availability is related to
repairable (or maintained) items only. We define availability as the probability that
a repairable system (or component) will function at time ¢, as it is supposed to,
when called upon to do so. Respectively, the unavailability of a repairable item,
¢(1) is defined as the probability that the item is in a failed state (down) at time r.
There are several definitions of availability, the most common ones are as follows.

1. Instantaneous (point) availability of a repairable item at time ¢, a(t). is
the probability that the system (or component) is up at time .

2. Limiting availability, a, is defined as the following limit of
instantaneous availability, a(f)

a = lima(t) (5.32)

o
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3. Average availability, a is defined for a fixed time interval, T, as

T
a-= lTOfa(r)dr (5.33)
4. The respective limiting average availability is defined as
| 4
a, = Thf“y 7 fa(t)dr (5.34)

It should be noted that the limiting average availability has limited applications.
We elaborate on each of the three definitions of availability in the remainder of

this section.
If a component or system is nonrepairable, its availability coincides with its
reliability function, R(2), i.e.,

a(ty = R(t) = exp| - f)k(r)dr (5.35)
[}

where A(1) is the failure (hazard) rate function. The unavailability. g(1), is obvi-

ously, related to a(r) as
q(r)y = 1-a(t) (5.36)

From the modeling point of view, repairable systems can be divided into the
following two groups:

1. Repairable systems for which failure is immediately detected (revealed

faults).
2. Repairable systems for which failure is detected upon inspection
(sometimes referred to as periodically inspected (tested) systems).

5.2.1 Instantaneous (Point) Availability
For the first group systems, it can be shown (see Section 5.3) that a(s) and g(1) are
obtained from the following ordinary differential equations:

da(t)
dt

= ~A(t) a(r) +p(1) g(n
(5.37)

44U~ 31y atn) - pn q(n)
dt

where A(#) is the failure rate and u(f) is the repair rate.
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The most widely used models for availability are based on the exponential
time-between-failure and repair time distribution. Based on (5.37) it can be shown
(see Section 5.3) that in this case (no trend exists in the rate of occurrence of
failure and repair), the point availability and unavailability of the system (or
component) are given by

.k A
t) = ¥ (A )t
a(!) Aop )M“exm ( 19231
N N (5.38)
q(t) = exp| - (A - p)1]
Avp H

Note that in (5.38), u = 1/1, where 1 is the average time interval per repair
(sometimes referred to as mean time-to-repair (MTTR)). Clearly, MTBF = 1/A in
this case.

For the second type of repairable systems mentioned above, the
determination of availability is a difficult problem. Caldorela (1977) presents a
form of a(r) for cases where no trend in the failure rate exists, and the inspection
interval (1), duration of inspection (0), and duration of repair (1) are fixed. In

these cases,
()
(r mn)hg . Ll e 1)

a(t) = e
where
A, - ne( n-0 +g] +2[1 ) I‘(l/q)}g
n n n 4q n (5.39)
g = In[3 - In(B1))
and m is the inspection interval number (1, 2, ..., n). When > mn + 0, it is easy

to show that
a(t) = exp[ - (¢t - mm)A,, ].

Example 5.10

Find the unavailability, as a function of time, for a system that is inspected
once a month. Duration of inspection is 1.5 hours. Any required repair takes an
average of 19 hours. Assume the failure rate of the system is 3 x 10® hr'.

Solution:
Using (5.39), for 8 = 1.5, 1= 19, 1= 720, A = 3 x 10°, we can get the plot
of g(r) as shown in Figure 5.4.



Reliability and Availability of Repairable Items 309
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Figure 5.4 Unavailability of the system as a function of time.

For simplicity, the pointwise avatlability function can be represented in an
approximate form. This simplifies availability calculations significantly. For
example, for a periodically tested component, if the repair and test durations are
very short compared with the operation time, and the test and repair are assumed
perfect, one can neglect their contributions to unavailability of the system. This
can be shown using Taylor expansion of the unavailability equation (see Lofgren
(1985)). In this case for each test interval 7, the availability and unavailability
functions are

u

1-At
At

a(t)
(5.40)

a

q(t)

The plot of the unavailability as a function of time, using (5.40), will take a shape
similar to that in Figure 5.5. Clearly if the test and repair durations are long, one
must include their effect.

Vesely and Goldberg (1981) have used the approximate pointwise unavail-
ability functions for this case. The functions and their plot are shown in Figure 5.6.
The average values of the approximate unavailability functions shown in Figures
5.5 and 5.6 are discussed in Section 5.2.3 and are presented in Table 5.2.

It should be noted that, due to random imperfection in test and repair
activities, it is possible that a residual unavailability g would remain following a
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test and/or repair. Thus, unlike the unavailability function shown in Figure 5.5, the
unavailability function in Figure 5.6 exhibits a residual unavailability g, due to
these random imperfections.

Approximate
Pointwise
Unavailability

- —— T___;Ab

Figure 5.5 Approximate pointwise unavailability for a periodically tested item.

5.2.2 Limiting Point Availability

It is easy to see that some of the pointwise availability equations discussed in
Section 5.2.1 have limiting values. For example, (5.38) has the following limiting
value:

Approximate q) =1
Pointwise /
Unavailability

q(t) = At

Time

T = Test interval, T, = Average repair time (hr),
T, = Average test duration (hr), f = Frequency of
repair,

q, = Residual unavailability.

Figure 5.6 Pointwise unavailability for a periodically tested item including test and
repair outages.
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or its equivalent
Y MTBF sl
MTBF - MTTR =>41)

Equation (5.41) is sometimes referred to as the asymptotic availability of a
repairable system with constant rate of occurrence of failure and repair.

5.2.3 Average Availability

According to its definition, average availability is a constant measure of
availability over a period of time 7. For noninspected items, T can take on any
value (preferably, it should be about the mission length). For inspected items, 7
is normally the inspection (or test) interval or mission length 7,,. Thus, for non-
repairable items, if the inspection interval is 7. then the approximate expression
for point availability with constant A can be used. If we assume 4= 1 - Ar (which
might be applicable, if at least Ar < 0.1), then
1o, LT
a—?of(l Atyde = 1 = (5.42)

Accordingly, for all types of systems, one can get such approximations for average
availabilities. Vesely et al. (1981) have discussed the average unavailability for
various types of systems. Table 5.2 shows these functions.

Table 5.2 Average Availability Functions

Type of item Average unavailability Average availability
Nonrepairable 1 AT, 1- L T,
2 2
Repairable At 1
revealed fault 1+At 1+ Az
Repairable 1 T, T, 1. T, T,
periodically tested B rTy+ f, T'T I- 3 AT -, T 7T

A = constant failure rate (hr)', T, = mission length (hr), T = average downtime or MTTR (hr). T = test
interval (hr), T, = average repair time (hr), T, = average test duration (hr). f,= frequency of repair per
test intervals, T,= operating time (uptime)=7 - 7, T,.



312 Chapter 5

Equations in Table 5.2 can also be applied to standby equipment, with A
representing the standby (or demand) failure rate, and the mission length or
operating time being replaced by the time between two tests.

5.3 USE OF MARKOVIAN METHODS FOR DETERMINING SYSTEM
AVAILABILITY

Markovian methods are useful tools for evaluating the availability of a system that
has multiple states (e.g., up, down, and degraded). For example, consider a system
with the states shown in Figure 5.7. In the framework of Markovian models, the
transitions between various states are characterized by constant transition rates
(these rates, generally speaking, may not necessarily be constant in practice).

taﬁate \ / State ‘\

Figure 5.7 A Markovian mode) for a system with three discrete states.

Consider a system with a given number of discrete states, #. Introduce the
following characteristics of the system:

”

Pr (1) = Pr (the system is in state { at time ?), E Pr.(1) =

[

py= transition rate from state ito state /, (i, j= 1,2, ..., n).

Because p, is constant, the random time the system is at state i until the transition
to state j follows the exponential distribution with rate p, . Assuming that Pr () is
differentiable, it is possible to show (Hoyland and Rausand (1994)) that

dPr (1)
dt

= —Pr,(t)( Z pu) +( E pﬂPr_j(t)). (5.43)

JUn juen

If a differential equation similar to (5.43) is written for each state, and the
resulting set of differential equations is solved, one may obtain the time-dependent
probability of each state. This can be seen better in the following example.
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Example 5.11

Consider a system with constant failure rate A and constant repair rate p in
a standby redundant configuration. When the system fails, its repair starts immedi-
ately, which puts it back into operation. The system has two states: state 0-—when
the system is down, and state 1—when the system is operating (Fig. 5.8).

a. Find the probabilities of these states.
b. Determine the availability of this system.

Figure 5.8 Markovian model for Example 5.11.

Solution:
Assuming that the system is functioning at time ¢ = 0, i.e., Pr,(0) = 1 and Pr,
(0) = 0, and using the governing differential equation (5.43) find

dp
P b, (1) - Pr()
dr
(5.44)
dPr, (1)
T = -R.Prl(t)+pPr0(t)

For the above set of equations, matrix A =

[

is referred to as the
Ao
transition matrix.

The above equations can be solved, for example, using the Laplace transformation.
Below, we take the Laplace transform of both sides of the equations:

sl_’](s) -1 = }.}-’l (s)-p I_’O(s),
sPy(s) = - AP (s) +p Py(s).

The solution of the above system is given by
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5 A

P(s) = ———
5 ($) G

P L .
1 () G Ao

Finding the respective inverse Laplace transform, it follows that availability a()
1s obtained from

1y = Pr(r)y =L ' S - b, 2 (A )t
a(r) = Pr (1) {S(S+A+p)} Xon )Mpexr)[( Mol

which coincides with Equation (5.38) discussed in Section 5.2.
Accordingly, unavailability is

q(t) = Pry(t) = L -a(t) = Ao A exp[ - (A-pt]
A+ Aru

Example 5.12

A system that consists of two cooling units has the three states shown in the
Markovian model in Figure 5.9. When one unit system fails, the other system takes
over and repair on the first starts immediately. When both systems are down, there
are two repair crews to simultaneously repair the two systems. The three states are
as follows:

State 0, when both systems are down,

State 1, when one of the systems is operating and the other is down, and

State 2, when the first system is operating and the second is in standby (in
an operating ready condition).

a. Determine the probability of each state.
b. Determine the availability of the entire system.

Solution:

Figure 5.9 Markovian model in Example 5.12.
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a. The governing differential equations are

dPr,(1)

~— = -APr,(1) +pPr(n),

dt -
dPr](t)

r = +APr, (1) - (u+ A)Pr (1) - 2u Pr(1),
dPr (1

:{0") = «APr (t) +2p Pr (7).

!

Taking the Laplace transform of both sides of the equations yields the following:
sP,(s) - Pr,(0) = “AP,(s)+ uP (s),
sP(s) - Pr(0) = +AP,(s) - (u +A)P(5) + 2p Py (s).

sP(s) - Pry,(0) = «AP (s)-2uP,(s).
Pr,(0) = 1 and Pr,(0) = Pr, (0) = 0. Solving the above set of equations, Pr,(s) can
be calculated as

Psy - — . MACH )
- A=s  s(s+ANs-k)(s k)
P(s) - M2
s(s-k)(s k)
32
P,(s) = —————.
o) s(s-k)(s-ky)
where

L - “2A-3p - y4Ap ¢l

1 > ,

k, - 2HA AT 20

2 k,

If the inverses of the above Laplace transforms are taken, the probability of
each state can be determined as follows:

_ ) k .
Pr(1) = e ¥ +G,e Moy G,e' v Gre e

where
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G - u(A +2u) G - HA(2p +k))
LA k(A k) (ks Mk - k) (k)
Gz - pk(z}l +k|) , G_‘ _ 2“2
T oky(k, - k) (ky <L) 2uA < A7 w2t
And,
Pr,(1) = A, e" +A,e" + A,
where
: 2uk A
l (kl kZ)kI kl k2 ’
. AM2p + k) A, 2ui
(k- k) (k) Too2pd - AT e 2)?
And,
Pr,(t) = B, explk,t] + B,expik,t] + B,,
where
B, = L = M
l (kl 'kz)kl : (kz "kl)(kl)
and
2
B - _ &

2pA + AT+ 2p°

b. The availability of the two units system, is a(t) = Pr,(f) + Pr (1), and the
unavailability of the entire system is g(t) = Pr,(z).

It is possible to simply find the limiting pointwise availability from the

governing equations of the system. For this purpose, consider the Markovian
transition diagram shown in Figure 5.10.
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A l..1 Ai+| 12 A|

Figure 5.10 A Markovian transition diagram with # states.

It may be shown that
Pro (=)A= wPr(=)

or,
A'i~I)< )'l>7.‘.ln
Pr (=) = - Pr, (=) (5.45)
ulx p’l’]"‘“n*l

Since Y., Pr,(=) = 1, solving (5.45) for Pr, (=) yields

Pr (=) =
I() no1 A»_]XA,,-."’)-,, (546)

i=0 P,XH,,,"‘IJ,,_|

Accordingly, the system's limiting pointwise unavailability (and similarly its
availability) can be obtained.

g = Pr(=) = 22— Pr (=) (5.47)

If the system is unavailable when it is in any of the states (0, 1, ..., r - 1), then

il A x A LA

r-1
g =D Pr(=) =Pr (=) ) ————2 (5.48)
i=0 i=1 HIXH,’I"'H,,’I

Example 5.13
For Example 5.12, determine the limiting pointwise unavailability from
(5.47) and confirm it with the results obtained in that example.
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Solution:

Since A, =4, = A, p, =, g, = 2 p from (5.45),

Pr (=) = 28 pr (=)

}\, (]
and
2 2
Pry() = £ Pri(=) - T“ Pr, (=)
Since
Pr,(«) + Pr (=) + Pry(e~) =1
from (5.49),
)‘2
g = Pry(=) = —0————
2u° ¢ 2ph - A
Accordingly,

27+ 2pA

a = Pr (=) - Pry(e) = —F B2
? 207 - 2uh ¢ A2

This can be verified from the solution for Pr,(f). Since &, and k, are negative.
the exponential terms approach zero, then

)\‘2
Pry(=) = By = — —————
T2u7 4+ 2uA s AT
Similarly,
Pr (=) = A,
and
Pr,(=) = G,
Thus
2p° . 2ui

a =

2p7 < 2ud < AT 2p? - 2pA - AY

Therefore, the results obtained in Examples 5.12 and 5.13 are consistent.

It is clear that if a trend exists in the parameters that characterize system
availability (e.g., failure rate and repair rate). one cannot use the Markovian
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method; only solutions of (5.43) with time dependent p can be used. Solving such
equations may pose difficulty in systems with many states. However, with the
emergence of efficient numerical algorithms and powerful computers. solutions
to these equations are indeed possible.

5.4 USE OF SYSTEM ANALYSIS TECHNIQUES IN
THE AVAILABILITY CALCULATIONS OF COMPLEX SYSTEMS

In Chapter 4, we discussed a number of methods for estimating the reliability of
a system from the reliability of its individual components or units. The same
concept applies here also. That is, one can use the availability (or unavailability)
functions for each component of a complex system and use, for example, system
cut sets to obtain system availability (or unavailability). The method of
determining system availability in these cases is exactly similar to the system
reliability estimation methods.

Example 5.14

Assume all components of the system shown in Figure 4.4 are repairable
(revealed fault) with a failure rate of 10" (hour”) and a mean down time of 15
hours. Component 7 has a failure rate of 10 (hour™"), with a mean downtime of
10 hours. Calculate the average system unavailability.

Solution:
The cut sets are (7), (1, 2), (1, S5, 6), (2, 3, 4), and (3, 4, 5, 6). The
unavailability of component 1 through 6, according to Table 5.2, is

-3
g, .. - AT __107x15 985E - 3
1+t 1+10%x 15
Similarly,
-5
q7:M:9.99E—5
A

1+10 %% 10

Using the rare event approximation,

gy =qlcutsets)=q;+ ¢, g+ q, " 45 G+ 92" 43" s+ 41" 45 G5 e



320 Chapter 5

Thus,

G =9.99 x 10°+9.70x 10°+9.56x 107 +9.56 x 107 + 9.41 x 10°
=199 x 10"

Example 5.15

The auxiliary feedwater system in a pressurized water reactor (PWR) plant
is used for emergency cooling of steam generators. The simplified piping and
instrument diagram (P&ID) of a typical system like this is shown in Figure 5.11a.
The reliability block diagram in Figure 5.11b represents this P&ID. Calculate the
system unavailability. Assume all of the components are in standby mode and are
periodically tested with the following characteristics. (Characteristics are shown
collectively for each block.)

Turbine  Twrbins
From Steam 10 1 Siop  Comrol A
Geaerator Yabe Vave «
No. 12 18 n
. L 1
V D [f\}}
a 106 m o Y }gm | Cvsme Cv4sn cvunl To Steam
10 ! I _osg] Mm@ | Generator
o ‘//\ I - m H Ne. 11
n 103 1 < '*\E//,‘ : | i % 19y |
‘ g | P S, ﬁ‘&_._l\}‘
Tarkime a . CV4321 CV-4413 |CVA528:
pITIN 1) i Il ;
W »¢
From Steam : le o 1
Generator 1 ~ 6 . : i
No. It . i
Turbime :
T Step |

CV-4317|

- D

Rl o Wi

R L A : ! N Q 194 130
!C b O e =N —rr*\-)

AFW-161 Auiliary Fecdwaer L CY-4538 CV450 To Steam
A R S Pump No (2 . Generator
m ; / m :
: ] )——><>—1’><>————<
) A -
" Condenntc! ey - | cwsn CV.5433 CV;S‘H;
U Storage 2 "'Z ) . 2.CV-1550
, . Auxilinsy Fecdwater 19
Tazk No. 13 : T hapNeld g
! - ! AFW.-$t0

JukNo. 11 2arv-168

Figure 5.11a Auxiliary feedwater system simplified P&ID.
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SIG
#11
S/G
#12
{m}-
Figure 5.11b  Simplified auxiliary feedwater system of a PWR.
Average  Average Test
Block Failure rate  Frequence test repair interval
name (hours)” of repair duration time (hours)
(hours) (hours)

A 1x107 9.2x 10" 0 5 720

B 1x 107 9.2 x10° 0 5 720

C 1x10° 2.5x 107 0 10 720

D 1x10° 2.5x% 107 0 10 720

E 1x10° 2.5x 107 0 10 720

F 1x10° 2.5x 107 0 10 720

G(G, and G,) 1x 107 7.7 x 10 0 15 720

H 1x 107 1.8x 10 0 24 720

I 1x10* 6.8 x 10’ 2 36 720

J 1x10* 6.8x 10" 2 36 720

K 1x10° 55x10" 2 24 720

L 1x107 43x 107 0 10 720

M 1x10° 1.5x 10" 0 10 720

N 1 x 107 58x 10° 0 S 720
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Solution:
According to Table (5.2), we can calculate the unavailability of each block.

Block Name  Unavailability Block Name  Unavailability
A 1.0E - 4 H 42E 4
B 1.0E 4 I 73E 4
C 7.0F - 4 J 73E 4
D 70 4 K 14E 4
E 7.0E 4 L 24E 4
F 7.0E 4 M 1LIE 1
G(G, and G.) S2E 4 N 40E 5

The cut sets of the block diagram in Figure 5.11b are as follows:

)N 10 CEH 19JIKM
2)LM 1HDBDL 20)DFJI
3)HL 12 BDG 21)CEKM
4)GH 13)BCH 22)CDEH
5)AB 14yBCD 23)BDIJI

6)HIJI I5)AFL 24)BCKM
7VGKM 16)AEF 25)AFIJI
8)DFL I7AEH 2600AEKM
NHDGF 18) AGF

Using the same procedure as the one used in Example 5.14 and rare event
approximation, we can easily compute the average system unavailability as g, =
7.49 x 107

One important point to recognize in the availability estimation of redundant
systems with periodically tested components is that components whose simul-
taneous failures cause the system to fail (i.e., sets of components in each cut set of
the system) should be tested in a sraggered manner. This way the system would
not become totally unavailable during the testing and repair of its components. For
example, consider a system of two parallel units, each of which is periodically
tested and has a pointwise unavailability behavior that can be approximated by the
model shown in Figure 5.6. If the components are not tested in a staggered
manner, the system’s pointwise unavailability exhibits the shape shown in Figure
5.12.
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A
1.0 B
qa A
02 - - 10
0.007 = ~
as = =
0 720 1440 1 (hours) 004
0
! 0.00005
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0 007 ~ ~
0 720 1440 1 thours)

Figure 5.12 Unavailability of a parallel system using nonstaggered testing.

On the other hand., if the components are tested in a staggered manner, the system
unavailability would exhibit the shape illustrated in Figure 5.13.

1.0}

QA;

02
0.007:
<

n

720 1440 t(hours)

Figure 5.13 Unavailability of a parallel system using staggered testing.
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Clearly, the average unavailability in the case of staggered testing is lower. This
subject is discussed in more detail by Vesely and Goldberg (1981) and Ginzburg
and Vesely (1990). Also, to minimize unavailability, one can find an optimum
value for test interval as well as the optimum degree of staggering.

Modarres (1984) has suggested a simple method for estimating approximate
average system unavailability of a series-parallel system having a single input
node and single output node, and repairable (revealed fault) components. In this
method, it is assumed that the components or blocks are independent and AT, <<
1 for each component or block of the system, where A, is the constant failure rate
(i.e., no failure rate trend is assumed), and t, is the component's mean downtime.
In this method, series and parallel blocks of the system are systematically replaced
with equivalent “'super blocks.” The equivalent failure rate (or occurrence rate) A
and mean downtime T of the super blocks can be calculated from Table 5.3.
Example 5.16 is an illustration of the application of this method.

Example 5.16
Consider the series-parallel system shown in Figure 5.14, with the
component data shown in Table 5.4.

' . |
l 2 | |
| :I 5 [
| |
O B|=] |-
| || 6 [
: 4 |: |
o— ettt ======l eemeesd 0

|

| 7 I

' J

JI 8 : 10 1

' |

' !

'-_-9___1

Figure 5.14 Sample series-parallel system.
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This system is composed of two parallel blocks. Each block is composed of
sub-block(s) and component(s).

a. Determine the approximate occurrence rate A and mean downtime
T of this system.
b. Determine the approximate average unavailability of the system.

Step 1
i A=1e9x10® | | A=30x10* |
t=23 t=3.0
0— —o0
o o —{u]

Figure 5.15a Step-by-step resolution of the system in Figure 5.13.

Solution:
Assuming independence between blocks and super-blocks:

a. The super-blocks are enclosed by dotted lines in Figure 5.14. First, ail
of the blocks are resolved and their equivalent A and T are obtained.
Next, their equivalent A and t are determined. Finally, the whole system
is resolved. Equations in Table 5.3 are applied to the system along with
the failure data summarized in Table 5.4 to obtain A and T values. The
steps are illustrated in Figures 5.15a and 5.15b.

b. The approximate unavailability of the system can be calculated using
g=AT/(1+ A7) fromTable 5.2. Thus,g =2 .9 x 10" x 2.3/(1 + 2.9 x
107 x 2.3) = 6.67 x 10”. This can be compared with the direct calcula
tion method using the cut set concept (similar to Examples 5.14 and
5.15), which yields the average system unavailability of 6.57 x 10™. The
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Step 2 Step 3

| A=149x10° | o A=29x10° o
t=436 t=23

A=215x10°
— t=49 H

Figure 5.15b  Step-by-step resolution of the system in Figure 5.13.

difference is due to the approximate nature of this approach and the assumption
that the whole system's time to failure approximately follows an exponential
distribution.

Table 5.3 Failure Characteristics for Parallel or Series

Block failure characteristic

Type of
block Occurrence rate A Mean down time T
1
Parallel { il 2 "
At - 1
i | e AX:I r, ’z:l T

Series [1 Y, t,] PR [ . ) "
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Table 5.4 Summary of Failure Data for the Components Shown in Figure 5.13

Component Failure rate Mean downtime
serial number A, (per 1000 hour) 7, (hour)
1 | 5.0
2 10 7.5
3 10 7.5
4 10 7.5
5 5 6.0
6 5 6.0
7 10 7.5
8 10 7.5
9 10 7.5
10 10 5.0
11 10 5.0
EXERCISES
5.1 The following shows fire incidents during 6 equal time intervals of 22
chemical plants.
Time interval 1 2 3 4 5 6
No. of fires 6 8 16 6 11 11
Do you believe the fire incidents are time-dependent? Prove your
answer.
5.2 A simplified schematic of the electric power system at a nuclear power plant

is shown in the figure below.
a. Draw a fault tree with the top event “Loss of Electric Power from
Both Safety Load Buses.”
b. Determine the unavailability of each event in the fault tree for 24
hours of operation.
c. Determine the top event probability.

Assume the following:

Either the main generator or one of the two diesel generators is
sufficient.

One battery is required to start the corresponding diesel generator.

Normally, the main generator is used. If that is lost, one of the diesel
generators provides the electric power on demand.
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Main

Transformer

MTTF = 10° hr —WWWW—

MTTR = 48hrs

MTTF = 10° hr
MTTR = 48hrs

MTTF = 10° hr
MTTR = 10 hrs

(MTTF), = 1000 hr,

MTTR = 4 hrs
d = demand

\——

Main MTTF = 10* hr
Generator MTTR = 10 hrs

Safety Load
Bus !

Y

Battery
Charger

Y

Battery 1

Diesel
Generator |

(MTTF}, = 100 hr
MTTR = 20 hrs

Y

Safety Load
Bus 2

Y

i

Battery
Charger 2

]

Battery 2 [-=~-~

Chapter 5

Diesel
Generator 2

5.3 An operating system is repaired each time it has a failure and is put back
into service as soon as possible (monitored system). During the first 10,000
hours of service, it fails five times and is out of service for repair during the
following times:

a)
b)

c)

d)

1000-1050 hrs
36604000 hrs
4510-4540 hrs
6130-6170 hrs
8520-8560 hrs

Is there a trend in the data?
What is the reliability of the system 100 hours after the system is
put into operation? What is the asymptotic availability assuming no
trends in A and p?
If the system has been operating for 10 hours without a failure.
what is the probability that it will continue to operate for the next
10 hours without a failure?
What is the 80% confidence interval for the mean time to repairs

(t=1/w)?

5.4 The following cycle-to-failure data have been obtained from a repairable
component. The test stopped when the 5" failure occured.
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Repair no. 1 2 3 4 5

Cycle-to-failure

. . 5010 6730 4031 3972 4197
(interarrival of cycles)

a) Is there any significant trend in these data?

b) Determine the rate of occurrence of failures.

¢) What is the reliability of the component 1000 cycles after the
5" failure is repaired?

5.5 Determine the limiting pointwise unavailability of the system shown below:

Assume that all components are identical and are repaired immediately after
each experiences a failure. Rate of occurrence of the failure for each
component is A = 0.001(hour) "', and mean-time-to-repair is 15 hours.

5.6 We are interested in unavailability of the system shown below:

In— A C E Out

The following information is available:
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A and E are identical components with A, = A, = 1 x 107 /hr, yu, =y, =
0.1/hr.

B, C, and D are identical periodically tested components with A, = A= A,
=1 x 10" /hr. All test durations are equal (1, = 1 hr), all frequency of
repair per cycle are equal (f= 0.25), and all durations of repair are equal
(t, =15 hr).

Given the above information, calculate unavailability of the system
assuming that all components are independent.
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6

Selected Topics in Reliability Modeling

In this chapter, we will discuss a number of topics important to reliability
modeling. These topics are not significantly related to each other, nor are they
presented in a particular order. Some of the topics are still the subject of current
research; the methods presented represent a summary of the state of the art.

6.1 STRESS-STRENGTH ANALYSIS

As discussed in Chapter 1, a failure occurs when the stress applied to an item
exceeds its strength. The probability that no failure occurs is equal to the
probability that the applied stress is less than the item's strength, i.e.,

R=Pr(S§S>5s) 6.1)
where:
R is the reliability of the item,
s is the applied stress, and
S is the item's strength.

Examples of stress related failures include the following:

1.  Misalignment of a journal bearing, lack of lubricants, or incor-
rect lubricants generating an internal load (mechanical or thermal
stress) that causes the bearing to fail.

2. The voltage applied to a transistor gate is too high, causing a high
temperature that melts the transistor's semiconductor material.

3. Cavitation causes pump failure, which in turn causes a violent vibration
that ultimately breaks the rotor.

333
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4. Lack of heat removal from a feed pump in a power plant results in
overheating of the pump seals, causing the seals to break.

5. Thermal shock causing a pressurized vessel to experience fracture due
to crack growth

Engineers need to ensure that the strength of an item exceeds the applied
stress for all possible stress situations. Traditionally, in the deterministic design
process, safety factors are used to cover the spectrum of possible applied stresses.
This is generally a good engineering principle, but failures occur despite these
safety factors. On the other hand, safety factors that are too stringent result in over
design, high cost, and sometimes poor performance.

[f the range of major stresses is known or can be estimated, a probabilistic
approach can be used to address the problem. This approach eliminates over
design, high cost and failures caused by stresses that are not considered early in
the design. If the distribution of S and s can be estimated as F(S) and g(s), then

R - fg(S)dg(s)
}]

(6.2)
F=[FS! [fis)ds|dS
()j Sf
Figure 6.1 shows typical relation between F(S) and g(s) distributions.
1)
&(s)
/’.\\
Stress /. \, Stregth
/ \
/ \
/ \
/ \
/ \\
N
~
P \\\
S, s

Figure 6.1 Stress-strength distributions.
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The Safery Margin (SM) is defined as

E(S) - E(s)
yvar(S) + var(s)

The SM shows the relative difference between the mean values for stress and
for strength. The larger the SM, the more reliable the item will be. Use of (6.3) is
a more objective way of measuring the safety of items. It also allows for
calculation of reliability and probability of failure as compared with the traditional
deterministic approach using safety factors. However, good data on the variability
of stress and strength are often not easily available. In these cases, engineering
judgement can be used to obtain the distribution including engineering
uncertainty. The section on expert judgement explains methods for doing this in
more detail.

The distribution of stress is highly influenced by the way the item is used
and the internal and external operating environments. The design determines the
strength distribution, and the degree of quality contro] in manufacturing primarily
influences the strength variation.

It is easy to show that for a normally distributed S and s,

R=$(S M) (6.4)

where ¢(SM) is the cumulative standard normal distribution with z = SM (see
Table A.1).

SM = (6.3)

Example 6.1
Consider the stress and strength of a beam in a structure represented by the
following normal distributions:

y = 420 kg/cm? and o, = 32 kg/em®
y, = 310 kg/cm? and o, = 72 kg/em®

What is the reliability of this structure?

Solution:

oy . 420-310

322 + 72?

with z = 1.4 and using Table A.1,
R=¢(1.4)=0091
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Example 6.2

A random variable representing the strength of a nuclear power plant
containment building follows a lognormal distribution with the mean strength of
0.905 MPa, and standard deviation of 0.144 MPa. Four possible accident scenarios
can lead to high pressure conditions inside the containment that may exceed its
strength. The pressures cannot be calculated precisely, but can be represented as
another random variable that follows a lognormal distribution.

a.  Fora given accident scenario that causes a mean pressure load inside
the containment of 0.575 MPa with a standard deviation of 0.117 MPa.
calculate the probability that the containment fails.

b.  If the four scenarios are equally probable and each leads to high
pressure conditions inside the containment with the following mean
and standard deviations, calculate the probability that the containment
fails.

H,; (MPa) 0.575 0.639 0.706 0.646

0,{MPa) 0.117 0.063 0.122 0.061

c.  If the containment strength distribution is divided into the following
failure mode contributors with the mean failure pressure and standard
deviation indicated, repeat part a.

Failure mode Mean pressure, Standard deviation,
u(MPa) 0(MPa)

Liner tear around 0910 1.586E 3
personnel airlock

Basemat shear 0.986 1.586E 3

Cylinder hoop 1.089 9.653F - 4
membrane

Wall-basemat junction 1.131 1.586E - 3
shear

Cylinder longitudinal 1.241 1.034E 3
membrane

Dome membrane 1.806 9.653E - 4

Personnel air lock door 1.241 1.655E 3

buckling
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Solution:
If S is a normally distributed r.v. representing strength, and L is a normally

distributed r.v. representing pressure stress (load), then the r.v., ¥ = In(S) - In (L),
is also normally distributed.

For the lognormal distribution with mean and standard deviation of p_and
o, , the respective mean and standard deviation of the normal distribution, p, and
0',, can be obtained using (2.47) and (2.48). Then:

R - ®(sM) = @ L3 _Hu

\l C'2 02
+
a. St Lt

) Q{ -0.112 - (-0.574)} - 0.9649

v/ 0.158% + 0.2012

The probability of containment failure:

F=1-R=0.0351

b.  Because the four scenarios are “equally probable”, then the system
is equivalent to a series system, such that: R=R, x R, x R, x R,.

R, = ®(SM,) = B(1.81) = 0.9649
R, = D(SM,) = (1.83) = 0.9664
R, = ®(SM,) = D(1.07) = 0.8577
R, = B(SM,) = ®(1.79) = 0.9633

The probability of containment failure:
F=1-R=1-R xR xR, xR, =02296

c.  Because each failure mode may cause a system failure, this case can
be treated as a series system. Because we know the median of the
lognormal distribution instead of the mean, it takes several algebra
steps to solve for the respective means and standard deviations.

R, =®(SM,) = B(2.38) = 0.9913
R, = D(SM,) = B(2.78) = 0.9973
R = ®(SM,) = ®(3.27) = 0.9995
R, = ®(SM,) = ®(3.46) = 0.9997
R,=®(SM,)=®(3.92) = 1
R = ®(SM)) = ®(5.78) = 1
R,= ®(SM,) = ®(3.92) = |
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The probability of containment failure:

F=1-R=1-R xR, xR xR, xR xR xR,=00122

If both the stress and strength distributions are exponential with parameters
A, and A, the reliability can be estimated as:

R = R
A.\ + A’

A)

For more information about stress-strength methods in reliability analysis,
the readers are referred to O'Connor (1991) and Kapur and Lamberson (1977).

6.2 SOFTWARE RELIABILITY ANALYSIS
6.2.1 Introduction

Many techniques have been developed for analyzing the reliability of physical
systems. However, their extension to software has been problematic for two
reasons. First, software faults are design faults, while faults in physical systems are
equipment breakage or human error. Second, software systems are more complex
than physical systems, so the same reliability analysis methods may be impractical
10 use.

Software has deterministic behavior, whereas hardware behavior is both
deterministic and probabilistic. Indeed, once a set of inputs to the software has
been selected, and provided that the computer and operating system with which
the software will run is error free, the software will either fail or executes
correctly. However, our knowledge of the inputs selected, of computer, of the
operating system, and of the nature and position of the fault may be uncertain. One
may, however, translate this uncertainty into probabilities. A software fault is a
triggering event that causes software error. A software bug (error in the code) is
an example of a fault.

Accordingly, we adopt a probabilistic definition for software reliability.
Software reliability is the probability that the software product will not fail for a
specified time under specified conditions. This probability is a function of the
input to and use of the product, as well as a function of the existence of faults in
the software. The inputs to the product will determine whether an existing fault is
encountered or not.

Faults can be grouped as design fauits, operational faults or transient faults.
All software faults are design faults; however, hardware faults may occur in any
of the three classes. Faults can also be classified by the source of the fault:
software and hardware are two of the possible sources of the fault. Sources of
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faults are: input data, system state, system topology, humans, environment, and
unknown causes. For example, the source of many transient faults is unknown.

Failures in software are classified by mode and scope. A fatlure mode may
be sudden or gradual; partial or complete. All four combinations of these are
possible. The scope of failure describes the extent within the system of the effects
of the failure. This may range from an intemnal failure, whose effect is confined to
a single small portion of the system, to a pervasive failure, which affects much of
the system, see Lawrence (1993).

Software, unlike hardware, is unique in that its failure modes are the result
of design flaws, as opposed to any kind of internal physical mechanisms and
external environmental conditions such as aging, for example see McDermid,
(1991). As a result, traditional reliability techniques, which tend to focus on
physical component failures rather than system design faults, have been unable to
close the widening gap between the powerful capabilities of modern software
systems and the levels of reliability that can be computed for them. The real
problem of software reliability is one of managing complexity. There is a natural
limitation on the complexity of hardware systems. With the introduction of digital
computer systems, however, designers have been able to arbitrarily implement
complex designs in software. The result is that the central assumption implicit in
traditional reliability theory, that the design is correct and failures are the result of
fallible components, is no longer valid.

In order to assess the reliability of a software, a software reliability model
will be needed. In the remainder of the section details of classes of software
reliability models, and two such models are discussed. Also discussed are the
models used to assess software life cycle.

6.2.2 Software Reliability Models

Several software reliability models (SRMs) have been developed over the years.
These techniques are variously referred to as “analyses” or “models,” but there is
a distinct difference between the two. An analysis (such as fault tree analysis) is
carried out by creating a model (the fault tree) of a system, and then using that
model to calculate properties of interest, such as reliability.

The standard reliability models such as fault tree analysis (FTA), event tree
analysis (ETA), failure modes and effect analysis (FMEA), and Markov models
discussed in this book are adequate for systems whose component remain
unchanged for long periods of time. They are less flexible for systems that
undergo frequent design changes. If, for example, the failure rate of a component
is improved through design or system configuration changes. the reliability model
must be re-evaluated. A reliability growth model (see Section 6.6) is more
appropniate for these cases. In this model, a software is tested for a period of time,
during which failures may occur. These failures lead to modification to the design
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or manufacture of a component; the new version then goes back into test. This
cycle is continued until design objectives are met. Software reliability growth is
a very active research area today.

When these models are applied to software reliability one can group them
into two main categories: predictive models and assessment models (Smidts
(1996)). Predictive models typically address the reliability of software early in the
design cycle. Different elements of a life cycle development of software is
discussed later. Predictive models are developed to assess the risks associated with
the development of software under a given set of requirements and for specified
personnel before the project truly starts. Predictive software reliability models are
few in number (Smidts (1996)), and as such in this section the predictive models
are not discussed. Assessment models evaluate present and project future software
reliability from failure data gathered when the integration of the software starts.

Classification
Most existing SRMs may be grouped into four categories:

1.  Time between failure model
2. Fault seeding model

3.  Input-domain based model
4. Failure count model

Each category of models is summarized as follows:

Time Between Failure Model. This category includes models that provide
an estimate of the times between failures in a software. Key assumptions of this
mode] are

independent time between successive failures,
equal probability of exposure of each fault,
embedded faults are independent of each other,

no new faults introduced during corrective actions.

Specific SRMs that estimate mean-time-between-failures are:

Jelinski—Moranda (1972) model,

Schick and Wolverton (1973) model,

Littlewood-Verrall’s Bayesian model (Littlewood and Verrall (1973)
and Littlewood (1979)),

Goel and Okumoto (1979) imperfect debugging model.

Fault Seeding Model. This category of SRMs includes models that assess
the number of faults in the software at time zero via seeding extraneous faults. Key
assumptions of this model are:
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seeded faults are randomly distributed in the software,
indigenous and seeded faults have equal probabilities of being detected.

The specific SRM that falls into this category is Mills fault seeding model
(Mills (1972)). In this model, an estimate of the number of defects remaining in
a program can be obtained by a seeding process that assumes a homogeneous
distribution of representative class of defects. The variables in this measure are:
the number of seed faults introduced N, the number of intentional seed faults
found n,, and the number of faults found n, that were not intentionally seeded.

Before seeding, a fault analysis is needed to determine the types of faults
expected in the code and their relative frequency of occurrence. An independent
monitor inserts into the code N faults that are representative of the expected
indigenous faults. During testing, both seeded and unseeded faults are identified.
The number of seeded and indigenous faults discovered permits an estimate of the
number of faults remaining for the fault type considered. The measure cannot be
computed unless some seeded faults are found. The maximum likelihood estimate
of the unseeded faults is given by

N, = n, Ng/ng (6.5)

F

Example 6.3

Forty faults of a given type are seeded into a code and, subsequently, 80
faults of that type are uncovered: 32 seeded and 48 unseeded. Calculate an
estimate of unseeded faults. How many faults remain to be found?

Solution:
Using (6.5), N, = 60, and the estimate of faults remaining is

N, (remaining) =N, - n, =60 - 48 =12

Input-Domain Based Model. 'This category of SRMs includes models that
assess the reliability of software when the test cases are sampled randomly from
a well-known operational distribution of software inputs. The reliability estimate
is obtained from the number of observed failures during execution. Key
assumptions of these models are:

input profile distribution is known,
random testing is used (input are selected randomly),

input domain can be partitioned into equivalence classes.

Specific models of this category are:
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Nelson’s model (Nelson (1978)),
Ramamoorthy and Bastani’s model (Ramamoorthy and Bastani (1982)).

We will further elaborate on Nelson’s model.

Nelson’s Model. This model is typically used for systems with ultrahigh-
reliability requirements, such as software used in nuclear power plants and are
limited to about 1000 lines of code. The model is applied to the validation phase
of the software (acceptance test) to estimate the reliability. Nelson defines the
reliability of a software run n times (for n test cases) and which failed n, times as

R=1-n.n (6.6)

where n is the total number of test cases and n, is the number of failures
experienced out of these test cases,

Failure Count Model. This category of SRMs estimate the number of
faults or failures experienced in specific intervals of time. Key assumptions of
these models are:

test intervals are independent of each other,

testing intervals are homogeneously distributed,

number of faults detected during nonoverlapping intervals are independent
of each other.

The SRMs that fall into this category are

Shooman’s exponential model (1975),

Goel-Okumoto’s nonhomogeneous Poisson process (1979),

Musa’s execution time model (Musa et al. (1987)),

Goel’s generalized nonhomogeneous Poisson process model (1983),

Musa-Okumoto’s logarithmic Poisson execution time model (Musa et
al. (1987)).

We will further elaborate on the Musa and Musa—-Okumoto's models.

Musa Basic Execution Time Model (BETM) Model. This model (Musa
(1975)) assumes that failures occur in the form of a nonhomogeneous Poisson
process. The unit of failure intensity is the number of failures per central process
unit (CPU) time. This relates failure events to the processor time used by the
software. In the BETM, the reduction in the failure intensity function remains
constant, irrespective of whether any failure is being fixed.

The failure intensity, as a function of number of failures experienced. is
obtained from:
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Ap) = A(,[l - ﬁ] (6.7)

Yo

where
A(n) is the failure intensity (fattures per CPU-hour),
A, is the initial failure intensity at the start of execution,
p is the expected number of failures experienced up to a given point in
time,
v, is the total number of failures.

The number of failures that should be fixed in order to move from a present
failure intensity, to a target intensity, is given by

Ap - 2 -2
S (A ) (6.8)
(¥}
where p is the present failure intensity A, is the target (final) failure intensity. The
execution time required to reach this objective is

AT=—vﬁln[—Al] (6.9)
Ay Ay '
In these equations, v, and A, can be estimated in different ways. see Musa et al.
(1987).

Musa—Okumoto Logarithmic Poisson Time Model (LPETM), (Musa et al.
(1987)). According to the LPETM, the failure intensity is given by

A(p) = A, e O (6.10)

where O is the failure intensity decay parameter and A, y, and A, are the same as
in the BETM. This model assumes that repair of the first failure has the greatest
impact in reducing failure intensity and that the impact of each subsequent repair
decreases exponentially.

In the LPETM, no estimate of v, is needed. The expected number of failures
that must occur to move from a present failure intensity of A, to a target intensity
of A, is

Auf-llnﬂ 6.11
0 (6.11)

The execution time to reach this objective is given by
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1 1 1
AT = 4~ 4 - L
T B[X k] (6.12)

F 7

As we have seen, the execution time components of these models are
characterized by two parameters. These are listed in Table 6.1.

Table 6.1 Execution Time Parameters

Model

Parameter
Basic Logarithmic Poisson

Initial failure intensity Ay Ay

Failure intensity change
Total failures vy —
Failure intensity decay — (3]
parameter

Example 6.4

Assume that a software will experience 200 failures in its lifetime. Suppose,
it has now experienced 100 of them. The initial failure intensity was 20 failures/
CPU-hour. Using BETM and LPETM calculate the current failure intensity
(assume failure intensity decay parameter is 0.02/failure).

Solution:
For BETM,
Ap) = ko{l - i]
\’U
= 20(1 - iO_O) = 10 failures per CPU-hour
200
For LPETM,

A(p) = A, e %

= 20 el (00U - 270 failures per CPU-hour

The most common approach to software reliability analysis is testing.
Testing is often performed by feeding random inputs into the software and
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observing the output produced to discover incorrect behavior. Because of the
extremely complex nature of today’s modern computer systems, however, these
techniques often result in the generation of an enormous number of test cases. For
example, Petrella et al. (1991) discuss Ontario Hydro’s validation testing of its
Darlington Nuclear Generating Station’s new computerized emergency reactor
shutdown systems that required a minimum of 7000 separate tests to demonstrate
99.99% reliability at 50% confidence.

Software reliability growth models have not had a great impact so far in
reducing the quantity and cost of software testing necessary to achieve a
reasonable level of reliability.

6.2.3 Software Life Cycie Models

Many different life cycle models exist for developing software systems. These
differ in the timing that various activities must be done in order to produce a high-
quality software product. According to Boehm (1988) the following types of
process models exist:

sequential models

loop models (waterfall models)
V-models (V stands for verification)
viewpoint models

spiral models

These models have different motivations, strengths, and weaknesses. Many
reliability, performance, and safety problems can be resolved only by the careful
design of a software product. These must be addressed early in the life cycle, no
matter which life cycle model is used. The life cycle models generally require the
same type of tasks to be carried out; they differ in the ordering of these tasks in
time (Lawrence (1993)). We will further elaborate on the Waterfall model.

The Waterfall Model. This is a life cycle model for software development.
The classical waterfall model of software development assumes that each phase of
the life cycle can be completed before the next phase can start (Pressman (1987)).
The model permits the developer to return to previous phases. For example, if a
requirements error is discovered during the implementation phase (see Figure 6.2),
the developer is expected to halt the development, return to the requirement phase,
fix the problem, change the design accordingly, and then restart the implementation
from the revised design. In practice, one may only stop the implementation affected
by the newly discovered requirement. The waterfall model has been severely
criticized as not being realistic to many software development situations (Lawrence
(1993)). Despite all of these concerns it remains a useful model for situations where
the requirements are known and stable before development begins, and where little
change to requirements is anticipated (Lawrence (1993)).
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Figure 6.2 The waterfall model.

6.3 HUMAN RELIABILITY

It has long been recognized that human error has a substantial impact on the
reliability of complex systems. Accidents at Three Mile Island and Chernobyl
clearly show how human error can defeat engineered safeguards and play a
dominant role in the progression of accidents. About 70% of aviation accidents are
caused by human malfunctions, similar figures apply to the shipping and process
industry. The reactor safety Study (1975) revealed that more than 60% of the
potential accidents in the nuclear industry are related to human errors. In general,
the human contribution to overall system performance is at least as important as
that of hardware reliability.

To obtain a precise and accurate measure of system reliability, human error
must be taken into account. Analysis of system designs, procedures, and
postaccident reports shows that human error can be an immediate accident initiator
or can play a dominant role in the progress of undesired events. Without
tncorporating human error probabilities, the results are incomplete and often
underestimated.

To estimate human error probabilities (and, thus, human reliability), one
needs to understand human behavior. However, human behavior is very difficult
to model. Literature shows that there is not a strong consensus on the best way to
capture all human actions and quantify human error probabilities. The
assumptions, mechanisms, and approaches used by any one specific human model
cannot be applied to all human activities. Current human models need further
advancement, particularly in capturing and quantifying intentional human errors.
Limitations and difficulties in current human reliability analysis (HRA) include the
following:
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1. Human behavior is a complex subject that cannot be described as a
simple component or system. Human performance can be affected
by social, environmental, psychological, organizational, and physical
factors that are difficult to quantify.

2. Human actions cannot be considered to have binary success and failure
states, as in hardware failure. Furthermore, the full range of human
interactions have not been fully analyzed by HRA methods.

3. The most difficult problem with HRA is the lack of appropriate data
on human behavior in extreme situations.

Human error may occur in any phase of the design, manufacturing, con-
struction, and operation of a complex system. Design, manufacturing, and construc-
tion errors are also the cause of many types of errors during system operation. The
most notable errors are dependent failures whose occurrence can cause loss of
system redundancy. These may be discovered in manufacturing and construction,
or during system operation. Normally, quality assurance programs are designed and
implemented to minimize the occurrence of these types of human error.

In this book, we are concerned with human reliability during system
operation, where human operators are expected to maintain, supervise, and control
complex systems. In the remainder of this section, human reliability models are
reviewed, and important models are described in some detail. Emphasis is on the
basic ideas, advantages, and disadvantages of each model, and their applicability
to different situations. Then, we describe the important area of data analysis in
HRA. After the links between models and data are reviewed, the problems of
human reliability data sources and respective data acquisition are addressed.

6.3.1 Human Reliability Analysis Process

A comprehensive method of evaluating human reliability is the method called
systematic human action reliability procedure (SHARP) developed by Hannaman
and Spurgin (1984). The SHARP defines seven steps to perform HRA. Each step
consists of inputs, activities, rules, and outputs. The inputs are derived from prior
steps, reliability studies, and other information sources, such as procedures and
accident reports. The rules guide the activities which are needed to achieve the
objectives of each step. The output is the product of the activities performed by
analysts. The goals for each step are as follows:

1. Definition: Ensure that all different types of human interactions are
considered.

2. Screening: Select the human interactions that are significant to system
reliability.

3. Qualitative Analysis: Develop a detailed description of important
human actions.
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4. Representation: Select and apply techniques to model human errors in
systemn logic structures, e.g., fault trees, event trees, MLD, or reliability
block diagram.

5. Impact Assessment: Explore the impact of significant human actions
identified in the preceding step on the system reliability model.

6. Quantification: Apply appropriate data to suitable human models to
calculate probabilities for various interactions under consideration.

7. Documentation: Include all necessary information for the assessment
to be understandable, reproducible, and traceable.

The relationships among these steps are shown in Figure 6.3. These steps
in humnan reliability consideration are described in more detail below.

Step 1: Definition

The objective of Step 1 is to ensure that key human interactions are included
in the human reliability assessment. Any human actions with a potentially
significant impact on system reliability must be identified at this step to guarantee
the completeness of the analysis.

Human activities can generally be classified in Figure 6.3.

Type 1: Before any challenge to a system, an operator can affect
availability, reliability, and safety by restoring safeguard
functions during testing and maintenance.

Type 2: By committing an error, an operator can initiate a challenge to
the system causing the system to deviate from its normal
operating envelope.

Type 3: By following procedures during the course of a challenge, an
operator can operate redundant systems (or subsystems) and
recover the systems to their normal operating envelope.

Type 4: By executing incorrect recovery plans, an operator can aggravate
the situation or fail to terminate the challenge to the systems.

Type 5: By improvising, an operator can restore initially failed equipment
to terminate a challenge.

As recommended by the SHARP, HRA should use the above classification and
investigate the system to reveal possible human interactions. Analysts can use the
above-mentioned characteristics for different types of activities. For example,
Type 1 interactions generally involve components, whereas Type 3 and Type 4
interactions are mainly operating actions that can be considered at system level.
Type § interactions are recovery actions that may affect both systems and
components. Type 2 interactions can generally be avoided by confirming that
human-induced errors are included as contributors to the probability of all possible
challenges to the system. The output from this step can be used to revise and
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enrich system reliability models, such as event trees and fault trees, to fully
account for human interactions. This output will be used as the input to the next
step.

No Detailed
Analysis ‘ Step2
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Figure 6.3 Systematic human action reliability procedure, Hannaman and Spurgin
(1984).

Step 2: Screening

The objective of screening is to reduce the number of human interactions
identified in Step 1 to those that might potentially challenge the safety of the
system. This step provides the analysts with a chance to concentrate their efforts
on key human interactions. This is generally done in a qualitative manner. The
process is judgemental.

Step 3: Qualitative Analysis

To incorporate human errors into equipment failure modes, analysts need
more information about each key human interaction identified in the previous
steps to help in representing and quantifying these human actions. The two goals
of qualitative analysis are:
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1. Postulate what operators are likely to think and do, and what kind of
actions they might take in a given situation, and

2. Postulate how an operator's performance may modify or trigger a
challenge to the system.

This process of qualitative analysis may be broken down into four key stages.

1. Information gathering.

Prediction of operator performance and possible human error modes.
Validation of predictions.

Representation of output in a form appropriate for the required
function.

el o

In summary, the qualitative analysis step requires a thorough understanding
of what performance-shaping factors (e.g., task characteristics, experience level.
environmental stress, and social-technical factors) affect human performance.
Based on this information, analysts can predict the range of plausible human
action. The psychological mode] proposed by Rasmussen (1987) is a useful way
of conceptualizing the nature of human cognitive activities. The full spectrum of
possible human action following a misdiagnosis is typically very hard to
recognize. Computer simulations of performance described by Woods et al. (1988)
and Amendola et al. (1987) offer the potential to assist human reliability analysts
in predicting the probability of human errors.

Step 4: Representation

To combine the HRA results with the system analysis models of Chapter 4,
human error modes need to be transformed into appropriate representations.
Representations are selected to indicate how human actions can affect the
operation of a system.

Three basic representations have been used to delineate human interactions:
the operator action tree (OAT) described by Wreathall (1981), the confusion
matrix described by Potash et al. (1981), and the HRA event trees described by
Swain and Guttman (1983). Figure 6.4 shows an example of OAT. The HRA tree
is discussed in Section 6.3.2.

Step 5: Impact Assessment

Some human actions can introduce new impacts on the system response.
This step provides an opportunity to evaluate the impact of the newly identified
human actions on the system.

The human interactions represented in Step 4 are examined for their impact
on challenges to the system, system reliability, and dependent failures. Screening
techniques are applied to assess the importance of the impacts. Important human
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Figure 6.4 Operator action tree.

interactions are found, reviewed, and grouped into suitable categories. If the
reexamination of human interactions identifies new human-induced challenges or
behavior, the system analysis models (e.g., MLD, fault tree) are reconstructed to
incorporate the results.

Step 6: Quantification

The purpose of this step is to assess the probabilities of success and failure
for each human activity identified in the previous steps. In this step, analysts apply
the most appropriate data or models to produce the final quantitative reliability
analysis. Selection of the models should be based on the characteristics of each
human interaction.

Guidance for choosing the appropriate data or models to be adopted is
provided below.

For procedural tasks, the data from Swain and Guttman (1983) or equivalent
can be applied.

For diagnostic tasks under time constraints, time-reliability curves from Hall
et al. (1982) or the human cognitive reliability (HCR) model from
Hannaman et al. (1984) can be used.

For situations where suitable data are not available, expert opinion appro-
aches, such as paired comparison by Hunns and Daniels (1980) and the
success likelihood index method by Embry et al. (1984) can be used.

For situations where multiple tasks are involved, the dependence rules
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discussed by Swain and Guttman (1983) can be used to assess the
quantitative impact.

Step 7: Documentation

The objective of Step 7 is to produce a traceable description of the process
used to develop the quantitative assessments of human interactions. The
assumptions, data sources, selected model and criteria for eliminating unimportant
human interactions should be carefully documented. The human impact on the
system should be stated clearly.

6.3.2 HRA Models

The HRA models can be classified into the following categories. Representative
models in each are also summarized.

1. Simulation Methods
a) Maintenance Personnel Performance Simulation (MAPPS)
b) Cognitive Environment Simulation (CES)
2. Expert Judgement Methods
a) Paired Comparison
b) Direct Numerical Estimation (Absolute Probability Judgement)
¢) Success Likelihood Index Methodology (SLIM)
3. Analytical Methods
a) Technique for Human Error Rate Prediction (THERP)
b) Human Cognitive Reliability Correlation (HRC)
¢) Time Reliability Correlation (TRC)

We will briefly discuss each of these models. Human error is a complex
subject. There is no single model that captures all important human errors and
predicts their probabilities. Poucet (1988) reports the results of a comparison of
the HRA models. He concludes that the methods could yield substantially different
results, and presents their suggested use in different contexts.

Simulation Methods

These methods primarily rely on computer models that mimic human
behavior under different conditions.

Maintenance Personnel Performance Simulation (MAPPS). MAPPS,
developed by Siegel et al. (1984), is a computerized simulation model that
provides human reliability estimation for testing and maintaining tasks. To
perform the simulation, analysts must first find out the necessary tasks and
substasks that individuals must perform. Environmental motivational tasks and
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organizational variables that influence personnel performance reliability are input
into the program. Using the Monte-Carlo simulation, the model can output the
probability of success, time to completion, idle time, human load, and level of
stress. The effects of a particular parameter or subtask performance can be
investigated by changing the parameter and repeating the simulation.

The simulation output of task success is based on the difference between the
ability of maintenance personnel and the difficulty of the subtask. The model used
is

Pr( success ) = exp(y) / (1+ exp(y)) (6.13)

where y > 0 is the difference between personnel ability and task difficulty.

Cognitive Environment Simulation (CES).  Woods (1988) has developed a
model based on techniques from artificial intelligence (Al). The model is designed
to simulate a limited resources problem solver in a dynamic, uncertain, and
complex situation. The main focus is on the formation of intentions, situations and
factors leading to intentional failures, forms of intentional failures, and the
consequence of intentional failures.

Similar to the MAPPS model, the CES model is a simulation approach that
mimics the human decision making process during an emergency condition. But
CES is a deterministic approach, which means the program will always obtain the
same results if the input is unchanged. The first step in CES is to identify the
conditions leading to human intentional failures. CES provides numerous
performance-adjusting factors to allow the analysts to test different working
conditions. For example, analysts may change the number of people interacting
with the system (e.g., the number of operators), the depth or breadth of working
knowledge, or the human-machine interface. Human error prone points can be
identified by running the CES for different conditions. The human failure
probability is evaluated by knowing, a priori, the likelihood of occurrence of these
eITor prone points.

In general, CES is not a human rate quantification model. It is primarily a
tool to analyze the interaction between problem-solving resources and task
demands.

Expert Judgement Methods

The primary reason for using expert judgement in HRA is that there often
exist little or no relevant or useful human error data. Expert judgement is
discussed in more detail in Section 6.4. There are two requirements for selecting
experts:

they must have substantial expertise;
they must be able to accurately translate this expertise into probabilities.
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Direct Numerical Estimation.  For the direct numerical estimation method
described by Stillwell et al. (1982), experts are asked to directly estimate the
human error probabilities and the associated upper/lower bounds for each task. A
consistency analysis might be taken to check for agreement among these
judgements. Then, individual estimations are aggregated by either arithmetic or
geometric average.

Paired Comparison. Paired comparison, described by Hunns and Daniels
(1980), is a scaling technique based on the idea that judges are better at making
simple comparative judgements than making absolute judgements. An interval
scaling is used to indicate the relative likelihood of occurrence of each task. Saaty
(1980) describes this general approach in the context of a decision analysis
technique. The method is equally applicable to HRA.

Success Likelihood Index Methodology (SLIM). The success likelihood
index methodology (SLIM) developed by Embry et al. (1984) is a structural
method that uses expert opinion to estimate human error rates. The underlying
assumption of SLIM is that the success likelihood of tasks for a given situation
depends on the combination of effects from a small set of performance-shaping
factors (PSFs) relevant to a group of tasks under consideration.

In this procedure, the experts are asked to assess the relative importance
(weight) of each PSF with regard to its impact on the tasks of interest. An
independent assessment is made to the level or the value of the PSFs in each task
situation. After identifying and agreeing on the small set of PSFs, respective
weights and ratings for each PSF are multiplied. These products are then summed
to produce the success likelihood index (SLI), varying from 0 to 100 after
normalization. This value indicates the expert's belief regarding the positive or
negative effects of PSFs on task success.

The SLIM approach assumes that the functional relationship between
success probability and SLI is exponential, i.e.,

log [Pr(Operator success)] = (SLI) + b (6.14)

where a and b are empirically estimated constants. To calibrate a and b, at least
two human tasks of known reliability must be used in (6.14), from which constants
a and b are calculated.

This technique has been implemented as an interactive computer program.
The first module, called multi-attribute utility decomposition (MAUD), analyzes
a set of tasks to define their relative likelihood of success given the influence of
PSFs. The second module, systematic approach to the reliability assessment of
humans (SARAH), is then used to calibrate these relative success likelihoods to
generate absolute human error probability. The SLIM technique has a good
theoretical basis in decision theory. Once the initial database has been established
with the SARAH module, evaluations can be performed rapidly. This method does
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not require extensive decomposition of a task to an elemental level. For situations
where no data are available, this approach enables HRA analysts to reasonably
estimate human reliability. However, this method makes extensive use of expert
judgement, which requires a team of experts to participate in the evaluation
process. The resources required to set up the SLIM-MAUD database are generally
greater than other techniques.

Analytical Methods

These methods generally use a model based on some key parameters that
form the value of human reliabilities.

Technique for Human Error Rate Prediction (THERP). The oldest and
most widely used HRA technique is the THERP analysis developed by Swain and
Guttman (1983) and reported in the form of a handbook. The THERP approach
us.s conventional system reliability analysis modified to account for possible
human error. Instead of generating equipment system states, THERP produces
possible human task activities and the corresponding human error probabilities.
THERRP is carried out in the five steps described below.

1. Define system failures of interest

From the information collected by examining system operation and
analyzing system safety, analysts identify possible human interaction
points and task characteristics, and their impact on the systems. Then,
screening is performed to determine critical actions that require
detailed analysis.

2. List and analyze related human actions

The next step is to develop a detailed task analysis and human error
analysis. The task analysis delineates the necessary task steps and the
required human performance. The analyst then determines the errors
that could possibly occur. The following human error categories are
defined by THERP:
Errors of omission (omit a step or the entire task).
Errors of commission, including:

Selection error (select the wrong control, choose the wrong proce-

dures);

Sequence error (actions carried out in the wrong order);

Time error (actions carried out too early/too late);

Qualitative error (action is done too little/too much).

At this stage, opportunities for human recovery actions (recovery from an
abnormal event or failure) should be identified. Without considering recovery
possibilities, overall human reliability might be dramatically underestimated.
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The basic tool used to model tasks and task sequences is the HRA event tree.

According to the time sequence or procedure order, the tree is built to represent
possible alternative human actions. Therefore, if appropriate error probabilities of
each subtask are known and the tree adequately depicts all human action
sequences, the overall reliability of this task can be calculated. An example of an
HRA event tree is shown in Figure 6.5.

Select MOV Correctly

Perform Monitoring CMT Monitoring

R .
cad Pressure Correctly Reading Error on Pressure

Read Temperature Correctly Reading Error on Temperature

Read Curve Correctly Reading Error on Curve

Initiate Cooldown o
Omit Initiateing Cooldown

Respond to BWST Omit Responding to BWST

Fail to Notice ANN

Read BWST Correct]
ea orrectly Reading Error on BWST

Selection Error on MOVs

Operate MOVs Reversal Error on MOV's

Figure 6.5 HRA event tree on operator actions during a small-break loss of coolant in
nuclear plants. CMT, computer monitoring; ANN, annunciator; BWST, borated water
storage tank; MOV, motor operated valve. (Hannaman and Spurgin (1984)).
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3.

Estimate relevant error probabilities

As explained in the previous section, human error probabilities
(HEPs) are required for the failure branches in the HRA event tree.
Chapter 20 of Swain and Guttman (1983) provides the following
information.
Data tables containing nominal human error probabilities
Performance models explaining how to account for PSFs to modify
the nominal error data
A simple model for converting independent failure probabilities into
conditional failure probabilities

In addition to the data source of THERP, analysts may use other data
sources, such as the data from recorded incidents, trials from
simulations, and subjective judgement data, if necessary.

Estimate effects of error on system failure events

In the system reliability framework, the human error tasks are
incorporated into the system model, such as a fault tree. Hence, the
probabilities of undesired events can be evaluated and the
contribution of human errors to system reliability or availability can
be estimated.

Recommend changes to system design and recalculate system
reliability

A sensitivity analysis can be performed to identify dominant
contributors to system unreliability. System performance can then be
improved by reducing the sources of human error or redesigning the
safeguard systems.

THERP approach is very similar to the equipment reliability
methods described in Chapter 4. The integration of human reliability
analysis and equipment reliability analysis is straightforward using the
THERP process. Therefore, it is easily understood by system analysts.
Compared with the data for other models, the data for THERP are
much more complete and easier to use. The handbook contains
guidance for modifying the listed data for different environments. The
dependencies among subtasks are formally modeled. although
subjective. Conditional probabilities are used to account for this kind
of task dependence.

Very detailed THERP analysis can require a large amount of effort.
In practice, by reducing the details of the THERP analysis to an
appropriate level, the amount of work can be minimized. THERP is not
appropriate for evaluating errors involving high-level decisions or
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diagnostic tasks. In addition, THERP does not model underlying
psychological causes of errors. Since it is not an ergonomic tool, this
method cannot produce explicit recommendations for design
improvement.

Human Cognitive Reliability (HCR) Correlation. During the development
of SHARP, a need was identified to find a model to quantify the reliability of
control room personnel responses to abnormal system operations. The HCR
correlation, described by Hannaman et al. (1984), is essentially a normalized
time-reliability correlation (described below) whose shape is determined by the
available time, stress, human-machine interface, etc. Normalization is needed to
reduce the number of curves required for a variety of situations. It was found that
a set of three curves (skill, rule-, and knowledge-based, developed by
Rasmussen,1982) could represent all kinds of human decision behaviors. The
application of HCR is straightforward. The HCR correlation curves can be
developed for different situations from the results of simulator experiments.
Therefore, the validity can be verified continuously. This approach also has the
capability of accounting for cognitive and environmental PSFs.

Some of the disadvantages of the HCR correlation are:

The applicability of the HCR to all kinds of human activities is not verified.

The relationships of PSFs and nonresponse probabilities are not well
addressed.

This approach does not explicitly address the details of human thinking
processes. Thus, information about intentional failures cannot be
obtained.

Time-Reliability Correlation (TRC). Hall et al. (1982) concentrated on the
diagnosis and decision errors of nuclear power plant operators after the initiation
of an accident. They criticized the behavioral approach used by THERP and
suggested that a more holistic approach be taken to analyze decision errors.

The major assumption of TRC is that the time available for diagnosis of a
system fault is the dominant factor in determining the probability of failure. In
other words, the longer people take to think, the more unlikely they are to make
mistakes. The available time for decision and diagnosis is delimited by the
operator's first awareness of an abnormal situation and the initiation of the selected
response. Because no data were available when the TRC was developed, an
interim relationship was obtained by consulting psychologists and system analysts.
Recent reports confirm that the available time is an important factor in correctly
performing cognitive tasks. A typical TRC is shown in Figure 6.6.

Dougherty and Fragola (1988) is a good reference for TRC as well as other
HRA methods. TRC is very easy and fast to use. However, TRC is still a
premature approach. The exact relationship between time and reliability requires
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Figure 6.6 Time-reliability correlation for operators.

more experimental and actual observations. This approach overlooks other
important PSFs, such as experience level, task complexity, etc. TRC focuses only
on limited aspects of human performance in emergency conditions. The time
available is the only variable in this model. Therefore, the estimation of the effect
of this factor should be very accurate. However, TRC does not provide guidelines
or information on how to reduce human error contributions.

6.3.3 Human Reliability Data

There is general agreement that a major problem for HRA is the scarcity of data
on human performance that can be used to estimate human error rates and
performance time. To estimate human error probabilities, one needs data on the
relative frequency of the number of errors and/or the ratio of “near-misses” to total
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number of attempts. Ideally, this information can be obtained from observing a
large number of tasks performed in a given application. However, this is
impractical for several reasons. First, error probabilities for many tasks, especially
for rare emergency conditions, are very small. Therefore, it is very difficult to
observe enough data within a reasonable amount of time to get statistically
meaningful results. Second, possible penalties assessed against people who make
errors in e.g., a nuclear power plant or in aircraft cockpit, discourages free
reporting of all errors. Third, the costs of collecting and analyzing data could be
unacceptably high. Moreover, estimation of performance times presents
difficulties since data taken from different situations might not be applicable.

Data can be used to support HRA quantification in a variety of ways, e.g.,
to confirm expert judgement, develop human reliability data, or support
development of an HRA model. Currently, available data sources can be divided
into the following categories: (1) actual data, (2) simulator data, (3) interpretive
information, and (4) expert judgement.

Psychological scaling techniques, such as paired comparisons, direct
estimation, SLIM, and other structured expert judgement methods, are typically
used to extrapolate error probabilities. In many instances, scarcity of relevant hard
data makes expert judgement a very useful data source. This topic is discussed
further in Chapter 7.

6.4 MEASURES OF IMPORTANCE

During the design reliability analysis, or risk assessment of a system, the specific
components and their arrangement may render some to be more critical than others
from the standpoint of their impact on the system reliability. For example, a series
set of components within a system has a much higher importance (for failure) in
a system, than the same set of components would have, if they were in parallel
within the system. In this section, we describe five methods of measuring the
importance of components: Bimbaum, Criticality, Fussell-Vesely, Risk-Reduction
Worth, and Risk-Achievement Worth measures of importance. Usually,
importance measures are used in the failure space, however, in the book their
application in the success space has also been discussed.

6.4.1 Birnbaum Measure of Importance

Introduced by Birnbaum (1969), this measure of component importance, /°(¢), for
success space (as described by Sharirli (1985)) is defined as

JR. [R(1)]

1’y -
e eR.(1)

(6.15)
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where R [R(1)] is reliability of the system as a function of the reliability of
individual components, R ().

If, for a given component i, 1°(?) is large, it means that a small change in the
reliability of component i, R(r), will result in a large change in the system
reliability R (#).

If system components are assumed to be independent, the Birnbaum measure
of importance can be represented by (Hoyland and Rausand (1994)):

IF(1) = R[R()|R(1) = 1] - R[R(N|R(1) = O] (6.16)

where R [R(1)R(#) = 1] and R, [R(1)IR(?) = 0] are the values of reliability function
of the system with the reliability of component i set to 1 and 0, respectively.

Equation (6.15) and (6.16) are often used in conjunction with the
unreliability, unavailability or risk function, F, (Q. (#)], given in terms of
individual component unreliability or unavailability Q.(r). In this case, (6.16) is
replaced by

(5 . OF (0]

i o F[QMIQ(0=1] - F[MIQ(=0]  (6.17)

Example 6.5
Consider the system shown below. Determine the Birnbaum importance of
each component at ¢ = 720 hours. Assume an exponential time to failure.

2
1 3
A, = LE-5 hr" 4

Ay=A;=A,=1E-4 hr'

Solution:
R,(t=720)=0.993 R,(t = 720) = R,(t = 720) = R,(t = 720) = 0.487

The reliability function of the system is

R (R =R, (t)- {1 - [1 ~ R,(DIL - R,(O]I[]1 - R(N]}=0.859
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Using (6.16),
1M =R [RMIR, (1) = 1] - R [R(DIR, (1) = 0)
1A = {1 - [1 - R} (1 - R - R0

therefore
1% = 720) = 0.865
LA =R (D[(1 - Ry(1) (1 - R(D)]
L% =720) ~ 0.26
Similarly,

1%+ =720y = 1.%(t = 720) = 0.26

It can be concluded that the rate of improvement in component 1 has far
more importance (impact) on system reliability than components 2, 3, and 4. For
example. if the reliability of the parallel units increases by an order of magnitude,
clearly the importance of components 2, 3, and 4 reduces (e.g., for A, = A, = A, =
107 /hr, 1. = 1P =1" = 0,and 1,” = 1). Similarly, if identical units are in parallel
with component 1, the importance changes.

6.4.2 Criticality Importance

Birnbaum's importance for component i is independent of the reliability of
component i itself. Therefore, I° is not a function of R (). It is clear that it would
be more difficult and costly to further improve the more reliable components than
to improve the less reliable ones. From this, the criticality importance of com-
ponent { is defined as

SR [(1)] R, (1)

1,(‘R(t) = x
R (t) R [R(n)]
or
‘ R.(1)
1,(R(t) = [,B X ———
R (R(1)] (6.18)

From (6.18), it is clear that the Birnbaum importance is corrected with respect to
reliability of the individual components relative to the reliability of the whole
system. Therefore, if the Birnbaum importance of a component is high, but the
reliability of the component is low with respect to the reliability of the system,
then criticality importance assigns a low importance to this component. Similarly,
{6.18) can be represented by the unreliability or unavailability function
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At
I8 (1) = 17 x 2o (6.19)
F Q)]
As such in Example 6.4,
1% - 0,865 x 9993
0.895

Since component | is more reliable, its contribution to reliability of the
system (i.e., its criticality importance) increases. Whereas, components 2, 3, and
4 will have a less important contribution to the overall system reliability.

A subset of criticality importance measure is inspection importance measure
(1."). This measure is defined as the product of Bimbaum importance times the
failure probability (unreliability or unavailability) of the component. Accordingly,

1y = I()® x Q.(1) (6.20)

This measure is used to prioritize operability test activities to ensure high
component readiness and performance.

6.4.3 Fussell-Vesely Importance

In cases where component / contributes to system reliability, but is not necessarily
critical, the Fussell-Vesely importance measure can be used. This measure, is
introduced by W.E. Vesely and later applied by Fussell (1975), is in the form of

P - RIRO]

i = m (6.21)

where R[R(1)] is the contribution of component i to the reliability of the system.
Similarly, using unreliability or unavailability functions,

A0
' F.1Q(1)]

where F[(Q()] denotes the probability that component i is contributing to system
failure or system risk.

The Fussell-Vesely importance measure has been applied to system cut sets
to determine the importance of individual cut sets to the failure probability of the
whole system. For example, consider importance /, of the kth cut set representing
a system failure. In that case, (6.22) replaces

(6.22)
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() = (6.23)

where
@,(1) is the time dependent probability that minimal cut set k occurs, and
Q.(0) is the total time dependent probability that the system fails (due to all
cut sets).

Generally, the minimal cut sets with the largest values of /, are the most
important ones. Equation (6.23) is equally applicable to mutually exclusive cut
sets. Consequently, system improvements should initially be directed toward the
minimal cut sets with the largest importance values.

If the probability of all minimal cut sets or mutually exclusive cut sets are
known, then the following approximate expression can be used to find the
tmportance of individual components.

[

Yo
= —_—-__-JLI
’ Q, (1)

(6.24)

where
Q,(1) is the probability that the jth cut set which contains component i
is failed, and m is the number of minimal cut sets that contain compo-
nent /

Expression (6.24) is an approximation; the situation of two minimal cut sets
containing component i failing at the same time is neglected since its probability
is very small.

6.4.4 Risk Reduction Worth Importance

The risk reduction worth (RRW) importance is a measure of the change in
unreliability (unavailability, or risk) when an input variable (e.g., unavailability
of component) is set to zero. That is by assuming that a component is “perfect” (or
its failure probability is zero) and thus eliminating any postulated failure. This
importance measure shows how much better the system can become as its
components are improved.

This importance measure is used in failure domains although it can be
equally used in the success domain too. The calculation may be done either as a
ratio or as a difference. Accordingly, as a ratio

JRRW _ F Q]
' E1Q()]Q,(1)=0] (6.25)
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and as a difference,
I = F1Q(0] - F1Q(1) ] Q,(1) = 0] (6.26)

where F [Q(1) ]| Q,(t) = 0] is the system unreliability (unavailability or risk)
when unreliability (or unavailability) of component i is set to zero.

In practice, this measure is used to identify elements of the system (e.g.,
components) that are the best candidates for efforts leading to improving system
reliability (risk or unavailability).

6.4.5 Risk Achievement Worth Importance

The risk achievement (increase) worth (RAW) importance is the inverse of risk
reduction worth measure. The input variable (e.g., component unavailability) is set
to one, and the effort of this change on system unreliability (unavailability or risk)
is measured. Similar to risk reduction worth, the calculation may be done as a ratio
or a difference. By setting component failure probability to one, RAW measures
the increase in system failure probability assuming the worst case of failing the
component. As a ratio RAW measure is

JRAV_ F1O(1)]
" F1Q() Q1) - 1] (6.27)

and as a difference,

MY = Flom ] (0 = 1] - F[Q(D] (6.28)

where, F [Q(1)] Q,(1) = 1] is the system unreliability (unavailability, or risk),
when unreliability (or unavailability) of component i/ is set to one.

The risk increase measure is useful for identifying elements of the system,
which are the most crucial for making the system unreliable (unavailable or
increasing the risk). Therefore, components with high 7*** are the ones that will
have the most impact, should their failure probability unexpectedly rise.

Example 6.6

Consider the water-pumping system below. Determine the Birnbaum,
Criticality, and Fussell-Vesely importance measures of the valve (v), pump-1
(p - 1) and pump-2 (p - 2) using both reliability and unreliability versions of the
importance measures.
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Pump !

__OJ_— Valve

Source
Pump 2 q, = 0.01
q,.. = 0.03
Solution:

Because the component reliability, R,_, = R,., = 0.97, R, = 0.99.
The reliability function is
RI[RN))=R -[R, +R,,-R, xR, ,}=0989
Using the rare event approximation, the unreliability function is
Floml=0,,x0,.+ 0 =0011

1. Birnbaum's importance:

B - - -~
I =R, +R ,-R xR ,=I
I') =R -R xR _,=~003
B — o~
I’y =R - R xR , =003

Using the unreliability function,

~ 0.03

o~
S wm
1
T.Q
5
|

B _ =
I}y =Q =003

2. Criticality Importance:



Selected Topics in Reliability Modeling 367

Jck . 099
“ 0.989
1% = 1% - 0.03x 0'979 = 0.029

Same criticality importance values are expected for the unreliability
function. R,[R(7)] is obtained by retaining terms involving R (¢).
3. Fussell-Vesely Importance:

R Ir(n)} = R[R(1)] = 0.989
Rp ()] = R, x Rpfl - R x R,Vl X R/‘_2 = 0.029
R,,- JIR(D] = R x Rp_z - R x Rp_] X R/’-l = 0.029

SV 0989
0.989

v

7Y =17, = 20296 65
7 0.989

Using the unreliability function,

F[R(1)] = Q. =001

Folgmj=¢, ,x@, , = 00001
F, 1] =0, ,xQ, , = 0.0009
Then,
17V = 1x Q0L 5o
0.011
FV FV 0.0009
Ip_lilp.,: = 0.08
0.011
Example 6.7

Repeat Example 6.6 and calculate /**¥ and I**" for all components.
Compare the results with I®, I®, and I™.
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Solution:
The unreliability function is F\[¢(0] = Q, , x @, ., + @, = 0.011

1. For RRW,
Fl@10.=0)=0, ;xQ, , = 0.03x0.03 = 0.0009

Therefore, for ratio measure,

R 0.0119 122

For difference measure

1Y 2 0.011 - 0.0009 = 0.01

Similarly for pumps as ratio,

JRRW IRR7W _ 0.011
. 7001

As difference,

LY = 1Y =< 0011 - 0,01 = 0.001
Note that in the ratio method, the larger numbers indicate increasing
importance, whereas the reverse is true for the difference method. This
is only a metric for identifying a component when its assured perfor-
mance will highly affect system operation.

2. Similarly for RAW, the ratio method yields

Y. 1900
0.011

For the difference method,

IRAW = ]
For the pumps. using the ratio method,

I’:z,\lw I;{fAﬁW _1x 0.03 + 0.01 - 364
- 0.011
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For the difference method,

A = Y = (1% 0.03 +0.01) - 0.011 = 0.029
The 1,.RAW shows importance of component i with respect to system unreliability
when component i fails. Clearly by comparing the results to 7°, 1%, and /™ with
I™¥ and I®®Y | the relative importance value measured by I**¥ is consistent. This
is expected since all other measures are related to the degradation of the
component. I**" is related to worth of improvement in component reliability.

6.4.6 Practical Aspects of Importance Measures

There are two principal factors that determine the importance of a component in
a system: the structure (topology) of the system, and the reliability or unreliability
of the components. Depending on the measure selected, one of the above may be
pertinent. Also, depending on whether we use reliability or unreliability, some of
these measures behave differently. In Example 6.6, this is seen in I:?', and P,Tg.
where their importance in success space is almost 1 and in the failure space is 0.

The Birnbaum measure of importance completely depends on the structure
of the system (e.g., whether the system is dominated by a parallel or series
configuration). Therefore, it should only be used to determine the degree of
redundancy and appropriateness of the system's logic.

The criticality importance is related to that of Birnbaum's. However, it is also
affected by the reliability/unreliability of the components and the system. This
measure allows for the evaluation of the importance of a component in light of its
potential to improve system reliability. The effect of improvements on one
component may result in changes in the importance of other components of the
system.

The Fussell-Vesely measure of importance has been widely used in practice,
mostly for measuring importance in the failure space using
unreliability/unavailability functions. The measure is more influenced by the
actual reliabtlity/unreliability of the components and the systems as well as the
logical structure of the system. Because of its simplicity, this measure has been
widely used.

Generally, the importance of components should be used during design or
evaluation of systems to determine which components or subsystems are important
to the overall reliability of the system. Those with high importance could prove to
be candidates for further improvement. In an operational context, items with high
importance should be watched by the operators, since they are critical for the
continuous operation of the system.
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Some importance measures are calculated as dimensionless ratios, while
others are absolute physical quantities or probabilities. The Birnbaum measure is
an absolute measure, while the Fussell-Vesely is a relative one. Table 6.2
summarizes the importance measures discussed in this section.

It is widely felt that the relative measures (ratios) have the advantage of
being more robust than the absolute measure: since many quantities appear in both
the numerator and the denominator, it can be hoped that errors in their magnitudes
will tend to divide out. This hope is realized in some models. On the other hand,
either the denominator or the numerator in the relative measures may be
dominated by terms that have nothing to do with the basic event of interest, so that
errors or uncertainties in those terms may obscure the desired insights. It is felt
that the risk achievement ratio and the risk reduction ratio are especially
vulnerabie to this kind of distortion.

The absolute measures have the advantage of providing an immediate sense
of whether a given event is negligible on an absolute scale. The relative measures
do not provide this information; the user must obtain system failure probability
and perform some arithmetic in order to obtain this information.

A number of other measures of importance have been introduced, as well as
computer program importance calculations. For more information, the readers are
referred to Lambert (1975), Sharirli (1985), and NUREG/CR-4550 (1990).

6.5 RELIABILITY-CENTERED MAINTENANCE

6.5.1 History and Current Procedures

The reliability-centered maintenance (RCM) methodology is a systematic
approach directed towards defining and developing applicable and effective failure
management strategies. RCM finds its roots in the early 1960s. The initial
development work was done by the North American civil aviation industry. It
started when the airlines at that time noted that many of their maintenance
practices were not only too expensive but also unsafe. This prompted the industry
to put together a series of maintenance steering groups (MSG) to review every-
thing they were doing to keep their aircrafts airborne. These groups consisted of
representatives of the aircraft manufacturers, the airlines and the Federal Aviation
Administration (FAA).

The first attempt at a rational, zero-based process for formulating main-
tenance strategies was promulgated by the air Transport Association in Washing-
ton, DC in 1968. The first attempt is now known as MSG-1. A refinement—now
known as MSG-2-—was promulgated in 1970

In the mid-1970s, the U.S. Department of Defense became interested in the
then state-of-the-art in aviation maintenance. They commissioned a report on the
subject from the commercial aviation industry. This report written by Stanley
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Nowlan and Howard Heap of United Airlines, was entitled “Reliability Centered
Maintenance (RCM).” The report was published in 1978, and it is still the leading
document in physical asset management.

RCM is a process used to decide what must be done to ensure that any item
(e.g., system or process) continues to do its function.

Table 6.2 Interpretation of Importance Measures

Name Definition

Interpretation

Comments

Birnbaum Pr(coefficient of
component /)

Criticality Pr(coefficient of
component i) x
Pr(component i
failure)/ Pr(system

failure)
Fussell- Pr[system failure (or
Vesely risk) based on terms

involving component
i)/ Prftotal system
failure (or risk)]

Risk reduction Pr(system failure (or
worth risk)]/
Pr[system failure
given component i

operates]
Risk Pr[system failure
achievement  given component |
worth fails]/Pr(total system

failure (or risk}))

How often component i
is needed to prevent
system failure

How often component i
is needed to prevent
system failure adjusted
for relative probability
of component i failure

Fraction of system
unavailability (or risk)
involving failure of
component /

Shows relative
improvements in
Pr(system failure)
realizable by improving
component i; how much
relative harm
component i does, by
not being perfect

How much relative good
is done by component {;
factor by which
Pr[system failure] would
increase with no credit
for component {

Absolute measure; directly
measures sensitivity of
probability of system failure
(or risk) to probability of
component i failure

Absolute measure, measures
the sensitivity of system
failure probability with
respect to failure probability
of component /

Dimensionless, relative
measure; reflects how much
relative improvement is
theoretically available from
improving performance of
component /. Denominator
may contain some terms
having nothing to do with
component 7 operation

Dimensionless, relative
measure. Both the
numerator and the
denominator contain some
terms having nothing to do
with component i operation

Dimensionless, relative
measure; both the
numerator and the
denominator contain some
terms having nothing to do
with component { operation
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What users expect from their items is defined in terms of primary
performance parameters such as output, throughput, speed, range, and carrying
capacity. Where relevant, the RCM process also defines what users want in terms
of risk (safety and environmental integrity), quality (precision, accuracy,
consistency, and stability), control, comfort, containment, economy, customer
service, and so on.

The next step in the RCM process is to identify ways in which the item can
fail to live up to these expectations (failed states), followed by an FMEA, to
identify all the events which are reasonably likely to cause each failed state.

Finally, the RCM process seeks to identify a suitable failure management
policy for dealing with each failure mode in light of its consequences and technical
characteristics. Failure management policy options include:

Predictive maintenance.

Preventive maintenance.

Failure-finding.

Change the design or configuration of the system.
Change the way the system is operated.
Run-to-failure.

The RCM process provides powerful rules for deciding whether any failure
management policy is technically appropriate. It also provides adequate criteria for
deciding how often routing tasks should be done. The RCM methodology involves
a systematic and logical step-by-step consideration of:

The function(s) of a system or component.

The ways, the function(s) can be lost.

The importance of the function and its failure.

A priority-based consideration that identifies those failure management
activities that both reduce failure potential and are cost-effective.

RN -

The key steps of this process include:

Definition of system boundaries. Boundaries must be clearly identified and
clear explanation of the level of detail for the analysis be presented.

Determination of the functions of a system, its subsystems, or components.
Each component within the system or subsystem may have one or
more functions. These should be explained and inputs and outputs of
functions across system boundaries must also be identified.
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Determination of functional failures. A functional failure occurs when a
system or subsystem fails to provide its required function.

Determination of dominant failure modes. One of the logical system analysis
methods (e.g., fault tree or MLD) along with FMEA should be used to
identify the modes that are the leading (high probability) causes for
functional failures.

Determination of corrective actions and optimal preventive maintenance
schedules. Applicable and effective course of action for each failure
mode should be identified. This action may be to implement a
preventive maintenance task, accept the likelihood of failure, or initiate
redesign.

Integration of the results. The results of the failure management task along
with other specifics of implementation are integrated into the
maintenance plan.

From the above steps, it is clear that RCM methodology can be divided into
two basic phases. First, the system and its boundaries are defined and then the
system is decomposed to subsystems and components, and their functions are
identified along with those failures that are likely to cause loss of the functions.
Second, each of the functional failures is examined to determine the associated
failure mode and to determine whether or not there are effective failure
management strategies (or tasks) that eliminate or minimize occurrence of the
failure mode identified.

For those failure modes for which an effective failure management task is
specified, further definition is necessary. Each task should be labeled as either
time-directed, condition-monitoring, or failure-finding. Time-directed tasks are
generally applicable when the probability of failure increases with the time, that
is the failure mode has a positive trend as discussed in Chapter 5. Time can be
measured in several different ways, including actual run time or the number of
startups (demands) or shutdowns of the component (with the given failure mode).
Condition-monitoring tasks are generally applicable when one can efficiently
correlate functional failures to detectable and measurable parameters of the
system. For example, vibration of a pump can be measured 1o predict alignment
problems. Failure-finding tasks are not preventive, but are intended to discover
failures that are otherwise hidden. If no effective failure management task can be
identified for a hidden failure, a scheduled functional failure-finding task may be
devised.

In order to develop an optimal preventive maintenance program, an optimal
schedule for such maintenance activities must be devised. In the following section,
a reliability based technique for optimizing a preventive maintenance schedule is
discussed.
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6.5.2 Optimal Preventive Maintenance Scheduling

In this section we consider a simple example of optimal preventive action
scheduling, which minimizes the average total cost of system functioning per unit
time.

Denote the preventive maintenance interval by 0, the cost of failure which
occurs during a system operation by ¢,, and the cost of a preventive maintenance
by c.. Consider the problem of finding the optimal value of 8 which minimizes the
average total cost per unit time.

In order to find the mean length of the interval between two adjacent
maintenance actions and the average cost of this interval per unit time assume that:

The interval between maintenance actions is constant and equals 6, if there
is no failure, and all maintenance actions are preventive.
If a failure has occurred, it is assumed that a maintenance is instantly
performed at a random time T < 0. The mean length of this interval. ©,
is given by:

0
O - E@7 - fR(r)dr (6.29)
0

where R(1) is the reliability function of the component.
The average cost per unit time, C(0), can be written as

¢, F(8) + ¢,R(0)
C(0y = - 5 2 (6.30)

where F(Q) = | -R(Q) is the unreliability of the component.
The optimal value of O can be fo
und using the first order condition (equating the first derivative to zero), i.e.,

dc®) _ d | ¢ F(0) r RO

£ =0 (6.31)
do do ©
which results in the following equation:
C,
A6)0 - F(B) = - (6.32)

CI*C2
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where A(0) = RO)/R(D). For the practical applications it is better to rewrite this
equation expressing the relative cost dependence:

Cz/C|
1 - ¢)c

A0)O - F(O) = (6.33)

In general, this equation can be solved only numerically.

The results of the numerical solution of (6.33) for the Weibull distribution
with the shape parameter, P, equal to 2 (aging distribution), and the scale
parameter, ¢, and some values of ¢,/c, are given in the following table.

¢, /¢ 0*/a
0.9 5.078
0.8 2.274
0.7 1.529
0.6 1.243
0.5 1.080
0.4 0.968
0.3 0.885
0.2 0.816
0.1 0.759
0.05 0.733
0.025 0.720
0.01 0.713

Economic Benefit of Optimization

To estimate the economic benefit of the optimization considered, one needs
to compare the average cost of failure per unit time without preventive main-
tenance, E(c,) = ¢, /MTTF, with the average cost of failure per unit time given
by (6.30) when 0 = 0* ( i.e., under the optimal schedule) i.e., to calculate the
ratio, €:

_ MTTF

c,
F(0") + C—~R(6') (6.34)

The results of calculations for the example considered are given in the following
table:
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e €
09 1.000
08 1.000
0.7 1.000
0.6 0.993
0.5 0.966
0.4 0.922
0.3 0.862
0.2 0.783
0.1 0.690
0.05 0.644
0.025 0.605
0.01 0.589

As one could anticipate the less c./c| is, the greater the effect of optimization. For
the values of ¢,/c, = 0.1 it is about 30 cents per dollar.

6.6 RELIABILITY GROWTH

As the design cycle of a product progresses from concept to development, testing,
and manufacturing, one expects that the implementation of design changes
improves the product’s reliability to achieve a design goal. Typically, a formal test
analyze and fix (TAAF) program is implemented to discover design flaws and
mitigate them. The gradual product improvement through the elimination of
design deficiencies, which results in the increase of failure (inter)arrival times is
known as reliability growth.

Generally speaking, reliability growth can be applicable to any level of a
design decomposition, ranging from a component to a complete system. The (non-
repairable) component level reliability growth can be readily established by
comparing a chosen reliability metric for the consecutive design iterations or the
product development milestone. For further reading on multiple comparisons of
component level reliability data see Nelson (1982).

Most of the existing reliability growth models, however, are associated with
repairable systems and, therefore, the basic reliability growth mathematics will be
related to that considered in Section 5.1. The reliability growth methodology
includes some new terms, that we have not formally defined thus far. The first is
the cumulative MTBF (CMTBF), @ _, defined as the ratio of the total time on test
1 to the expected cumulative number of failures E[N(1)].

t
© E[N(]
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The second term is the instantaneous MTBF (IMTBF), ©,, defined as the inverse
of the ROCOF function considered in Section 5.1.1.

The difference between the two is that @ _is a function of ROCOF integrated over
the interval (0, t), whereas @, is the inverse of ROCOF at a given point in time /.

6.6.1 Graphical Method

One of the easiest and straightforward methods to assess reliability growth of a
repairable system is to plot the cumulative number of failures versus cumulative
time on test. The reliability growth is said to take place, if the TAAF based design
changes lead to an increment drop in a cumulative number of failures as a function
of total time on test (see Figure 6.7). Generally, the concave (convex) plot would
indicate a reliability growth (deterioration), while a straight line would be an
indication of no change in reliability behavior.

4 - reliability growth
© - no change in reliability
O - reliability deterioration

! o coool®

Cumulative Namber of Failures

Cumulative Time on Test

Figure 6.7 A nonparametric method of reliability growth evaluation.

6.6.2 Duane Method

Empirical studies conducted by Duane (1964) on a number of repairable systems
have shown that the cumulative MTBF plotted against cumulative time on test in
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a log-log space exhibit an almost linear relationship. Duane postulated a reliability
growth model that expresses the CMTBF as a function of total time on test in the
following form:

b
= (6.35)

0 (1) = -
1) 3

L
N

where ¢ is the total time on test, and N is the cumulative number of failures.
Taking the log of both sides of (6.35), one gets:

In[6 ()] = (1-B) In(t) - In(R), >0

which does indeed present an equation of a straight line. Parameters A and [ are
referred to as the growth parameters and can be estimated using the linear
regression technique discussed in Section 2.8. The inverse of parameter A is
sometimes referred to as the initial MTBF. The latter term becomes self-
explanatory, if one sets ¢ to one in (6.35).

The instantaneous MTBF can be derived by differentiating (6.35) with
respect to ¢.

d[ ’ ] |

1 0 1B .

@(r):(d ] . . ot (6.36)
! dt dt AB

It can be seen that under the Duane model, the cumulative and instantaneous
MTBFs are related to each other through parameter f3:
B8.( =P 6,(1)

Keeping in mind that ROCOF, A(?), is the inverse of the instantaneous MTBF
©.1), equation (6.36) can be represented in the following form

A = PArP (6.37)

Note that this is the exact algebraic form of the NHPP ROCOF model discussed
in Section 5.1.4.
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Besides, expression (6.37) formally coincides with the Weibull hazard rate
function. As such, B < 1 represents reliability growth and B > 1 represents
reliability degradation. O'Connor (1991) has suggested the following engineering
interpretation of the growth parameter [:

B Interpretation

0.4-0.6  The program's top priority is the elimination of failure modes. The
program uses accelerated tests and suggests immediate analysis and
effective corrective action for all failures.

0.3-0.4  The program gives priority to reliability improvement. The
program uses normal environmental tests and well-managed
analysis. Corrective action is taken for important failure modes.

0.2-0.3  The program gives routine attention to reliability improvement. The
program does not use applied environmental tests. Corrective action
is taken for important failure modes.

0.0-0.2  The program gives no priority to reliability improvement. Failure
data are not analyzed. Corrective action is taken for important
failure modes, but with low priority.

Once the parameters of the Duane model are estimated, it becomes possible
to determine the TAAF test time required to attain a given target instantaneous
MTBF under a given rate of reliability growth [3:

1

t=(6,AB) P (6.38)

Example 6.8

The following are the miles-between-consecutive-failures of a new
automobile subsystem obtained through the TAAF program: 5940, 12,331,
21,010, 27,192, 19,910, 24,211, 26,422, 27,731, 26,862, 29,271. Estimate the
parameters of the Duane model and find the total test mileage required to attain the
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target MMBF (mean miles between failures) of 50,000 miles under the estimated
rate of reliability growth.

Solution:
Failure Failure

Cumulative  interarrival amival CMMBF,

failures, N mileage, A ¢ mileage, ¢ 8 =1tN Log (1) Log (8,)
1 5940 5940 5940 3.77 3.77
2 12,331 18,271 9136 4.26 3.96
3 21,010 39,281 13,094 4.59 4.12
4 27,192 66,473 16,618 4.82 4.22
5 19,910 86,383 17,277 4.94 4.24
6 24,211 110,594 18,432 5.04 4.27
7 26,422 137,016 19,574 5.14 4.29
8 27,731 164,747 20,593 5.22 4.31
9 26,862 191,609 21,250 5.28 4.33
10 29,271 220,880 22,088 5.34 4.34

The plot of the two rightmost columns of the above table is shown in Figure
6.8.

Using (2.101), the slope and intercept of the regression line in Figure 6.8 are
estimated as 0.37 and 2.41, respectively. Then, the [ parameter of the Duane
model is

B=1-037=063

which corresponds to a program dedicated to the reduction of failures. The A
parameter is found as

A =107*"=0.0039 mile"
Using (6.38), the test mileage required to attain the instantaneous MMBF of
50,000 miles is

t = (50,000 x 0.0039 x 0.63)' °** = 443,568 miles
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Figure 6.8 A Duane model plot in Example 6.8.

6.6.3 Army Material Systems Analysis Activity (AMSAA) Method

It is important to note that under Duane’s assumption, (6.36) and (6.37) are
deterministic models. Crow (1974) suggested that (6.37) could be treated
probabilisticly as the ROCOF of a nonhomogeneous Potsson process (see section
5.1.1). Such probabilistic interpretation of (6.37) is known as the AMSAA model
and offers two major advantages.

First, the model parameters can be estimated through the maximum
likelihood method using (5.30-5.31) and the confidence limits on these parameters
can also be developed (Crow (1974)). Second, the distribution of the number of
failures f{N(#)} can be obtained based on:

(AtP)"exp(-AtP)

n!

Pr(N(t)=n) = ,n=0,12,...

Example 6.9
For the data in Example 6.8,

a. find the maximum likelihood estimates of the AMSAA model
parameters,
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b.  determine the expected number of failures at 150,000 accumulated
miles,

¢.  find the probability that the actual number of failures at 150,000 miles
will be greater than the expected value determined in b.

Solution:
a.  Using (5.30) and (5.31), the estimates of the AMSAA model
parameters are

b - 10 - 0.86
220,880 220880 220,880
5940 12,331 26,862
L = 10x 220,880 "% = 0.00024 mile '

b.  The expected number of failures at 150,000 miles is
N(150,000) = A /# = 0.00024 x 150000"* = 7

c.  The probabilities of the actual number of failures taking a value of less
than or equal to the expected number are provided in the table below.

Pr(N(150,000)=n) = L XPCTD)
n n!
0 0.000912
I 0.006383
5 0.022341
3 0.052129
4 0.091226
5 0127717
6 0.149003
7 0.149003
Total 0.598714

Thus. the probability of the actual number of failures being greater than 7 is

Pr(N(150,000) > 7) = 1 - 0.5987 = 0.4013
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g See the software supplement for the automated reliability growth analysis.

The concepts of reliability growth are discussed by a number of authors.
Balaban (1978) presents the mathematical models of reliability growth. O'Connor
(1991) discusses general methods for sequential testing, reliability demonstration,
and growth monitoring. Fries and Sen (1996) present a comprehensive survey of
discrete reliability growth models.

EXERCISES

6.1 An engine crankshaft is a good example of a high reliability part of a car.
Although it is pounded by each cylinder with every piston stroke, that single
bar remains intact for a long time. Assume the strength of the shaft is normal
with the mean S and standard deviation s, while the load per stroke is L with
standard deviation (. Realize that a C cylinder engine hits the shaft at C
different places along it, so these events can be considered independent. The
problem will be to determine the reliability of the crankshaft.

a. [Express the safety margin (SM) interms of S, s, L, (, and C.

. Estimate the reliability. Assume the motor turns at X(¢) revolutions.

c. Express the total number of reversals. N(r) seen by each piston as a
function of time.

d. If the shaft is subject to fatigue, express the reliability as a function of
time. Metals fatigue, generally, following the Manson—Coffin model:
S(N) = SN, Assume, also that the standard deviation, s does not
change with N. Also, g is a constant. Determine the expected life (50%
reliability) of the crankshaft turning at a constant rate, R (RPM).

6.2 Repeat Exercise 4.6 and calculate the Birnbaum and Fussell- Vesely
importance measures for all events modeled in the fault tree.

6.3 The following data are given for a prototype of a system which undergoes
design changes. A total of 10 failures have been observed since the
beginning of the design. Estimate the Duane reliability growth model
parameters. Discuss the results.
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Falwre 5 3 4 s 6 7 8 9 10
number
Cumulative
timeontest 12 75 102 141 315 330 342 589 890 1007
(hrs)

6.4 In response to an RFQ, two vendors have provided a system proposal
consisting of subsystem modules A, B, and C. Each vendor has provided
failure rates and average corrective maintenance time for each module.
Determine which vendor system has the best MTTR and which one you
would recommend for purchase.

Vendor | Vendor 2
No. in Failure rate M, Failure rate M,
Module system (per 10" hrs) (min) (per 10 hrs) (min)

A 2 45 15 45 20
B 1 90 20 30 15
C 2 30 10 90 10
a) Describe the advantages of a preventive maintenance program.
b) Is it worth doing preventive maintenance if the failure rate is constant?

6.5 You are a project engineer for the development of a new airborne radar

system with a design goal of 7000 hours MTBF. The system has been
undergoing development testing for the past six months, during which time
eight failures have occurred in approximately 9000 test hours as follows.

Failure Test hours to fatlure

1296
1582
1855
2310
3517
5188
6792
8902

00 ~3 N A B N -
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How much time would you schedule for the balance of the test program,
in order to have some confidence that your contractor had met its goal?
(Note: each failure represented a different failure mode and corrective
actions are being taken for each.)
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7

Selected Topics in Reliability
Data Analysis

7.1 ACCELERATED LIFE TESTING

The reliability models considered in the previous chapters are expressed in terms
of time-to-failure distribution or in terms of probability of failure on demand. Such
models are not appropriate in the cases when one is interested in reliability
dependence on such stress factors as ambient temperature, humidity, voltage
applied to a unit, and operator’s skill. This dependence is considered in the frame
of the reliability models with explanatory variables or covariates (Leemis (1995)).
Such models are traditionally referred to as Accelerated Life Models (ALM),
which may be confusing because applications of these models are not necessarily
limited to accelerated life testing as will be demonstrated in this section.

7.1.1 Basic Accelerated Life Notions

A reliability model (Accelerated Life (AL) reliability model) is defined as the
relationship between the time-to-failure distribution of a device and stress factors,
such as load, cycling rate, temperature, humidity, and voltage. The AL reliability
models are based on physics of failure considerations.

Stress severity in terms of reliability (or time-to-failure distribution) is
expressed as follows. Let R\(: z,) and R,(#; z,) be the reliability functions of the
item under constant stress conditions z, and z,, respectively. It should be
mentioned that stress condition, z, in general, is a vector of the stress factors. The
stress condition z, is called more severe than z,, if for all values of ¢ the reliability
of the item under stress condition z, is less than the reliability under stress
condition z, i.e.,

389
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R:(’;22)<R1(’321) (7.1)

Time-Transformation Function for the Case of Constant Stress

For the monotonic cdfs F\(¢; z,) and F,(t; z,), if constant stress condition g,
is less severe than z, and ¢, and ¢, are the times at which F (¢, z,) = F.(t.; z,), there
exists a function g (for all ¢, and t,) such that ¢, = g(#,), therefore

Fyt,:3,) = Flg(t). 2] (7.2)

Because F(1; z,) < Fi(t; 2,), g(t) must be an increasing function with g(0) =
0. The function g(z) is called the acceleration or the time transformation function.

The AL reliability model is a deterministic transformation of time-to-failure.
Two main time transformations are considered in reliability data analysis. These
transformations are known as the Accelerated Life (AL) Model and the
Proportional Hazard (PH) Model.

Accelerated Life Model

Accelerated Life model is the most popular type of reliability models with
explanatory variables. For example, AT&T Reliability Model (AT&T Reliability
Manual (1990)) is based on the AL model.

It may be assumed that z =0 for the normal (use) stress condition. Denote a
time-to-failure cdf under normal stress condition by F,(-). The AL time
transformation is expressed in terms of  F(t; 7) and F(*), and it is given by the
following relationship (Cox and Oaks (1984))

F(t;2) = Flt d(z,A)] (7.3a)

where Yi(z, A) is a positive function connecting time-to-failure with a vector of
stress factors 7; and A is a vector of unknown parameters; for z = 0, Y(z, A) is
assumed to be 1.

The corresponding relationship for the pdf can be obtained from (7.3a) as

fleiz) = filtw(z, A)Y(2) (7.3b)

where f, (') is the time-to-failure pdf under the normal stress condition.
Relationship (7.3a) is the scale transformation. It means that a change in stress
does not result in a change of the shape of the distribution function, but changes
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its scale only. Relationship (7.3b) can be written in terms of the acceleration
function as follows

g(t) = W(z, A)t (7.4)

Relationship (7.3a) is equivalent to the linear with time acceleration function (7.4).
The time-to-failure distributions of a device under the normal stress condition (z
=0) and the stress condition z =0, are geometrically similar to each other. Such
distributions are called belonging to the class of time-to-failure distribution
Sunctions which is closed with respect to scale (Leemis (1995)).

The similarity property is widely used in physics and engineering. Because
it is difficult to imagine that any change of failure modes or mechanisms would
not result in a change in the shape of the failure time distribution, relationship
(7.3a) can be also considered as a principle of failure mechanism conservation or
a similarity principal, which states that the failure modes and mechanisms remain
the same over the stress domain of interest. The analysis of some sets of real life
data often show that the similarity of time-to-failure distributions really exists,
so that a violation of the similarity can identify a change in a failure mechanism.

The relationship for the 100pth percentile of time-to-failure, 1,(z), can be

obtained from (7.3a) as
0

t,(z) (71.5)

= r
' Y(z, A)
where t‘,’, is the 100pth percentile for the normal stress condition z = 0.
The relationship (7.5) is the percentile AL reliability model and it is usually
written in the form
1,(z, B) = n(z, B) (7.6)

where B is a vector of unknown parameters. Reliability models are briefly
considered in Section 7.1.2.
The AL reliability model is related to the relationship for percentiles,

(7.5), as
0

14
,By = —2 7.7
n(z, B) v A) (7.7)

The corresponding relationship for failure rate can also be obtained from (7.3a) as

Aty 2) = Wiz, AYA° (1 W(z, A)] (7.8)

It is easy to see that the relationship for percentiles (7.5) is the simplest one.
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Cumulative Damage Models and Accelerated Life Model

Some known cumulative damage models result in the similarity of time-to-
failure distributions under quite reasonable restrictions. As an example, consider
the Barlow and Proschan model (Barlow and Proschan (1981)) resulting in an
aging (IFRA) time-to-failure distributions, introduced in Section 3.1.2.

An item subjected to shocks occurring randomly in time, is considered. Let
these shocks arrive according to the Poisson process with constant intensity A.
Each shock causes a random amount x, of damage, where x,, x,, . . ., x, are
random variables distributed with a common cdf, F(x), called a damage
distribution function. The item fails when accumulated damage exceeds a
threshold x. It has been shown by Barlow and Proschan that for any damage
distribution function F(x), the time-to-failure distribution function is IFRA.

Now consider an item under the stress conditions characterized by different
shock intensities A, and different damage distribution functions F(x). It can be also
shown that the similarity of the corresponding time-to-failure distribution
functions will hold for all these stress conditions, z; (A,, F(x)), if they have the
same damage cdf, i.e., F,(x) =F(x). A similar example from fracture mechanics is
considered in (Crowder et al. (1991)).

Proportional Hazard Model

For the proportional hazard (PH) model the basic relationship analogous to
(7.3a) is given by

F(r:z) =1 - [1 = Fy(ny[¥=~ (7.9a)
or, in terms of reliability function, R(r), as
R(1;2) = Ry(n¥e= (7.9b)

The proper PH (Cox) model is known as the relationship for hazard rate (Cox and
Oaks (1984)), which can be obtained from (7.9a or 7.9b) as

At 2) = ¥z, A) A1) (7.10)

where Y(z, A) is usually chosen as a log-linear function.

Note that the PH model time transformation does not normally retain the
shape of the cdf, and the function Y(z) no longer has a simple relationship to the
acceleration function, nor has a clear physical meaning. That is why the PH model
1s not as popular in reliability applications as the AL model.
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It should be mentioned that for the Weibull distribution (and only for the
Weibull distribution) the PH model coincides with the AL model (Cox and Oaks
(1984)).

7.1.2 Some Popular AL (Reliability) Models

The most commonly used AL models for the percentiles (including median) of
time-to-failure distributions are log-linear models. Two of such models are the
Power Rule Mode! and the Arrhenius Reaction Model (Nelson (1990)). The Power
Rule model is given as:
tp(x)=§, a>0, ¢>0, x>0 (7.11a)
where x is a mechanical or electrical stress, ¢ is a unitless constant, the unit of
constant a being the product of time and the measure of x°. In reliability of
electrical insulation and capacitors, x is usually applied voltage. In estimating
fatigue life the model is used as the analytical representation of the, so-called, S-N
or Wohler curve, where § is stress amplitude and N is life in cycles to failure, such
that:
N = kS°* (7.11b)

where b and k are material parameters estimated from test data. Because of the
probabilistic nature of fatigue life at any given stress level one has to deal with not
one S-N curve, but with a family of S-N curves, so that each curve is related to a
probability of failure as the parameter of the model. These curves are called S-N-P
curves, or curves of constant probability of failure on a stress-versus life plot. It
should be noted that relationship (7.11b) is an empirical model (Sobczyk and
Spencer (1992)).
Another popular model is the Arrhenius Reaction Rate Model:

(7.12)

- Ea
tp(T) = aexp —T—

where T is the absolute temperature, under which the unit is functioning, and £,
is the activation energy. This model is the most widely used expressing the effect
of temperature on reliability. The application of the Arrhenius for electronic
component reliability estimation was briefly discussed in Section 3.7. Originally
the model was introduced as a chemical reaction rate model.

Another model is a combination of models (7.11) and (7.12):

E
tp(x, T) = ax ‘exp[7] (7.13)
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where x (as defined by (7.11)) is a mechanical or electrical stress. This model is
used in fracture mechanics of polymers, as well as a model for the
electromigration failures in aluminum thin films of integrated circuits. In the last
case stress factor x is current density.

Jurkov's model (Nelson (1990)) is another popular AL reliability model:

E -vyx
tp(x, T) = 1,€xp T (7.14)

This model is considered as an empirical relationship reflecting the thermal
fluctuation character of long-term strength, i.e, durability under constant stress.
(Goldman (1994)). For mechanical long-term strength, parameter ¢, is a constant,
which is numerically close to the pertod of thermal atomic oscillations (10" -
10" s); E, is the effective activation energy, which is numerically close to
vaporization energy for metals and to chemical bond energies for polymers, and
¥ is a structural coefficient. The model is widely used for reliability prediction
problems of mechanical and electrical (insulation, capacitors) long-term strength.
The a priori choice of a model (or some competing models) is made based
on physical considerations. Meanwhile, statistical data analysis of accelerated life
test results or collected field data, combined with failure mode and effects analysis
(FMEA) can be used to check the adequacy of the chosen model, or to
discriminate the most appropriate model among the competing ones.

7.1.3 Accelerated Life Data Analysis

Exploratory Data Analysis (Criteria of Linearity of Time Transformation
Function for Constant Stress)

The experimental verification of the basic ALM assumption (7.3a) is not
only important in failure mechanism study, but also has a great practical
importance, because almost all statistical procedures for AL test planning and data
analysis are based on this assumption. Several techniques can be used for
verification of the linearity of the time transformation function. Some of them are
briefly discussed below.

Two-Sample Criterion

Let's start with the first criterion which can make clear the physical meaning
of the idea of similarity of time-to-failure distributions. This criterion requires two
special tests. During the first test, a sample is tested at constant stress level z, over
time period ¢, . at which gz, is changed to a constant stress z, for time period ..
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Such loading pattern (load as function of time) can be called stress profile S, .
During the second test, another sample is first tested under z, during ¢, and then
it is tested under the stress level z, during the time ¢, (stress profile S,). The time
transformation function will be a linear function of time, if the reliability
functions (or the corresponding failure probabilities) of the items after the first
and the second tests are equal (i.e., a change of loading order does not change the
cumulative damage).

The corresponding statistical procedure can be based on the analysis of the,
so-called, 2x2 contingency tables (Nelson (1982)). This analysis was initially
developed for comparing binomial proportions (probabilities).

The null hypothesis tested, H,, is

H,: p,(S,)=p,(S,)=p

where p is the failure probability during the test with stress profile S, (S,), or, in
terms of reliability functions, the null hypothesis is expressed as

HyiR (5)=1-p(5)=Ry(S)=1-p:(S))=R=1-p
The alternative hypothesis, H,, is
H,: p.(S) #p.(S,)
Let n, and n, be the sample sizes tested under stress profiles S, and S,, respectively.
Further, let n,, and n,, be the number of items failed during these tests. Denote
the corresponding numbers of nonfailed items by n,, and n,. Obviously n, = n,,

+ n,, and n, = n, + n, . Finally denote N = n, + n,. These test data can be
arranged in the following contingency table.

Stress profile 1 Stress profile 2
My Ty
n, n,

[ 25

If H,, is true:

1. the probability p, (S)) = p,(§,) = p can be estimated as
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3. based on these estimates, the expected frequencies n,, ., n,;s, and n.,
can be estimated as

The following measure of discrepancy between the observed and expected
frequencies for the contingency table can be introduced as

(ny, A (n

W = it

Is

PN, .0
- A . (ny, - n,) . (n,, - 1y)

nl/' nl\ an 2y

Y

which under the null hypothesis follows an approximate ¥ distribution with (4
2 - 1) =1 degree of freedom. Thus, for a significance level, «, the null hypothesis
is rejected if the above sum W is greater than the critical value of ¥°, ,(1).

Example 7.1

Two samples of identical thin polymer film units were tested. The first
sample of 48 units was tested under stress profile (5,): during one hour the units
were under voltage of 50 V, then the voltage was instantaneously increased to 70
V. under which the sample was tested for another hour. The second sample of 52
units was tested under the backward stress profile (S.): it was put under 70 V
during the first hour, then the voltage was decreased to 50 V and the test was
continued during the next hour. The data obtained from the two sample tests are
given in the table below. Test the null hypothesis: p, (5)) = p.(5,) =p

Stress profile 1 Stress profile 2
n,=19 n, =32
n, =29 n,, =20

v
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Solution:
Find: n, =n,+n, =48 n,=ny+n, =52, n+n,=N=100

The probability p, (S,) = p,(5,) = p is estimated as

- Mip My Mg Ty
no+on, N
5o 19732 51
100 100

Similarly, the probability R, (S,) = R,(S,) = R is estimated as

R" - nl( * n2s - n].\’ * n2\
n, o+ on, N
f-2920 49
100 100

The corresponding expected frequencies are calculated as

pn, = BT 5448

A.=pn

y =P 100

(56N

A, = pn, = =7 = 2652
y =P T 00

A, - Rn =08 535
- 100

= Rn, = BNGD o548

2s 2 100

Finally, find the value of Chi-squared statistic as

w - (19 -2448)° (32 - 2652)°
24.48 26.52

. (29 - 23.52)° | (20 - 25.48)°
23.52 25.48

~ 4.81
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If o is chosen as 5%, ¥, (1) = 3.82, therefore, our null hypothesis is
rejected, which means that AL model (7.3a) is not applicable for the polymer film
specimens, when the applied voltage is changed from 50 V up to 70 V. This
conclusion can indicate a change in failure mechanisms due to a voltage increase.

Checking the Coefficient of Variation

The second criterion is associated with the coefficient of variation (i.e.,
standard deviation to mean ratio, a/m). It is possible to show that if the time
transformation function is linear with respect to time for some constant stress
levels z,, 2. . . ., &, the coefficient of variation of time-to-failure will be the same
for all these stress levels.

Logarithm of Time-to-Failure Variance

It can also be shown that under the same assumption the variance of the
logarithm of times to failure will be the same for the stress levels at which the AL
model holds. For the lognormal time-to-failure distribution the Bartlett’s and
Cochran’s tests can be used for checking if the variances are constant (Nelson
(1990)).

Quantile-Quantile Plots

The quantile-quantile plot is a curve, such that the coordinates of every point
are the time-to-failure quantiles (percentiles) for a pair of stress conditions of
interest. If the time transformation function is linear in time (i.e., relationship
(7.3a) holds), the quantile-quantile plot will be a straight line going through the
origin. A sample quantile, f,,, of level p (i.e., an estimate of the respective true
quantile, ¢,) for a sample of size n is defined as :

t,, if npis not integer, and

any value from the interval [t(np),t(np, “], if np is integer
where 1, is the failure time (order statistic), and [x] means the greatest integer
which does not exceed x.

The corresponding data analysis procedure is realized in the following way.
All the sample quantiles of a given constant stress condition are plotted on one
axis and the sample quantiles of another stress condition are plotted on the other
axis. If the sample sizes for two stress conditions are equal, the corresponding
order statistics can be used as the sample quantiles. Using the points obtained (a
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pair of quantiles of the same level gives a point), a straight regression line can be
fitted. The AL model will be applicable, provided one gets linear dependence
between the sample quantilies, and if the hypothesis that the intercept of the fitted
line is equal to zero, is not rejected (for more details see (Crowder et al. (1991))

Example 7.2
For the data given in Example 2.33, verify the applicability of AL model

(7.3) assumptions.

Solution:

The values of sample coefficients of variation (i.e., sample standard
deviation to sample mean ratio) for the time-to failure data obtained under the
temperatures 50, 60, and 70°C as well as the corresponding logarithms of the time-
to-failure variances are given in the following table. It is easy to see that the values
of sample coefficients of variation and the values of logarithms of the time-to-
failure variances are very close to each other for the respective temperatures. Thus,
the ALT model assumptions look realistic for the data given.

Temperature Sample coefficients of Logarithm time to
‘C variation failure variances
50 0.678 0.632
60 0.573 0.302
70 0.626 0.521

The same conclusion could be drawn using the quantile-quantile plots for
these data. They show strong linear dependence between the sample quantilies (all
the correlation coefficients are greater than 0.95) and the respective intercepts of
the fitted lines are reasonably insignificant. Figure 7.1 provides an example of the
quantile-quantile plots for the temperatures 50 and 70°C .
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100

time-to-failure, hr (under 70 “C)
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time-to-failure, hr (under 50"C)

Figure 7.1 Quantile-quantile plot in Example 7.2.

Reliability Models Fitting: Constant Stress Case

Statistical methods for reliability model fitting on the basis of AL tests or field
data collected can be divided into groups—parametric and nonparametric. For the
former, the time-to-failure distribution is assumed to be a specific parametric
distribution—normal, exponential, Weibull; while for the latter the only
assumption is that the time-to-failure distribution belongs to a particular class of
time-to-failure distribution, 1.e., continuous, IFR, IFRA.

The most commonly used parametric methods are the parametric regression
(normal and lognormal, exponential, Weibull and extreme value), least squares
method, and maximum likelihood method. The following discusses the least
squares method for uncensored data (Cox and Oaks (1984); Nelson (1990)).

The relationship for quantiles (7.5) can be written in terms of random
variables as

where the time-to-failure, 7, , under normal stress has cdf, F ().
Designate the expectation of log ¢, by p,, i.e.,

E(loglo) = M,
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Using the equation above one can write

logr = p, - log¥(z) + € (7.15)

where € is a random variable of zero mean with a distribution not depending on
z. To make (7.15) clear, note that any random variable x, having an expectation,
E(x), and a finite variance, var(x), can be represented as

x = E(x) +€

here E(€) = 0, and var(e) = var(x)
If log Y(z) 1s a linear function with respect to parameters B function (the case
of loglinear reliability model), i.e.,

log(Z, B) = ZB

equation (7.15) can be written as
logt = u, -ZB + €

which is a linear, with respect to parameters B, regression model.
When time-to-failure samples are uncensored, the regression equation for
observations ¢,, Z (i = 1,2, ... ,n)is

logt, = p, - ZB + €

where for any time-to-failure distribution, €, (i =1, 2, . . ., n) are independent and
identically distributed random variables with an unknown variance and known
distribution form (if the time-to-failure distribution is known). Thus, on the one
hand, the least squares technique (briefly considered in Section 2.8) for AL data
analysis can be used as a nonparametric model, on the other hand, if time-to-
failure distribution is known, one can use a parametric approach. The lognormal
time-to-failure distribution is an example of the last case, which is reduced to
standard normal regression. This is why the lognormal distribution is popular in
AL practice. The respective example of a model parameter estimation problem for
the Arrhenius model has already been considered in Chapter 2 (Example 2.33).
The problems of optimal Design of Experiments (DoE) for ALT are considered
in (Nelson (1990)).

7.1.4 Accelerated Life Model for Time-Dependent Stress

The models considered in the previous sections are related to constant stress. The
case of time-dependent stress is not only more general, but also of more practical
importance because its applications in reliability are not limited by accelerated
life testing problems. As an example, consider the time-dependent stress analog
of the power rule model (7.11b).



402 Chapter 7

The stress amplitude, §, experienced by a structural element often varies
during its service life, so that the straightforward use of Equation (7.11b) is not
possible. In such situations the, so-called, Palmgren—Miner rule is widely used to
estimate the fatigue life. The rule treats fatigue fracture as a result of a linear
accumulation of partial fatigue damage fractions. According to the rule, the
damage fraction, A,, at any stress level §, is linearly proportional to the ratio n, /
N, ., where n, is the number of cycles of operation under stress level S ,and N, is
the total number of cycles to failure (life) under the consrant stress level §, | ie..

The total accumulated damage, D, under different stress levels S, (i=1.2,.. ..
n) is defined as

n
D-Ya-xu

It is assumed that failure occurs if the total accumulated damage D > 1.

Accelerated life tests with time dependent stress such as step-stress and
ramp-tests are also of great importance. For example, one of the most common
reliability tests of thin silicon dioxide films in metal-oxide-semiconductor
integrated circuits is the so-called ramp-voltage test. In this test the oxide film is
stressed to breakdown by a voltage which increases linearly with time (Chan,
(1990)).

Let =(¢) be a time dependent stress such that =(¢) is integrable. In this case the
basic relationship (7.3a) can be written in the form given by Cox and Oaks
(1984):

Flt; 2(0] = Fy[¥ ()] (7.16)

where

o)

Yt} = f Ylz(s),Alds
0

and 7 is the time related to an item under the stress condition z(f).

Based on (7.16), the analogous relationships for the pdf and failure rate
function can be obtained. The corresponding relationship for the 100pth
percentile of time-to-failure ¢,[z(1)] for the time-dependent stress, z(r), can be
obtained from (7.16) as
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pl2tn]

) = [ Wiz, Alds (7.17)
0

Using (7.6) and (7.7), (7.17) can be rewritten as

0]
o t{wlz(s), A}

or, using (7.7), in terms of the percentile reliability models, as

[2tn]
(7.18)

| = 1 4
I mom®

AL reliability mode! for time-dependent stress and Palmgren—-Miner's Rule

It should be noted that relationship (7.18) is an exact nonparametric
probabilistic continuous form of the Palmgren—Miner rule. So, the problem of
using AL tests with time-dependent stress is identical to the problem of
cumulative damage addressed by the Palmgren—Miner rule. Moreover, there
exists a useful analogy between mechanical damage accumulation and electrical
breakdown. For example, the power rule and Jurkov’s models are used as the
relationship for mechanical as well as for electrical long-term strength. There are
two main applications of Equation (7.18):

1. fitting an AL reliability model (estimating the vector of parameters, B,
of percentile reliability model, n(z, B), on the basis of AL tests with
time-dependent stress), and

2. reliability (percentiles of time-to-failure) estimation (when reliability
model is known) for the given time-dependent, in the stress domain,
where conservation of failure mechanisms holds.

Example 7.3
The constant stress reliability model for a component is based on the
Arrhenius model for the 5th percentile of time-to-failure given by the following
equation
0.400
0.862x10* (273 + 7)

thos = 2.590 exp



404 Chapter 7

where t,, is 5th percentile in hours, and T is temperature in °C. Find the 5th
percentile of time-to-failure for the following cycling temperature profile, 7(s):

T(H=25CforO<t <24h

T(1)=35Cfor24 <t <48 h
T(t)=25°C for48 <t < 72 h
T(1)=35Cfor72<t<96h

Solution:
An exact solution can be found as a solution for the following equation
(based on relationship (7.18)):

LT

ds =1

0 A exp[ 0 )
b(T(s) + 273)
Replacing the integral by the following sum, one gets:

k(r)
Yo, -08(t7) =1
|

where 8, = 0 is damage accumulated in a complete cycle (48 hour period), &(r*)

is damage accumulated during the last incomplete cycle, having duration t*, k is
the largest integer, for which & < I and

8 =4 -4,
where A, is the damage associated with the first 24 hours of the cycle (under

25°C), and A, is the damage associated with the second part of the cycle (under
35°C). These damages can be calculated as:

24
A, = -
b(T, +273)
s, - 24
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where T,=25°C and T,=35°C. The numerical calculations result in 4, =
1.6003E - 6 and A, =2.6533E - 6 Thus,

d = A +A4, =42532E-6

The integer k is calculated as k = [1/8] = 235100, where [x] means the
greatest integer which does not exceed x.

Estimate the damage accumulated during the last incomplete cycle, 6(r*),
as

O(r*)=1-4kd =1-235E-5x425E - 6=2.1510E - 6> 1.6003E - 6

which means that the last temperature in the profile is 35°C. Find r* as a solution
of the following equation

1-24

f l ds = (2.15E-6) - (1.60E-6)

0 Ell
A exXp| ———m—
b (35 + 273)

which gives t* - 24 = 4.97 (hrs). Finally, the exact solution is
1,=48k+24+4.97 = 1.13 x 10’ (hr)
It is clear that the correction obtained is negligible, but in the case when the

cycle period is comparable with the anticipated life, the correction can be
significant.

7.1.5 Exploratory Data Analysis for Time-Dependent Stress

Basically, the two sample criterion considered earlier, is the criterion for the
particular time-dependent stress. Generally speaking, the value of the integral in
(7.18) does not change when a stress history z(1), is changedto z( 1, - 1), 1, > 1
> 0; which means that time is reversible under the AL model. Based on this
property, it is not very difficult to verify if the AL model assumptions are
applicable to a given problem. For example, each sample which is going to be
tested under time-dependent stress can be divided in two equal parts, so that the
first sub-sample could be tested under the forward stress history, while the second
sub-sample is tested under the backward stress,
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Statistical Estimation of AL Reliability Models on the Basis of AL Tests with
Time-Dependent Stress

Using Equation (7.18) the time-dependent percentile regression model can
be obtained in the following form

1,120

t, = f ¥ [2(s5), Alds (7.19)
1]

where fl,[z(t)]is the sample percentile for an item under the stress condition
(loading history) z(r). The problem of estimating the vector A and ¢/, in this case
cannot be reduced to parameter estimation for a standard regression model as in
the case of constant stress.
Consider k different time-dependent stress conditions (loading histories)
z(n, i=1,2,.. .k [k>(dim A) + 1], where the test results are complete or Type
II censored samples and the number of uncensored failure times and the sample
sizes are large enough to estimate the 1, as the sample percentile f,,. In this
situation the parameter estimates for the AL reliability model (A and 1) can be
obtained using a least squares method solution of the following system of integral
equations:
10z,(0]

) = f Ylz(s),Alds, i=1,2,---k (7.20)
0

Example 7.4 (Kaminskiy et al., (1995))
Assume a model (7.13) for the 10th percentile of time-to-failure ¢, of a
ceramic capacitor in the form

. EU
tU_I(U, Ty =alU ‘exp( T]

where U is applied voltage and T is absolute temperature. Consider a time-step-
stress AL test plan using step-stress voltage in conjunction with constant
temperature as accelerating stress factors. A test sample starts at a specified low
voltage U, and it is tested for a specified time At. Then the voltage is increased by
AU, and the sample is tested at U, + AU during At, i.e.,

U(r) = U, + AUx En| -1

At
where En(x) means "nearest integer not greater than x." The test will be terminated
after the portion p > 0.1 of items fails. So the test results are sample percentiles at
each voltage-temperature combination. The test plan and simulated results with
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AU =10V, Ar=24 h are given in Table 7.1 Estimate the mode] parameters a, c,
and £,.

Solution:
For the example considered the system of integral equations (7.20) takes the
form:

a = f"exP(_%][U(S,)]"ds, P-1.2.3.4

0 i

or

989.6 E }

a - exp(—” Uls, )| ds
Of 373 |Us.)]
1078 6

E

a = exp| - —=| [U[s,)|'ds

Of 373 [Uiss)]

where U(s,) = U(s,). Solving this system for the data above yields the following
estimates for the model (7.13): @ = 2.23E - 8 hV'™ E, = 1.32E4°K. ¢ = 1.88,
which are close to the following values of the parameters used for simulating the
data: a = 2.43E - 8 H/V'Y, E, = 1.32E4°K, ¢ = 1.87. The values of the percentiles
predicted using the model, are given in the last column of Table 7.1

Table 7.1 Ceramic Capacitors Test Results

Sample Time-to-failure
Tenpee Vo ineiolane - poeni
hr hr
398 100 347.9 361.5
358 150 1688.5 1747.8
373 100 989.6 1022.8

373 63 1078.6 1108.6
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7.2 ANALYSIS OF DEPENDENT FAILURES

Dependent failures are extremely important in reliability analysis and must be
given adequate treatment so as to minimize gross overestimation of reliability. In
general. dependent failures are defined as events in which the probability of each
failure is dependent on the occurrence of other failures. According to (2.14), if a
set of dependent events (£, E., . .., E,} exists, then the probability of each failure
in the set depends on the occurrence of other failures in the set.

The probabilities of dependent events in the left-hand side of (2.14) are
usually, but not always, greater than the corresponding independent probabilities.
Determining the conditional probabilities in (2.14) is generally difficult. However.
there are parametric methods that can take into account the conditionality and
generate the probabilities directly. These methods are discussed later in this
section,

Generally, dependence among various events, e.g., failure events of two
items, is either due to the internal environment of these systems or external
environment (or events). The internal aspects can be divided into three categories:
internal challenges, intersystem dependencies, and intercomponent dependencies.
The external aspects are natural or human-made environmental events that make
failures dependent. For example. the failure rates for items exposed to extreme
heat, earthquakes, moisture, and flood will increase. The intersystem and
intercomponent dependencies can be categorized into four broad categories:
functional, shared equipment, physical, and human caused dependencies. These
are described in Table 7.2.

The major causes of dependence among a set of systems or components s
described in Table 7.2 can be explicitly described and modeled, e.g., by system
reliability analysis models, such as fault trees. However, the rest of the causes can
be collectively modeled using the concept of common cause failures (CCFs).
Common cause failures are considered as the collection of all sources of
dependencies described in Table 7.2 (especially between components) that are not
known, or are difficult to explicitly model in the system or component reliability
analysis. For example, functional and shared equipment dependencies are often
handled by explicitly modeling them in the system analysis, but other
dependencies are considered collectively using CCF.

CCFs have been shown by many reliability studies to contribute significantly
to the overall unavailability or unreliability of complex systems. There is no
unique and universal definition for CCFs. However, a fairly general definition of
CCF is given by Mosleh et al. (1988) as ** . . a subset of dependent events in
which two or more component fault states exist at the same time, or in a short time
interval, and are direct results of a shared cause.”
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Table 7.2 Types of Dependent Events

409

Dependent Dependent Subcategory Example
event type event category
[nternal transients or
deviations from the
normal operating
1. Challenge — perating
envelope introduce a
challenge to a number
of items.
2. Intersystem Functional Power to several

Internal

(Failure between two or
more systems)

3. Intercomponent

Shared equipment

Physical

Human

Functional

Shared equipment

Physical

Human

independent systems 1s
from the same source.

The same equipment. e.g..
a valve. 1s shared
between otherwise
independent systems.

The extreme environment,
(e.g.. high-temperature.
causes dependencies
between independent
systems.

Operator error causes
fatlure of two or more
independent systems.

A component in a system
provides multple
functions.

Two independent trains in
a hydraulic system
share the same
common header.

Same as system
interdependency above.

Design errors in
redundant pump
cantrols introduces a
dependency in the
system

External

Earthquake or fire fails a
number of independent
systems or
components.
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To better understand CCFs, consider a system with three redundant
components A, B, and C. The total failure probability of A can be expressed in
terms of its independent failure A, and dependent failures as follows.

C,; 1s the failure of components A and B (and not C) from common
causes;

C,- s the failure of components A and C (and not B) from common
causes,

C s 18 the failure of components A, B, and C from common causes.

Component A fails if any of the above events occur. The equivalent Boolean
representation of total failure of component Ais A, = A, + C,, + C, + Cype .
Similar expresstons can be developed for components B and C.

Now, suppose that the success criteria for the system is 2-out-of-3 for
components A, B, and C. Accordingly, the failure of the system can be represented
by the following events (cut sets):

(A, B)(A,-C, ), (B,-C,), Cyy C,(» Cyp» Cype. Thus, the Boolean representation
of the system failure will be

S=(A, ‘B))+ (A, C)+(B, C}+Cpy+ Cy+ Cpe+ Cype

[t is evident that if only independence is assumed, the first three terms of the above
Boolean expression are used. and the remaining terms are neglected. Applying the
rare event approximation. the system failure probability Q. is given by

Q, = Pr(A,) : Pr(B,) + Pr(A,) - Pr(C,) + Pr(B, ) - Pr(C, )
+ Pr(C ) + Pr(C ) + Pr(Cp ) + Pr(C )

If components A, B, and C are similar (which is often the case since common
causes among different components have a much lower probability), then

Pr(A,)= Pr(B,)=Pr(C,)=0Q,.
Pr(Cs) = Pr(Cy) = Pr(Cy) = 0y, and
Pr(Cyy) = O,

Therefore,

0,=3(Q,) +30,+ 0,

In general, one can introduce the probability O, representing the probability of
CCF among k specific components in a component group of size m, such that
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1 < k < m. The CCF models for calculating Q, are summarized in Table 7.3. In this
table, Q, is the total probability of failure accounting both for common cause and
independent failures, and ¢, §, v, 0, b, p, and w are the parameters, estimated from
the failure data on these components.

Table 7.3 Key Characteristics of the CCF Parametric Models, Mosleh (1991)

Estimation ~ Model Model General form for multiple component
approach parameters failure probabilities
Nonshock B
models Beta factor (1 -pyg, k=1
singl
singie 0 = 0 I <k<m
B O, k =m

Multiple ' (m -1 iy
Greek B.vy.d k-1
letters k=1 .m
Nonshock pp=1.py=PB.up, =0
models
- o
mult 0 -—Fk _So  k-qm
parameter o m- 1\ o
Alpha Ir e k-1
al"
factor
(Z’ = Z kak
k=1
Shock Bi.nomial M, P, @ u pl(l _ p)m A k +m
models failure rate L =
pp" + w k=m

CCF parametric models can be divided into two categories: single parameter
models and multiple parameter models. The remainder of this section discusses
these two categories in more detail as well as elaborates on the parameter
estimation of the CCF models.
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7.2.1 Single Parameter Models

Single parameter models are those that use one parameter in addition to the total
component failure probability to calculate the CCF probabilities. One of the most
commonly used single parameter models defined by Fleming (1975) is called the
f3-factor model. 1t is the first parametric model applied to CCF events in risk and
reliability analysis. The sol10e parameter of the model, B, can be associated with
that fraction of the component failure rate that is due to the common cause failures
experienced by the other components in the system. That is,

‘3 ¢ )"(
- T 2
1 (7.21)

where A, is a failure rate due to common cause failures, A, is a failure rate due to
independent failures, and A, = 4_+ A, .

An important assumption of this model is that whenever a common cause
event occurs, all components of a redundant component system fail. In other
words, if a CCF shock strikes a redundant system, all components are assumed to
fail instantaneously.

Based on the {-factor model, for a system of m components. the
probabilities of basic events involving k specific components (Q,), where 1 < k <
m. are equal to zero, except 0, and Q,,. These quantities are given as

Q - P,
0, -0

Qm t -0
0, =pbQ

with m - 1.2,...

In general, the estimate for the total component failure rate is generated from
generic sources of failure data, while the estimators of the corresponding p-factor
do not explicitly depend on generic failure data, but rather rely on specific
assumptions concerning data interpretation. The point estimator of B is discussed
in Section 7.2.3. Besides, some recommended values of {3 are given in (Mosleh
et al. (1988)). It should be noted that although this model can be used with a
certain degree of accuracy for two component redundancy, the results tend to be
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conservative for a higher level of redundancy. However, due to its simplicity, this
model has been widely used in risk and reliability studies. To get more reasonable
results for a higher level of redundancy, more generic parametric models should
be used.

Example 7.5

Consider the following system with two redundant trains. Suppose each
train is composed of a valve and a pump (each driven by a motor). The pump
failure modes are “failure to start” (PS) and “failure to run following a successful
star” (PR). The valve failure mode is “failure to open™ (VO). Develop an
expression for the probability of system failure.

: j Valve A

—_ 1 Pump A
: j Valve B
Pump B

Solution:
Develop a system fault tree to include both independent and common cause

failures of the components.

where
P, is the independent failure of pump A,

P, is the independent failure of pump B,
P,z is the dependent failure of pumps A and B,
V, is the independent failure of valve A,
Vy is the independent failure of valve B,

Vs is the dependent failure of valves A and B.
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i System Failure
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By solving the fault tree, the following cut sets can be identified:

C|=(P.UP3), C1=(P.\g)
Ci=( V,\' VH ) CJ=(V~\B)
Co=(P. V) Co=(Ps V)

Use the B-factor method to calculate the probability of each cut set.

Pr(C)=(1 - Bpy)’ (gpy)” + (1= B ) (Apet )
Pr( C,) = Brg( qp) + Ppp(Aprt)

Pr(C)=(1 - By, )z(q“() )

Pr(C,) = B\'(:(‘Im)

Pr( Cs) = Pr( C.) = (qps + Appt )q100)

where g is the probability of failure rate on demand, A is the failure rate to run. and
t is mission time.

System failure probability is calculated using rare event approximation, as
follows:
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7.2.2 Multiple Parameter Models

Multiple parameter models are used to get a more accurate assessment of CCF
probabilities in systems with a higher level of redundancy. These models have
several parameters that are usually associated with different event characteristics.
This category of models can be further divided into two subcategories, namely,
shock and nonshock models. Multiple Greek Letter models and Alpha-Factor
models are nonshock models, whereas a Binomial Failure Rate model is a shock
model. These models are further discussed below.

Multiple Greek Letter Model

The Multiple Greek Letter (MGL) model introduced by Fleming et al.
(1986) is a generalization of the pB-factor model. New parameters such as vy, 4, etc.,
are used in addition to {3 to distinguish among common cause events affecting
difZerent numbers of components in a higher level of redundancy. For a system of
m redundant components, m - 1 different parameters are defined. For example, for
m = 4 the model includes the following 3 parameters (see Table 7.3):

Conditional probability that the common cause of failure of an item will be
shared by one or more additional items, B ;

Conditional probability that the common cause of an item failure that is
shared by one or more items will be shared by two or more items in
addition to the first, v ;

Conditional probability that the common cause of an item failure shared by
two or more items will be shared by three or more items in addition to the
first, 6.

It should be noted that the B-factor model is a special case of the MGL
mode! in which all other parameters excluding [ are equal to 1.

The following estimates of the MGL model parameters are used as generic
values:

Number of components (%) MGL parameters
p Y 3
2 0.1 X X
3 0.1 0.27 X

4 0.11 0.42 04
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Consider the 2-out-of-3 success model described before. If we were to use

the MGL mode), then equivalent equations for (7.22) for m = 3 (see Table 7.3)
take the form:

0 - -———[1 -p..,)( fl_llp,]Q,—

(371)

since p, = 1 and p, =P then

Sl -ellee

Similarly,

withp, =1, p,=Pandp. =,

i
0, -+
- 2

Also,
g, = %(] N p«t)(plp:pa)Qr

withp,=1,p,=f,p,=y.andp, =0,
Q, = ByQ,

To compare the result of the B-factor and MGL, consider a case where the
total failure probability of each component (accounting for both dependent and
independent failures) is 8 x 107, According to the {-factor model, failure
probability of the system including common cause failures, if § = 0.1, would be

0, -3(t-8) g, - Bo,

= 3(1-01) (8E-3)° - (0.1)(8E-3)

= 9.6E-4
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However, MGL model with § = 0.1 and y = 0.27 will predict the system failure
probability as
0,

(1-P)2Q  +2B(1-v)Q, +BvyQ,

il
W
o | W

3 2 2
=(1-0.1)(8E-3)
LR )

. % 0.1(1-027)(8E-3)+ (0.1)(0.27) (8E - 3)

1.1E-3

The difference is obviously small, but the MGL model is more accurate than the
B-factor model.

Alpha Factor Model

The a-factor model discussed by Mosleh and Siu (1987) develops CCF
failure probabilities from a set of failure ratios and the total component failure
rate. The parameters of the model are the fractions of the total probability of
failure in the system that involves the failure of k components due to a common
cause, g, .

The probability of a common cause basic event involving failure of k
components in a system of m components is calculated according to the equation
given in Table 7.3. For example, the probabilities of the basic events of the
three-component system described earlier will be

0 =(a/0)0,
Q2=(a2/al)Ql
Q,=(3a,/a,) Q,

where o, = «, + 20, + 3¢, . The table below (Mosleh (1991)) provides generic
values of a-factors.

Number of a-Factor
items (m)
a, o, o, o,
2 0.95 0.05 — —
3 0.95 0.04 0.01 —

4 0.95 0.035 0.01 0.005
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Therefore, the system failure probability for the three redundant components
discussed earlier can now be written as

o, : o, o,
Q\‘3[—Q, =3 =0, ’3[;Qf
a! al al

Accordingly, using the generic « values for the 2-out-of-3 success &, = 0.95 + 0.08
+ 0.03 = 1.06. Thus,

0.95 A l?
=322 (gxi0”
Qs {106( )}

——004(8 H| ‘me 0|
.06 | 1.06

= 13x10"°

which is closely consistent with the MGL model results.

Binomial Failure Rate Model

The binomial failure rate (BFR) model discussed by Atwood (1983), unlike
the a-factor model and MGL model, is a shock dependent model. It estimates the
failure frequency of two or more components in a redundant system as the product
of the CCF shock arrival rate and the conditional failure probability of components
given the shock has occurred. This model considers two types of shock: lethal and
nonlethal. The assumption is that, given a nonlethal shock, components fail
independently, each with a probability of p, whereas in the case of a lethal shock,
all components fail with a probability of 1. The expansion of this model is called
the Multinomial Failure Rate (MFR) model. In this model, the conditional
probability of failure of & components is calculated directly from component
failure data without any further assumptions. Therefore, the MFR model becomes
essentially the same as the nonshock models, because the separation of the CCF
frequency into the shock arrival rate and conditional probability of failure given
shock has occurred is, in general, a statistical rather than a physical modeling step.
The parameters of the BFR model generally include:

Nonlethal shock arrival rate, p ;

Conditional probability of failure of each component given the occurrence
of a nonlethal shock, p ;

Lethal shock arrival rate, w .

It should be noted that due to the BFR model complexity and the lack of data to
estimate its parameters, it is not widely used in practice.
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7.2.3 Data Analysis for Common Cause Failures

Despite the difference among the models described in Section 7.2.1, they all have
similar data requirements in terms of parameter estimation. One should not expect

Table 7.4 Simple Point Estimators for Various Parametric Models

Model

Point estimator

Beta-factor

Multiple
Greek letters

Alpha-factor

p i=1
£
i=2 i=1

n ~ l m
Q'_mND I_:E]knk

8=(»§knk / f:knk

any significant difference among the numerical results provided by these models.
The relative difference in the results may be attributed to the statistical aspects of
the parameter estimation, which has to do with the assumptions made in
developing a parameter estimator and the dependencies assumed in CCF
probability quantification.
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The most important steps in the quantification of CCFs are collecting
information from the raw data and selecting a model that can use most of this
information. Statistical estimation procedures discussed in Chapters 2 and 3 can
be applied to estimate the CCF model parameters. If separate models rely on the
same type of information in estimating the CCF probabilities. and similar
assumptions regarding the mechanism of CCFs are used, comparable numerical
results can be expected. Table 7.4 summarizes simple point estimators for
parameters of various nonshock CCF models. In this table, n, is the total number
of observed failure events involving failure of & similar components due to a
common cause, m is the total number of redundant items considered; and ¥,, is the
total number of system demands. If the item is normally operating (not on a
standby). then N, can be replaced by the total test (operation) time 7. The
estimators in Table 7.4 are based on the assumption that in every system demand,
all components and possible combination of components are challenged.
Therefore, the estimators apply to systems whose tests are nonstaggered.

Example 7.6
For the system described in Example 7.5, estimate the [} parameters, A and
g, for the valves and pumps based on the following failure data:

Event statistic
Failure mode
n, n, Tt(hryorN,

Pump fails to start (PS) 10 I 500 (demands)
Pump fails to run (PR) 50 2 10.000 (hours)
Valve fails to open (VO) 10 1 10.000 (demands)

In the above table. #, is the number of observed independent failures, n. is
the number of observed events involving double CCF. Calculate the system
unreliability for a mission of 10 hours.

Solution:
From Table 7.4,
2 n,

B -

n, + 2n2

Apply this formula to B, B,,. and B,,,, by using appropriate values for n, and n..
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npg=n, +2n,=12
Npe=n, + 2n, =54

Ny =n,+2n,=17

Accordingly, use (3.62) and (3.77) for estimating A and g, respectively

12 7
= % -24E-2D 1, = -017
qpg 500 BP.S 12
54 )
hpo = = 54E-3hr', = - 0.07
PR 10,000 Per 54
17 _ 2
o = = 1.7E-3D ", o= — =0.12
Tvo = 10000 Pro 17

Therefore, using the cut set probability equations developed in Example 7.5, the
estimates of the failure probabilities at 10 hours of operation for each cut set are

Pr(C,) = (1-0.17)° (24E-2)°

——

1
+ (1 -007)°(54E-3x10)> = 29E-3
Pr(C,) = (0.17)(24E-2) + (0.07)(54E-3)(10) = 7.9E-3

Pr(C,) = (1-0.12)*(1.7E-3)* = 22E-6

Pr(C,) = (0.12)(1.7E-3) = 20E-4

Pr(Cy) = [24E-2 + (54E-3)(10)](1.7E-3) = 1.3E-4
Pr(C,) = Pr(C) = 1.39E-2

6

Thus, the system failure probability is

6
Q, = LPr(C,) - 1.IE-2
i=1

7.3 UNCERTAINTY ANALYSIS

Uncertainty arises primarily due to lack of reliable information, e.g., lack of infor-
mation about the ways a given system may fail. Uncertainty may also arise due to
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linguistic imprecision, e.g., the expression “System A is highly reliable.” Further-
more, uncertainty may be divided into two kinds: the aleatory models of the world
and epistemic uncertainty. For example, the Poisson model for modeling the in-
herent randomness in the occurrence of an event (e.g., failure event) can be con-
sidered the "world model" of the occurrence of failure. The variability associated
with the results obtained from this model represents the aleatory uncertainty. The
epistemic uncertainty, on the other hand, describes our state of knowledge about
this model. For example, the uncertainty associated with the choice of the Poisson
model itself and its parameter A is considered epistemic.

Consider a Weibull distribution used to represent the time to failure. The
choice of the distribution model itself involves some modeling uncertainty (episte-
mic); however, the variability of time-to-failure is the aleatory uncertainty. We
may even be uncertain about the way we construct the failure model. For example,
our uncertainty about parameters o and { of the Weibull distribution representing
time to failure distribution may be depicted by another distribution, e.g., a lognor-
mal distribution. In this case, the lognormal distribution models represent the
epistemic uncertainty about the Weibull distribution model.

The most common practice in measuring uncertainty is the use of the
probability concept. In this book, we have only used this measure of uncertainty.
As we discussed in Chapter 2, there are different interpretations of probability.
This also affects the way uncertainty analysis is performed. In this section, we
first briefly discuss uncertainty in choice of models and then present methods of
measuring the uncertainty about the parameters of the model. Then we discuss
methods of propagating uncertainty in a complex model. For example, in a fault
tree model representing a complex system, the uncertainty assigned to each leaf
of the tree can be propagated to obtain a distribution of the top event probability.

The simplest way to measure uncertainty is to use sample mean x and
variance §°, described by (2.81) and (2.83). We have discussed earlier in Chapter
2 that estimations of x and S are themselves subject to some uncertainty, it is im-
portant to describe this uncertainty by confidence intervals of x and §°, e.g.. by
using (2.90). This brings another level of uncertainty. The confidence intervals
associated with different types of distributions were discussed in Chapter 3. For
a binomial model, the confidence intervals can be obtained from (3.78) and (3.79).
Similarly, if the data are insufficient, then the subjectivist definition of probability
can be used and different Bayesian probability intervals can be obtained (see
Section 3.6).

Generally, the problem of finding the distribution of a function of random
variables is difficult, which is why for most of the reliability and risk assessment
applications, the problem is reduced to estimation of mean and variance (or stan-
dard deviation) of function of random variables. Such techniques are considered
in the following sections. It should be mentioned that the uses of these techniques
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are, by no mean, limited to reliability and risk assessment problems. They are
widely used in engineering.

7.3.1 Types of Uncertainty

Because different types of uncertainties are generally characterized and treated dif-
ferently, it is useful to identify three types of uncertainty: parameter uncertainty,
model uncertainty, and completeness uncertainty.

Parameter Uncenrtainties

Parameter uncertainties are those associated with the values of the funda-
mental parameters of the reliability or risk model, such as failure rates, event prob-
abilities including human error probabilities etc. They are typically characterized
by establishing probability distributions on the parameter values.

Parameter uncertainties can be explicitly represented and propagated
through the reliability or risk model, and the probability distribution of the
relevant metrics (e.g., reliability, unavailability, risk) can be generated. Various
measures of central tendency, such as the mean, median and mode, can be eval-
uated. For example, the distribution can be used to assess the confidence with
which reliability targets are met. The results are also useful to study the contribu-
tions from various elements of a model and to see whether it can be determined
that the tails of the distributions are being determined by uncertainties on a few
significant elements of the reliability or risk model. If so, these elements can be
identified as candidates for compensatory measures and/or monitoring.

In Chapter 3, we discussed measures for quantifying uncertainties of param-
eter values of distribution models for both the frequentist and subjectivist (Baye-
sian) methods. Examples of these parameters are MTTF, y, failure rate, A, and
probability of failure on demand, p, of a component. Uncertainty of the parameters
is primarily governed by the amount of field data available about failures and re-
pairs of the items. Because of these factors, a parameter does not take a fixed and
known value, and has some random variability. In Section 7.3.3, we discuss how
the parameter uncertainty is propagated in a system to obtain an overall uncer-
tainty about the system failure.

Model Uncertainties

There are also uncertainties as to how to model specific elements of the
reliability or risk. Model uncertainty may be analyzed in different ways. It is possi-
ble to include some model uncertainty by incorporating with the reliability/risk
model a discrete probability distribution over a set of models for a particular issue
(e.g., various models for reliability growths or human reliability). In principle,
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uncertainty in choosing a model can be handled in the same way as parameter un-
certainty. For example, if a set of candidate models are available, one could con-
struct a discrete probability distribution (M,, p.), where p, is the degree of belief
(in subjectivist terms) in model M. as being the most appropriate representation.
This has been done for the modeling of a seismic hazard, for example, where the
result is a discrete probability distribution on the frequencies of earthquakes. This
uncertainty can then be propagated in the same way as the parameter uncertainties.
Other methods are also available. For example, see Mosleh et al. (1995).

It is often instructive to understand the impact of a specific assumption on
the prediction of the model. The impact of using alternate assumptions or models
may be addressed by performing appropriate sensitivity studies, or they may be
addressed using qualitative arguments. This may be a part of the model uncertainty
evaluation.

There are two aspects of modeling uncertainty at the component level or
system level. In estimating uncertainty associated with unreliability or unavaila-
bility of a basic component, a modeling error can occur as a result of using an in-
correct distribution model. Generally, it is very difficult to estimate an uncertainty
measure for these cases. However, in a classical (frequentist) approach, the confi-
dence level associated with a goodness-of-fit test can be used as a measure of
uncertainty. For the reliability analysis of a system, one can say that a model de-
scribes the behavior of a system as viewed by the analyst. However, the analyst
can make mistakes due to a number of constraints, namely, his degree of knowl-
edge and understanding of the system design and his assumptions about the sys-
tem, as reflected in the reliability model (e.g., a fault tree).

Clearly one can minimize these sources of uncertainty, but one cannot elim-
inate them. For example, a fault tree based on the analyst's understanding of the
success criteria of the system can be incorrect, if the success criteria used are in
error. For this reason, a more accurate dynamic analysis of the system may be
needed to obtain correct success criteria.

Definition and quantification of the uncertainty associated with a model are
very complex and cannot easily be associated with a quantitative representation
(e.g., probabilistic representation). The readers are referred to Morgan and Hen-
rion (1990) for more discussion on this topic.

Completeness Uncertainly

Completeness is not in itself an uncertainty, but a reflection of scope of relia-
bility and risk analysis limitations. The result is, however, an uncertainty about
where the true reliability or risk lies. The problem with completeness uncertainty
is that, because it reflects unanalyzed contributions (e.g., contribution due to ex-
clusion of certain failure modes in a fault tree analysis), it is difficult (if not
impossible) to estimate the uncertainty magnitude. Thus, for example, the impact
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on actual reliability/risk from unanalyzed issues such as the influences of organi-
zation factor on equipment performance (e.g., reliability) quality assurance cannot
be explicitly assessed.

7.3.2 Uncertainty Propagation Methods

Consider a general case of a system performance characteristic Y (e.g., system
reliability or unavailability). Based on an aleatory model of the system, a general
function of uncertain quantities x, and uncertain parameters 0, can describe this
system performance characteristic as

Y:f(x],xz,...,x", 8],62,...,6m) (7.23)

A simple example is a system composed of elements having the exponential
time-to-failure distributions. In this case, Y can be the MTTF of the system, x, (i
=1,2,..., n)are the estimates of MTTFs of the system components, and 8, (i =
1,2, ..., m)are the standard deviations (errors) of these estimates. System per-
formance characteristic, ¥, can also be the probability of the top event of a fault
tree, in which case x, will be the failure probability (unavailability) of each com-
ponent represented in the fault tree, and Os will be the parameters of the distribu-
tion models representing x,.

The variability of Y as a result of the variability of the basic parameters x,
and 0, is estimated by the methods of propagation. We will discuss these methods
below.

Method of Moments
Write the function (7.23) in the following form:

Y= flxx, .. ..x:8,8,....5,) (7.24)
where x (i = 1. 2, .. ., n) are the estimates of reliability parameters (e.g., MTTF,
failure rate, probability of failure on demand, etc.) of system component, and S(i =
1,2, ..., n)are the respective standard deviations (errors).

Assume that:

SO X, o x5 8, S, 000 8,) = (X, S) satisfies the conditions of Taylor's

theorem
the estimates x;(i = 1, 2, . . ., n) are independent and unbiased with expecta-
tions (true values) y,(i= 1,2, ..., n).
Using the Taylor’s series expansion about p,, and denoting (x|, x5, .. ., x,) by X

and (S,, S.. ..., 5, by S, we can write:
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Y = f(X;9)

n a X
:f(pl:pl""’“il;s)+ [—L—)} (’ri'ui)+
o wew (7.25)

where R represents the residual terms.
Taking the expectation of (7.25) (using the algebra of expectations given in
Table 2.2), one gets

n a X
E(Y) :f(pl,pz,...,p";S)«tE{%z E(x'»p[_)+
ol X m,
(7.26)
f(X)
. Ei(x - p)(x - p. E(R
2! ,Z‘: ,Z fxdfx, [l =) - )]+ E®
KM
Because the estimates x,(i = 1, 2, . . ., n) are unbiased with expectations (true

values) ,, the second term in the above equation is canceled. Dropping the resi-
dual term, E(R), and assuming that the estimates x, are independent, one gets the
following approximation:

Ff(X)

1y 2
EW) = flupbae i S) 5 2 = S5 (7.27)
i1 ax?

T h,

For the more general and practical applications of the method of moments, we
need to get the point estimate Y and its variance var(¥). Replacing p, by x, (i =
1,2,...,n), we get

~

Y= flx), %, ... X'S)+l

LA

EFIC Y
G g2y,
2 > P (x:) (7.28)

=X

If, for a given uncertainty analysis problem, the second term can be neglected the
estimate (7.28) is reduced to the following simple form, which can be used as the
point estimate:

Y= flxnx,...x,) (7.29)

To get a simple approximation for the variance (as a measure of uncertainty)
of the system performance characteristic Y, consider the first two-term
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approximation for (7.25). Taking the variance and treating the first term as
constant, one gets

n

var(f’) = var E

i=1

9f(X)
ox,

(7.30)

n 2

>

i=1

9f(X)

ox;

Example 7.7

For the system shown below, the constant failure rate of each component has
a mean value of 5 107 hr'', If the failure rate can be represented by a r.v. which
follows a lognormal distribution with a coefficient of variation of 2, calculate the
mean and standard derivation of the system unreliability at ¢ = 1, 10, and, 100
hours.

Solution:
System unreliability can be obtained from the following expression

Q=q,xq+4: % g~ ¢ X g% g% g,
since g, = 1 - e *, then
0 =(1-e™)1-e™) +(1-e™)1-e)-
(1-e™)1-e™)1-e™)1-e™)

notethat A, = A, = 4, = 4, = X =SE-3hr '. Using (7.28) and neglecting the
second term (due to its insignificance):
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Calculate the derivatives.

For example,

% = l]e'L"(l e Ae Moy —e'lll)(l Se M)y - e M)
|

Repeating for other derivatives of Q with respectto 4, , 4,, and 4, , yields

%% = Z Ae l"[(l -e *M)-(1 —e'“)’]]

=]

and by (7.30)

: )2
$*Q) - 42Vaf(’~,){x,e'i"[(l —ety (1 e ")“_}
i

5

“ -
s -4 (20 fe M [or- ety e )]}
e=1
SHO) | pow = 251x 1071

SUQ) 1y poure = 2-14% 10 1

SO 100 o = 4:07x 10 10

Using S(Ki) =2x A = 2x5E-3 = 0.01. Therefore, var(A) = S2(4) = 10™. It
is now possible to calculate coefficient of variation for system unreliability as
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!

H9) = 101E-2 i
O linou 1.01E-2 T
HD) -974E-4 M
Q  liohous
7.05E-5 {o
S(Q) _ _ ey
Q0 lioon SOk 110 100 time ( hour)
ours

For more detailed consideration of the reliability applications of the method
of moments, the reader is referred to (Morchland and Weber (1972)). Apostolakis
and Lee (1977) propagate the uncertainty associated with parameters x, by gen-
erating lower order moments, such as the mean and variance for Y, from the lower
order moments of the distribution for x,. A detailed treatment of this method is
covered in a comparison study of the uncertainty analysis method by Martz
(1983).

2

For a special case when Y = Z x, (for example, a series composed of com-
i=1
ponents having the exponential time-to-failure distributions with failure rates x, ),
and dependent x,s, the variance of Yis given by

2": cov [x‘,, xj] (7.31)

1
1 j=i-1

var(¥] = i: var[x‘.]+2n§:
i

i=

n
In the case where ¥ = H x,, and x5 are independent (a series system com-
i=1

posed of components having reliability functions, x, (i=1,2, ..., n))

E)=JIEw)
=1

and

= \ var(x,.) 2
var[Y] = ’_E] Ez(x‘> xE*(Y)

Dezfuli and Modarres (1984) have expanded this approach to efficiently
estimate a distribution fit for Y when x;s are highly dependent. The method of
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moments provides a quick and accurate estimation of lower moments of Y based
on the moments of x;, and the process is simple. However, for highly nonlinear
expressions of Y, the use of only low-order moments can lead to significant inac-
curacies, and the use of higher moments is complex.

7.3.3 System Reliability Confidence Limits Based on Component
Failure Data

Estimation of system reliability, usually, is associated with system component
models uncertainties. In this section, we consider some practical approaches to
eliminating this type of uncertainty for series systems.

Lioyd-Lipow Method

Consider a series system composed of m different components. Let p.(i = 1,
2, ..., m) be the respective component failure probabilities. They can be treated
as F(1), i.e., the time-to-failure cdfs at a given time ¢, for the time-dependent reli-
ability models. Similarly. they can be the time-independent failure probabilities
(the binomial model), for example, the probabilities of failure on demand.

The reliability of the system, R, is given by

R =110 -p)
i=1

The probabilities, p, , are not known but can be estimated. The respective estimates
are obtained based on component tests or field data. In the following we consider
methods of system point and confidence reliability estimation, based on straight-
forward use of component tests’ data, i.e., without estimating the components reli-
ability characteristics.

We start with the Lindstrom~Madden method which is more frequently re-
ferred to as the Lloyd—-Lipow method, due to the book by Lloyd and Lipow (1962),
where the method was first described. Note that the Lindstrom-Madden method
is a heuristic one.

To simplify our consideration, let’s limit ourselves by the case of a two-
component series system. Assume that the test results for the components are
given in the following form:

N, is the number of the first components tested, and d, is the number of
failures observed during the test

N, is the number of the second components tested, and d, is the number of
respective failures observed during the test.
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Without loss of generality, suppose that N, > N,. These test results can be repre-
sented by the following two sets:

X, (i=1,2,....N)
X, (i=1,2,...,Ny)

where x,, and x,, take on the value 1, if the respective component failed during the
test and they take zero values if the respective component did not fail during the
test. Let us have d, survived units among N, first components tested, and d,
survived units among N, second components tested.

Select randomly N, elements from the set x,, . Randomly combining each of
these elements with elements from the set x,, (i = 1, 2, . . ., N,), obtain N, pairs
(x,, x,; ) with j = 1,2, ..., N,. The idea of the Lindstrom-Madden method is to
treat these pairs as fictitious test results of N, series systems composed of the first
and the second components. Expected number of the fictitious series systems
failed (i.e., having at least one component failed), D, is given by

A

D - N(1-R) (7.32)

d, d,
1- ij1-2
N, N,

is the point estimate of the series system reliability function. The value of D, is
considered as “equivalent” number of failures for a sample of N, series systems of
interest (Ushakov (1994)). Note that, similar to Bayes' approach, D, is not neces-
sarily an integer.

To get confidence limits for the system reliability, one needs to use the Clop-
per—Pearson procedure, considered in Chapter 3.

In general, the case of a system composed of k components, the expected
number of the fictitious series systems failed, D, is given by:

where

R =

5

D, -N,(1-R) (7.33)

s

where N\, =min (N, N,, ..., N,)and

.k d
R -  —
. H. [ N'] (7.34)

Based on D, and N, the respective confidence limits for the system reliability, are
constructed in a similar way, using the Clopper—Pearson procedure.
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Example 7.8

Two components were tested under the following time-terminated test plans.
A sample of 110 units of the first component was tested during 2000 hours. The
failures were observed at: 3, 7, 58, 145, 155, 273, 577, 1104, 1709, and 1999
hours. A sample of 100 units of the second component was tested during 1000
hours. The failures were observed at: 50, 70, 216, 235, 295, 349, 368. and 808
hours. Find the point estimate and 90% lower confidence limit for the reliability
function at 1000 hours for the two-component series system composed of these
components.

Solution:
Find the number of the series systems “tested” as

N, =min (N,, N,) = min (110, 100) = 100

For the 1000 hour interval we have d, =7 and d, = 8.
Using Equation (7.33) find

R (1000) - [1 : lJ (1 - i] - 0.861
110 100

D =100(1-03861) = 13.9

Using the Clopper—Pearson procedure in the form (3.85) with n = 100 and
r=13.9 find the Y0% lower confidence limit for the system rehability function at
1000 hours. R, (1000). as a solution of the following equation

IRI(IOO - 139,139 - 1) < 0.1

which gives R, (1000) = 0.806.

Note that the solution of the problem does not depend on particular time-to-
failure distributions of the components, which shows that Lindstrom—Madden is
nonparametric.

7.3.4 Maximus Method

As mentioned, the Lindstrom-Madden method considered in the previous section
can be applied to a series system only. The Maximus method, we briefly discuss
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below, is a generalization of the Lindstrom-Madden method for series-parallel
arrangement of subsystems of components (Martz and Duran (1985)).

Under this method, the basic steps for constructing the lower confidence
limit for a system reliability, based on component failure data are:

1. Reduce each subsystem to an equivalent component. Treat the compo-
nents of the reduced system as each having its equivalent failure data
obtained from the reduction performed.

2. Obtain the maximum likelihood point estimate of system reliability. R -
based on the system configuration and component equivalent failure
data.

3. Calculate the equivalent system sample size, N.. according to the
reduced system configuration and the respective equivalent component
failure data from step 1.

4. Calculate the equivalent number of system failures. D; . as

D, = N1 - R (7.35)

Note that the above equation coincides with Equation (7.34).

5. Using the Clopper-Pearson procedure (Equation (3.85)) with N, , D, and
a chosen confidence probability, calculate the lower confidence limit for
the system reliability.

Classical Monte Carlo Simulation

There are three techniques for system reliability confidence estimation based
on Monte Carlo simulation: classical Monte Carlo simulation, bootstrap method.
and Bayes’ Monte Carlo method.

The classical Monte Carlo method is based on classical component probabi-
listic models (failure distributions) which are obtained using failure data only. In
other words, each component of the system analyzed is provided with a failure
(time-to-failure or failure on demand) distribution, fitted using real failure data.

If we knew the exact values of the reliability characteristic of the system
components, we would be able, in principal, to calculate the system reliability us-
ing the system reliability function, e.g., using equations (4.1) and (4.7). Instead of
exact component reliability characteristics we deal with their estimates which are
random variables. Thus. if there are no failure data for the system as a whole, we
have to treat any system reliability characteristic as a random variables transforma-
tion result, obtained using the system reliability function. As mentioned in Section
3.1, generally. it is not easy to find the distribution of the transformed random
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variables, which is why the Monte Carlo approach turns out to be a practical tool
for solving many problems associated with complex system reliability estimation.

In the framework of the classical Monte Carlo approach, there could be
different algorithms for system reliability estimation. The following example
illustrates the general steps for constructing the lower confidence limit for system
reliability using this method. These steps are:

1. For each component of the system given, obtain a classical estimate
(e.g., the maximum likelihood estimate) of component reliability, R,
(i=1,2,...,n, where n is the number of component in the system)
generating it from the respective estimate distribution.

2. Calculate the corresponding classical estimate of the system reliability

R;=f(R.R, ....R) (7.36)

where f () is the system reliability function.

3. Repeat steps 1-2 a sufficiently large number of times, n, (for example.
10,000) to get a large sample of R 5 -

4. Using the sample obtained, and a chosen confidence level (1 - a),
construct the respective lower confidence limit for the system reliability
of interest as a sample percentile of level a (discussed in Section 7.1):

lés("m, if np is not integer and

S R .
any value from the interval |R¢, . Ry, |, (7.37)

if np is integer

Bayes’ Monte Carlo Simulation

The principal and the only difference between the classical Monte Carlo
approach and the Bayesian, is related to component reliability estimation. Under
the Bayes’ approach, we need to provide prior information and respective prior
distribution for each unique component in the given system. Then we need to get
the corresponding posterior distributions. Having these distributions obtained, the
same steps as under the classical Monte Carlo approach are performed.

In the absence of prior information about reliability of the system com-
ponents and binomial data with moderate sample size, Martz and Duran (1985)
recommend using the beta distribution having parameters 0.5 and 0.5, as an
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appropriate prior distribution, which they call noninformative prior. Note that such
noninformative prior has the mean 0.5 and the coefficient of variation which is
very closed to the coefficient of variation of the standard uniform distribution (0,
1). Also recall that the standard uniform distribution is a particular case of the beta
distribution with parameters 1 and 1 (see Section 2.3).

Bootstrap Method

The bootstrap method introduced by Efron in 1979 is a Monte Carlo simu-
lation technique in which new samples are generated from the data of an original
sample. The method's name, derived from the old saying about pulling yourself
up by your own bootstraps, reflects the fact that one available sample gives rise to
many others.

Unlike the classical and Bayes’ Monte Carlo techniques, the bootstrap meth-
od is a universal nonparametric method. To illustrate the basic idea of this method,
consider the following simple example, in which the standard error of a median
is estimated (Efron and Tibshirani (1993)).

Consider an original sample, x,, x,, . . ., x, , from an unknown distribution.
The respective bootstrap sample, x,", x,", . . ., x,* = X", is obtained by randomly
sampling n times with replacement from the original sample x, x,, . .., x,.

The bootstrap procedure consists of the following steps:

Generating a large number, N, of bootstrap samples X" (i=1,2,...,N)

For each bootstrap sample obtained, the sample median, x,(X,”) is evaluated
and called the bootstrap replication

The bootstrap estimate of standard error of the median of interest is cal-
culated as

N
R E} (xo.s(xrh)_ “?05)‘
S(xgs) = || — N1

where

Note, that no assumption about the distribution of random variable x was intro-
duced.

For some estimation problems, the results obtained using the bootstrap ap-
proach coincide with respective known classical ones. This can be illustrated by
the following example related to binomial data (Martz and Duran (1985)).

Assume that for each component of the system of interest, we have the data
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collected in the form (S, , N} (i = 1, 2, . . ., n, where n is the number of
component in the system), where N, is the number of units of ith component tested
(or observed) during a fixed time interval (the same for all n components of the
system) and S, is the respective number of units survived.

The basic steps of the corresponding bootstrap simulation procedure are as
follows:

1. For each component of the system given, obtain the bootstrap estimate
of component reliability, R, (i = 1, 2, . . ., n, where n is the number of
component in the system), generating it from the binomial distribution
with parameters N, and p = S/N, . In the case when S =N, ie.,p = |,
one needs to smooth the bootstrap, replacing p by (1 - €), where € <<
1. This procedure is discussed in (Efron and Tibshirani (1979)).

2. Calculate the corresponding classical estimate of the system reliability.
using (7.36) with R, (i = I, 2, . . ., n) obtained from the results of
step 1.

3. Repeat steps 1-2 a sufficiently large number of times. n, (for example,
10,000) to get a large sample of Ié_s .

4. Based on the sample obtained, and a chosen confidence level (1 - «).
construct the respective lower confidence limit for the system reliability
of interest as a sample percentile of level «, using (7.37).

Example 7.9
Consider a fault tree, the top event, 7, of which is described by the following
expression:
T=C +C/(C,

where C|, C,, and C, are the cut-sets of the system modeled by the fault tree. If the
following data are reported for the components representing the respective cut-
sets, determine a point estimate and 95% confidence interval for the system re-
liability RS = 1 - Pr(T) using a) the system reduction methods, and b) the
bootstrap method.

Number of failures Number of trials
Component d N
C, 1 1785
C, 8 492

C, 4 371
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Solution:

a) The second cut-set can be considered a parallel subsystem containing
components C, and C,. Therefore, we shall apply the Maximus method
to reduce this subsystem to an equivalent component C,;. The maximum
likelihood point estimate of the equivalent component reliability can be
obtained as

R(.w =1- Pr(CB)
] 1_(_8_) ( i]
492 371
= (0.99982

The equivalent number of trials for C,, is

N_. = min (N(.: , Nc“‘)

Cyy

min (492, 371)

DC:} - NC:I(I B RCB})

(371)(1 - 0.99982)

0.06678

Now we can treat C, and C,, as a series system and apply the Lloyd-Lipow meth-
od to reduce it. Using (7.33), the estimate of system reliability:

(. ] 1_0.067]
1785 371

= 0.99926

=
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Then, keeping in mind the equivalent number of system trials of

Ny = rnin(NCf N(-':.\)

= min(1785, 371)
= 371

from (7.32) the fictitious number of system failures is:

D¢ = Ngx (1 - Rs)

= (371)[1 - (0.99926)]
- 0.27454

Using (3.83-3.84) with n = 371 and r = 0.27, the 95% lower confidence limits for
the system reliability estimate are found to be:

~

0.99758 < R, < 0.99988

b) The bootstrap estimation can be obtained as follows:

1. Using the failure data for each component, compute the estimate of the
binomial probability of failure and treat it as a nonrandom parameter p.

2. Simulate N binomial trials of a component and count the observed
number of failures.

3. Obtain a bootstrap replication of p dividing the observed number of
failures by the number of trials. Once the bootstrap replications are
computed for each component, find the estimate of system reliability
using (7.36).

4. Repeat steps 2 and 3 sufficiently large number of times, and use (7.37)
to obtain the interval estimates of system reliability.

The procedure and results of the bootstrap solution are summarized in Table 7.5
As seen from Table 7.5, the point estimate of system reliability closely coin-
cides with the one obtained in part a).
From the distribution of the system reliability estimates, the 95% confidence
bounds can be obtained as the 2.5% and 97.5% sample percentiles—see (7.37):

A

0.99779 < R < 0.99999
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Table 7.5 The Bootstrap Solution in Example 7.9

Component C, C, C,
Number of failures )
1 8 4 Estimate
Monte d f system
Carlo Number of t rials ol syste
Run No. N 1785 492 371 relu;:nluy
5
Binomial probability of failure 0.00056 | 0.01626 | 0.01078
p=d/N
Observed number of failures in ¥
. L . 0 7 4
binomial tnals with parameter p, d,
! 0.99985
Bootstrap replication,p = d,/N 0.00000 | 0.01423 } 0.01078
Observed number of failures in N
. L 0 7 6
binomial trials with parameter p, d,
2 0.99977
Bootstrap replication, p" = d, /N 0.00000 1 0.01423 | 0.01617
Observed number of failures in ¥
. e . 1 9 4
binomial trials with parameter p, d,
3 0.99924
Bootstrap replication, p,* = d,/N 0.00056 | 0.01829 | 0.01078
Observed number of failures in ¥
. L . 2 10 5
binomial trials with parameter p, d,
10,000 0.99861
Bootstrap replication, p” = d, /N 0.00112 1 0.02033 | 0.01348
E(R) 19.9926 x 10
var(R,) 3.4500 x 107

The system reliability confidence bounds can also be estimated through the use of
the Clopper-Pearson procedure. From (3.81), the fictitious number of system trials
is:
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) [é‘x(l : Ié\}

var(}éT

_ (9.9926E - 7)[1 - (9.9926F - 7))
345E-7

= 2155.5
Then, the fictitious number of system failures is
Dy = Nex |l 71‘;5)
= (2155.5)[1 - (0.99926)]

= 1.6

Using (3.83-3.84) with n = 2155.5 and r = 1.6, the 95% lower confidence limits
for the system reliability estimate are found to be:

0.99899 < R < 0.99944

which is quite consistent with the results obtained from the other two methods.

Martz and Duran (1985) performed some numerical comparisons of the
Maximus, bootstrap and Bayes” Monte Carlo methods applied to 20 simple and
moderately complex system configurations and simulated binomial data for the
system components. Martz and Duran made the following conclusions about the
regions of superior performance of the methods:

1. The Maximus method is, generally, superior for: a) moderate to large
series systems with small quantities of test data per component. and b)
small series systems composed of repeated components.

2. The Bootstrap method is recommended for highly reliable and redundant
systems.

3. The Bayes’ Monte Carlo method is, generally, superior for: a) moderate
to large series systems of reliable components with moderate to large
samples of test data, and b) small series systems, composed of reliable
nonrepeated components.
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7.3.5 Graphic Representation of Uncertainty

The results of a probabilistic uncertainty analysis should be presented in a clear
manner that aids analysts in developing appropriate qualitative insights. Generally.
we will discuss three different ways of presenting probability distributions (so.
their use is not limited by uncertainty analysis): plotting the pdf or the cdf, or

pdf
f(Y)
IL | =
0.001 0.01 0.1 1
Y, Uncertain Variable
odf 0
F(Y) :
|

0.001  o0.01 0.1 1

Y, Uncertain Variable

0.001 001 0.1 l
Y, Uncertain Variable

Figure 7.2 Three conventional methods of displaying distribution.
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displaying selected percentiles, as in a Tukey (1979) box plot. Figure 7.2 shows
examples. The probability density function shows the relative probabilities of
different values of the parameters. One can easily see the areas or ranges where
high densities (occurrences) of the r.v. occur (e.g., the modes). One can easily
judge symmetry and skewness and the general shape of the distribution (e.g..
bell-shaped vs. J-shaped). The cdf is best for displaying percentiles (e.g., median)
and the respective confidence intervals. It is easily used for both continuous and
discrete distributions.

The standard Tukey box shows a horizontal line from the 10th to 90th
percentiles, a box between the lower percentiles (e.g., from the 25th to 75th per-
centiles), and a vertical line at the median, and points at the minimum and maxi-
mum observed values. This method clearly shows the important quantities of the
I.v.

In cases where statistical uncertainty limits are estimated, the Tukey box can
be used to describe the confidence intervals. Consider a case where the distribution
of a variable Y is estimated and described by a pdf. For example, a pdf of time-to-
failure (the aleatory model) can be represented by an exponential distribution and
the value of A for this exponential distribution is represented, under the Bayes'
approach, by a lognormal distribution. Then, f (¥|X) for various values of A can
be plotted and families of curves can be developed to show an aggregate effect of
both kinds of uncertainty. This (epistemic uncertainty) is shown in Figure 7.3.

In general, a third method can be shown by actually displaying the proba-
bility densities of A in a multidimensional form. For example, Figure 7.4 presents
such a case for a two-dimensional distribution. In this figure f (Y|A) is shown for
various values of A,

7.4 USE OF EXPERT OPINION FOR ESTIMATING
RELIABILITY PARAMETERS

The use of expert opinions is often desired in reliability analysis, and in many
cases is unavoidable. One reason for using experts is the lack of a statistically
significant amount of empirical data necessary to estimate new parameters.
Another reason for using experts is to assess the likelihood of a one-time event,
such as the chance of rain tomorrow.

However, the need for expert judgement that requires extensive knowledge
and experience in the subject field is not limited to one-time events. For example,
suppose we are interested in using a new and highly capable microcircuit device
currently under development by a manufacturer and expected to be available for
use soon. The situation requires an immediate decision on whether or not to design
an electronic box around this new microcircuit device. Reliability is a critical
decision criterion for the use of this device. Although reliability data on the new
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Figure 7.3 Representation of uncertainties.

device are not available, reliability data on other types of devices employing
similar technology are accessible. Therefore, reliability assessment of the new
device requires both knowledge of and expertise in similar technology, and can be
achieved through the use of expert opinion.

Some specific examples of expert use are the Reactor Safety Study (1975);
IEEE-Standard 500 (1984); and Severe Accident Risk: An Assessment for Five U.S.
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&,, &, -, &, probability intervals associated with each exponential distribution

Figure 7.4 Two-dimensional uncertainty representation.

Nuclear Power Plants (1990), where expert opinion was used to estimate the prob-
ability of components failure and other rare events. The power industry's Electric
Power Research Institute has relied on expert opinion to assess seismic hazard
rates. Other applications include weather forecasting. For example, Clemens et al.
(1990) discusses the use of expert opinion by meteorologists. Another example is
the use of expert opinion in assessing human error rates discussed by Swain and
Guttman (1983).

The use of expert opinion in decision making is a two-step process: elicita-
tion and analysis of expert opinion. The method of elicitation may take the form
of individual interviews, interactive group sessions, or the Delphi approach dis-
cussed by Dalkey and Helmer (1963). The relative effectiveness of different elici-
tation methods has been addressed extensively in the literature. Techniques for
improving the accuracy of expert estimates include calibration, improvement in
questionnaire design, motivation techniques, and other methods, although clearly
no technique can be applied to all situations. The analysis portion of expert use
involves combining expert opinions to produce an aggregate estimate that can be
used by reliability analysts. Again, various aggregation techniques for pooling
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expert opinions exists, but of particular interest are those adopting the form of
mathematical models. The usefulness of each model depends on both the rea-
sonableness of the assumptions (implicit and explicit) carried by the model as it
mimics the real world situation, and the ease of implementation from the user's
perspective. The term “expert” generally refers to any source of information that
provides an estimate and includes human experts, measuring instruments, and
models.

Once the need for expert opinion is determined and the opinion is elicited,
the next step is to establish the method of opinion analysis and application. This
is a decision task for the analysts, who may simply decide that the single best
estimate of the value of interest is the estimate provided by the arithmetic average
of all estimates, or an aggregate from a nonlinear pooling method, or some other
opinions. Two methods of aggregating expert opinion are discussed in more detail,
the geometric averaging technique and the Bayesian technique.

7.4.1 Geometric Averaging Technique

Suppose n experts are asked to make an estimate of the failure rate of an item. The
estimates can be pooled using the geometric averaging technique. For example,
if A, is the estimate of the ith expert, then an estimate of the failure rate is obtained
from

A= 11 A (7.38)

This was the primary method of estimating failure rates in IEEE-Standard
500 (1984). The IEEE-Standard 500 contains rate data for electronic, electrical.
and sensing components. The reported values were synthesized primarily from the
opinions of some 200 experts (using a form of the Delphi procedure). Each expert
reported “low,” “recommended,” and “high” values for each failure rate under
normal conditions, and a “maximum” value that would be applicable under all
conditions (including abnormal conditions). The estimates were pooled using
(7.38). For example, for maximum values,

As discussed by Mosleh and Apostolakis (1983), the use of geometric averaging
implies that 1) all the experts are equally competent, 2) the experts do not have
any systematic biases, 3) experts are independent, and 4) the preceding three
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assumptions are valid regardless of which value the experts are estimating, e.g.,
high, low, or recommended.

The estimates can be represented in the form of a distribution. Apostolakis
et al. (1980) suggests the use of a lognormal distribution for this purpose. In this
approach, the “recommended” value is taken as the median of the distribution, and
the error factor (EF) is defined as

(7.39)

7.4.2 Bayesian Approach

As discussed by Mosleh and Apostolakis (1983), the challenge of basing estimates
on expert opinion is to maintain coherence throughout the process of formulating
a single best estimate based on the experts' actual estimates and credibilities.
Coherence is a notion of internal consistency within a person's state of belief. In
the subjectivist school of thought, a probability is defined as a measure of personal
uncertainty. This definition assumes that a coherent person will provide his or her
probabilistic judgements in compliance with the axioms of probability theory.
An analyst often desires a modeling tool that can aid him or her in formu-
lating a single best estimate from expert opinion(s) in a coherent manner. Informal
methods such as simple averaging will not guarantee this coherence. Bayes' theor-
em, however, provides a framework to model expert belief, and ensures coherence
of the analysts in arriving at a new degree of belief in light of expert opinion.
According to the general form of the model given by Mosleh and Apostolakis, the
state-of-knowledge distribution of a failure rate A, after receiving an expert
estimate A, can be obtained by using Bayes' theorem in the following form:

WA TRY = — LA A) my(d) (7.40)

!
k

where T, (1) is the prior distribution of A; T(A| 1) is the posterior distribution of
A: L(A| A) is the likelihood of receiving the estimate A, given the true failure rate
A; k is a normalizing factor.

One of the models suggested for the likelihood of observing A given A, is
based on the lognormal distribution in the following form:
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L(XM) = —~1——exp (7.41)

2n 0

_1( (1) - In(r) - ln(b)J:
2 g

where b is a bias factor (b = 1 when no bias is assumed) and o is the standard
deviation of the logarithm of 4, given A. When the analyst believes no bias exists
among the experts, he or she can set b = 1. The quantity o, therefore, represents
the degree of accuracy of the experts' estimate as viewed by the analyst. The work
by Kim (1991), which includes a Bayesian model for a relative ranking of experts,
is an extension of the works by Mosleh and Apostolakis.

7.4.3 Statistical Evidence on the Accuracy of Expert Estimates

Among the attempts to verify the accuracy of expert estimates, two types of expert
estimates are studied—assessment of single values and assessment of distributions.

Notable among the studies on the accuracy of expert assessments of a single
estimate is Snaith's study (1981). In this study, observed and predicted reliability
parameters for some 130 pieces of different equipment and systems used in
nuclear power plants were evaluated. The predicted values included both direct
assessments by experts and the results of analysis. The objective was to determine
correlations between the predicted and observed values. Figure 7.5 shows the ratio
(R = MX) of observed to predicted values plotted against their cumulative
frequency. As shown, the majority of the points lie within the dashed boundary
lines. Predicted values are within a factor of 2 from the observed values, and 93%
are within a factor of 4. The figure also shows that R = 1 is the median value,
indicating that there is no systematic bias in either direction. Finally, the linear
nature of the curve shows that R tends to be lognormally distributed, at least within
the central region. This study clearly supports the use and accuracy of expert
estimation.

Among the studies of expert estimation are the works by cognitive psycho-
logists. For example, Lichtenstein et al. (1977) described the results of testing the
adequacy of probability assessments and concluded that “‘the overwhelming
evidence from research on uncertain quantities is that people's probability distribu-
tions tend to be biased.” Commenting on judgemental biases in risk perception,
Slovic et al. (1980) stated: “A typical task in estimating uncertain quantities like
failure rates is to set upper and lower bounds such that there is a 98% chance that
the true value lies between them. Experiments with diverse groups of people
making different kinds of judgements have shown that, rather than 2% of true
values falling outside the 98% confidence bounds, 20% to 50% do so. Thus,
people think that they can estimate such values with much greater precision than
is actually the case.”
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Figure 7.5 Frequency distribution of the failure rate ratio, Snaith (1981).

Based on the above conclusion Apostolakis (1982) has suggested the use of
the 20th and 80th percentiles of lognormal distributions instead of the 5th and 95th
when using (7.40), to avoid a bias toward low values, overconfidence of experts,
or both. When using the Bayesian estimation method based on (7.41), the bias can
be accounted for by using larger values of o and b in (7.41).

7.5 PROBABILISTIC FAILURE ANALYSIS

Statistical, probabilistic, or deterministic methods are used to analyze failures.
While all three methods or combinations of them can be used, in this section we
rely primarily on the statistical methods for the analysis of failures. However, for
evaluating the results of the analysis, mainly deterministic techniques are used.
Probabilistic (Bayesian) and deterministic techniques are equally applicable. How-
ever, since Bayesian techniques may require expert or prior knowledge about
equipment failures, they should be used only when observed failure data are
sparse.

The statistical methods described in this section are based on the classical
inference methods discussed in Chapters 3 and 5. That is, the history of failure or
event occurrences is first studied to determine whether or not a statistically signifi-
cant trend can be detected. If not, the traditional maximum likelihood parameter
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Figure 7.6 Failure analysis process.
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estimating method is used to determine the failure characteristic of the item, e.g.,
to determine the failure rate or demand failure probability of an item.

If the trend analysis method discussed in Chapter 5 shows a significant trend
in the data, it is important to determine the nature and degree to which the failure
characteristic of the item is changed. Classical statistics methods are used to deter-
mine the failure characteristics of equipment if no trends are exhibited.

When the failure characteristics of an item with or without trend are deter-
mined, one needs to evaluate them to determine whether or not they show any
change in the capability of the item. Both statistical and nonstatistical techniques
can be used to detect changes.

When significant changes are detected, it is very important to search for
possible reasons for such changes. This may require an analysis to determine the
root causes of the detected changes or observed failure events. No standard prac-
tice exists for determining root-cause failures. Engineers often use ad hoc techni-
ques for this purpose.

Figure 7.6 shows the overall approach employed in this section. The basis
for the statistical methods used in this document are explained in the remainder of
this section.

7.5.1 Detecting Trends in Observed Failure Events

The use of statistical estimators for equipment failure characteristics should be
done only after it has been determined whether the failure occurrence is reasona-
bly constant, i.e., there is no evidence of an increasing or decreasing trend. In
Chapter 5, we described the Centroid method to test for the possibility of a trend.
In (5.26), since statistic U is a sensitive measure, one could use the foliowing prac-
tical criteria to ensure detection of trends, especially when the amount of data are
limited:

1. When U>0.5or U < -0.5, assume a reasonable trend exists.

2. Otherwise, depending on the age and the item's recent failure history,
assume a mostly constant failure rate (or failure probability) or a mild
trend exists.

7.5.2 Failure Rate and Failure Probability Estimation for Data
with No Trend

Sections 3.4-3.5 dealt with statistical methods for estimating failure rate and fail-
ure probability parameters of components when there is no trend in failures. The
objective is to find a point estimate and a confidence interval for the parameters
of interest.
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Parameter Estimation When Failures Occur by Time

When failures of equipment occur by time (r failures in T hours), the expo-
nential distribution is most commonly used. Therefore, when the failure events are
believed to occur at a constant rate (i.e., with no trend), the exponential model is
reasonable and the parameter estimation should proceed. In this case, A parameter
must be estimated. The point estimator is for the failure rate parameter (1) of the
exponential distribution obtained from A = r/T. Depending on the method of ob-
serving data, the confidence interval of A can be obtained from one of the expres-
sions in Table 3.2.

Parameter Estimation When Failures Occur on Demand
(Binomial Model)

When the data are in the form of X failures in » trials (or demands), no time
relationship exists and the binomial distribution best represents the data. This sit-
uation often occurs for equipment in the standby mode, e.g., a redundant pump
that is demanded for operation n times in a fixed period of time. In a binomial
distribution, the only parameter of interest is p. An estimate of p and its confidence
interval can be obtained from (3.78-3.79).

7.5.3 Failure Rate and Failure Probability Estimation for Data
with Trend

The existence of a trend in the data indicates that the interarrivals of failures are
not statistically similar, and thus (5.6) should be used. Chapter 5 describes the
methods of estimating the rate of failure occurrence A(t).

7.5.4 Evaluation of Statistical Data

After the data are analyzed, it is important to determine whether or not any signifi-
cant changes between the past data and more recent data can be detected. If such
changes are detected, it is important to formulate a procedure for dealing with
them.

Evaluation of Data with No Trend

Two methods of evaluation are considered, statistical and nonstatistical. One
effective statistical technique is the Chi-square method. The nonstatistical techni-
que only considers degrees of change in the failure characteristics of an item (e.g.,
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Figure 7.7 Comparison of expected and observed failure occurrences by item.

in the form of a percent difference from a generic value or prior experience). Prop-
er action is suggested based on a predefined criterion.

As mentioned earlier, the Chi-square method can be adapted to the type of
problems considered here. The Chi-square method was described in Chapter 2. In
failure analysis, the Chi-square test can be used to determine whether or not the
observed failure data are statistically different from generic data, or from past
history of the same or a similar item. For example, consider Figure 7.7.

If the expected number of failures, based on generic failure data or
previously calculated values (e.g.. using statistical analysis), are determined and
compared with the
observed failures, one can statistically measure the difference.

It is easy to divide the time line (or in a demand type item, the number of
demands) into equal time demand intervals (e.g., three intervals as in Figure 7.7)
and compare them to see whether or not the observed and expected failures in each
interval are statistically different.

For example, for data in Figure 7.7, the following Chi-square statistic can
be calculated:

W= (3 3).‘_/} + (3 _ 2)1/1 + (3 _ 4)2/‘4 — 2/3

This shows that there is a slight difference between the observed and
expected data, but depending on the desired level of confidence, this may or may
not be acceptable.

The nonstatistical technique uses only a percent difference between the
estimated failure rate A and the generic failure rate A,. For example, by using

A- A
e = T £1x 100 (7.42)
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if the difference is large (more than 100), one can assume the data are different
and further root-cause analysis is required.

Evaluation of Data with Trend

Generally, there is no set rule for this purpose. One approach is to use the
doubling failure concept. If two consecutive intervals of (¢, £.) and (t,, t,) are such
that s, - f, =, - 1,, and the expected number of failures in each interval (N, and
N, respectively) are such that N,/N, = 2, then it is easy to prove, using (5.2) and
(5.3), that B = 1.58. Accordingly, for N,/N, = 5, B = 2.58. These can be used as
guidelines for determining the severity of the trend. For example, one can assume
the following:

If 1< P < 1.58, the trend is mildly increasing. Suggest a root-cause analysis
and implement a careful monitoring system.

If 1.58 < B < 2.58, the trend is major. Suggest replacement or root-cause
analysis.

If B > 2.58, the trend is significant. Cease operation of the item and deter-
mine the root cause of the trend.

7.5.5 Root-Cause Analysis

Root causes are the most basic causes that can be reasonably identified by experts
and can be corrected so as to minimize their recurrence. The process of identifying
root causes is generally performed by a group of experts (investigators). Modarres
et al. (1989) explains the application of expert systems in root-cause analysis. The
goal of the experts is to identify the basic causes. The more specific they can be
about the reasons an incident occurred, the easier it is to arrive at a recommen-
dation that will prevent recurrence of the failure events. However, investigation
of root causes should not be carried to the extreme. The analysis should yield the
most out of the time spent, and only identify root causes for which a reasonable
corrective action exists. Therefore, very complex and specific mechanisms of
failure do not need to be identified, especially when corrective actions can be
determined at a higher level of abstraction. The recommended corrective actions
should be specific and should directly address the root causes identified during the
analysis.
Root-cause analysis involves three steps:

1. Determining events and causal factors,
2. Coding and documenting root causes.
3. Generating recommendations.
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Charting the event and causal factors provides a road map for experts to
organize and analyze the information that they gather, identify their findings, and
highlight gaps in knowledge as the investigation progresses. For example, a
sequence diagram similar to that in Figure 7.8 is developed, showing the events
leading up to and following an occurrence as well as the conditions and their
causes surrounding the failure event. The process is performed inductively and in
progressively more detail.

Figure 7.8a shows the causal relations leading to a “failure event,” including
the conditions, events, and causal factors.

Following this step, the causal factors and events should be documented.
One method suggested by the Roor-Cause Analysis Handbook (1991) uses a root
cause tree involving six levels. From the event and causal factors chart, these
levels are described and documented. Figure 7.8b shows an example of the levels
used and Figure 7.8c shows an example of a report made based on this classifi-
cation.

The final and most important step in this process is to generate of recom-
mendations. This process is based on the experience of the experts. However, as
a general guideline, the following items should be considered when recommending
corrective actions:

—

At least one corrective action should be identified for each root cause.
2. The corrective action should directly and unambiguously address the
root cause.
The corrective action should not have secondary degrading effects.
4. The consequences of the recommended (or not recommended) correc-
tive actions should be identifiable
5. The cost associated with implementation of the corrective action should
be estimated.
6. The need for special resources and training for implementation of the
action should be identified.
7. The effect on the frequency of item failure should be estimated.
8. The impact the corrective action is expected to have on other items or
on workers should be addressed.
9. The effect of the corrective action should be easily measurable.
10. Other possible corrective actions that are more resource intensive but
more effective should be listed.

d

The root-cause analysis is a major field of study. For further reading in this sub-
ject, see Chu (1989), Ferry (1988), Kendrick (1987, 1990).
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EXERCISES

7.1 Consider two resistors in parallel configuration. The mean and standard
deviation for the resistance of each are as follows:

e =258 0y =0.1 p,
Hex =50 Q 0gy = 0.1 g,

Using one of the statistical uncertainty techniques, obtain:

a) mean and standard deviation of the equivalent resistor,
b) in what ways the uncertainty associated with the equivalent resistance
is different from the individual resistor? Discuss the results.

7.2 The results of a bootstrap evaluation gives: p=1x 10%,and o =1x 10",
Evaluate the number of pseudo failures £, in N trials for an equivalent
binomial distribution. Estimate the 95% confidence limits of p.

7.3 Repeat Exercise 4.6 and assume that a common cause failure between the
valves and the pumps exist. Using the generic data in Table C.1, calculate
the probability that the top event occurs, Use a -factor method with 3 = 0.1
for valves and pumps. Discuss if the selection of = 0.1 is sensitive to the
end result.

7.4 A class of components is temperature sensitive in that they will fail if temp
erature is raised too high. Uncertainty associated with a component's failure
temperature is characterized by a continuous uniform distribution such as
shown below:

- >

100°C 150°C Tem

If the temperature for a particular component is uncertain but can be
characterized by an exponential distribution with A = 0.05 per degree
Celsius, calculate the reliability of this component.
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7.5 Consider the cut-sets below describing the failure of a simple system: F =
AB + BC. The following data have been found for components A, B, and C

Components A B C
Number of failure 5 12 1
Total test time (hr) 1250 4315 2012

a) Use the system reduction methods to calculate equivalent number of
failures and total test time for failure of the system.

b) Given the results of (a), calculate the 90% confidence limits for the
unreliability of this system.
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Risk Analysis

Risk analysis is a technique for identifying, characterizing, quantifying, and eval-
uating hazards. It is widely used by private and government agencies to sup-
port regulatory and resource allocation decisions. Risk analysis consists of two
distinct phases: a qualitative step of identifying, characterizing, and ranking
hazards; and a quantitative step of risk evaluation, which includes estimating the
likelihood (e.g., frequencies) and consequences of hazard occurrence. After risk
has been quantified, appropriate risk-management options can be devised and
considered; risk-benefit or cost-benefit analysis may be performed; and
risk-management policies may be formulated and implemented. The main goals
of risk management are to minimize the occurrence of accidents by reducing the
likelihood of their occurrence (e.g., minimize hazard occurrence); reduce the
impacts of uncontrollable accidents (e.g., prepare and adopt emergency
responses); and transfer risk (e.g., via insurance coverage). The estimation of
likelihood or frequency of hazard occurrence depends greatly on the reliability of
the system's components, the system as a whole, and human-system interactions.
These topics have been extensively addressed in previous chapters of this book.
In this chapter we discuss how the reliability evaluation methods addressed in the
preceding chapters are used, collectively, in a risk-analysis process. We will
discuss some relevant topics which are not discussed in the previous chapters (e.g.,
risk perception).

8.1 RISK PERCEPTION AND ACCEPTABILITY
8.1.1 Risk Perception
Perceptions of risk often differ from objective measures and may distort or politi-

cize risk-management decisions. Subjective judgement, beliefs, and societal bias
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against events with low probability but high consequences may influence the
understanding of the results of a risk analysis. Public polls indicate that societal
perception of risk, associated with certain unfamiliar or incorrectly publicized
activities, is far out of proportion to the actual damage or risk measure, For exam-
ple, according to Litai (1980), the risk of motor and aviation accidents is perceived
to be less than its actual value by a factor of 10 to 100 by the public, but the risk
of nuclear power and food coloring is overestimated by a factor of greater than
10,000. Risk conversion and compensating factors must often be applied to deter-
mine risk tolerance thresholds accurately, to account for public bias against risks
that are unfamiliar (by a factor of 10), catastrophic (by a factor of 30), involuntary
(by a factor of 100), or uncontrollable (by a factor of 5 to 10), or have immediate
consequences (by a factor of 30). For example, people perceive a voluntary action
to be less risky by a factor of 100 than an identical involuntary action. Although
the exact values of the above conversion factors are debatable, they generally
show the direction and the degree of bias in people's perception.

Different risk standards often apply in the workplace, where risk exposure
is voluntary and exposed workers are indemnified. Stricter standards apply to
public risk exposure, which is involuntary. The general guide to risk standards is
that occupational risk should be small compared with natural sources of risk. Some
industrial and voluntary risks may be further decreased by strict enforcement or
adequate implementation of known risk-avoidance measures (e.g., wearing seat
belts, not drinking alcohol, or not smoking). Therefore, some of these risks are
controllable by the individual (who can choose whether to fly, to work. to drive,
or to smoke), while others are not (e.g., chemical dumps, severe floods, and earth-
quakes).

8.1.2 Risk Acceptabllity

Risk acceptance is a complex subject and is often the subject of controversial
debate. However, using the results of risk assessment in a relative manner
is a common method of ranking risk-exposure levels. For example, consider Table
8.1. In this table societal risks of individual death due to the leading causes are
ranked. An assessed risk from any controllable activity should be required to be
lower than the risks of these causes, so as to be defined acceptable. These de facto
levels of socially tolerated (acceptable) levels of risk exposure can define
acceptable risk thresholds of risk. Although regulators often strive to assess abso-
lute levels of risk, the relative ranking of risks is a better risk-management strategy
for allocating resources toward regulatory controls. Cost-benefit analysis is often
required as an adjunct to formulating risk-control strategies to socially acceptable
levels.
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Table 8.1 Major Causes of Death in the United States in 1996

No. Cause Number
1 Cardiovascular diseases 948,000
2 Malignancies 522,000
3 Accidents 92,000
(Motor vehicle) (42,000)
4 Pneumonia 83,000
5 Pulmonary diseases, Chronic 75,000
6 Diabetes 54,000
7 H.LV. Infection (AIDS) 37,000
8 Suicide 31,000
9 Liver diseases 27,000
10 Homicide (including police) 26,000
11 Other 434,000

Total 2,269,000

Another form of risk ranking is to use odds or probability of hazard ex
posure per unit of time. For example, Table 8.2 is a typical ranking for some
societal causes. It should be noted that for an objective ranking the risk exposure
should be the same group. For example, risk of breast causes is different for dif-
ferent age group, and largely applies to women.

Table 8.2 Risk of Dying from Selected Causes

Cause Odds
Breast Cancer (at age 60) I in 500
Breast Cancer (at age 40) 1 in 1000
Car crash in 5300
Drowning 1 in 20,000
Choking 1 in 68,000
Bicycle crash 1 in 75,000

Source: Panlos (1991).
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As the third and perhaps a more objective method of risk comparison, some-
times risk exposure is normalized both to the population exposed and to the dura-
tion of the exposure and is used for comparison purpose. To compare the risk
associated with each cause, consistent units are used (such as number of fatalities
or dollar loss per year, per 100,000 population, per event, per person-year of expo-
sure). Table 8.3 shows a risk comparison based on the amount of exposure that
yields the same risk value.

The typical guideline for establishing risk-acceptance criteria for involuntary
risks to the public has been that fatality rates from the activity of interest should
never exceed average individual fatality rates from natural causes (about 0.07 per
100.000 population, from all natural causes) and should be further reduced by
risk-control measures to the extent feasible and practical. For example. the U.S.
Nuclear Regulatory Commission (1986) has recently suggested quantitative safety
goals which implicitly define acceptable risk in nuclear power plants. These safety
goals state that the risk from nuclear power plants should not exceed 0.1% of the
sum of prompt fatality or cancer fatality risk to which all other risks that individual
U.S. residents and the public as a whole are generally exposed. Also it requires
that reactors be designed such that the overall mean frequency of a large radio-
active release to the environment from a reactor accident be less than 1E - 6 per
year of reactor operation.

The societal benefits and the cost trade-offs for risk reduction are widely
used guides to set and justify risk acceptability limits. By comparing the risks and
benefits associated with certain activities, fair, balanced and consistent limits for

Table 8.3 Risk Exposures That Increase Chance of Death by 1 in 1,000,000 per Year

Nature of risk exposure Cause of death
Smoking 1.4 Cigarettes Cancer, heart disease
Spending | hour in a coal mine Black lung disease
Spending 3 hours in a coal mine Accident
Living 2 days in New York or Boston Air pollution
Traveling 10 miles by bicycle Accident
Traveling 300 miles by car Accident
Traveling 10,000 miles by jet Accident
Having chest X-ray taken in a good hospital Cancer caused by

radiation

Living 50 years within 5 miles of a nuclear plant Cancer caused by plant

Source: Wilson (1979).
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risk acceptability can be set and institutional controls on risk can be established.
Rowe (1977) describes methods of risk-benefit and cost trade-off for risk analysis.

8.2 DETERMINATION OF RISK VALUES

There are two major parts in risk analysis:

Determination of the likelihood. (e.g.. prob. P, or frequency of occurrence,

F), of an undesirable event, E. Sometimes the likelihood estimates are
generated from a detailed analysis of past experience and available
historical data; sometimes they are judgemental estimates based on an ex-
pert's view of the situation, or simply a best guess. This assessment of
event likelihood can be useful, but the confidence in such estimates
depends on the quality and quantity of the data and the methods used to
determine event likelihood.

Evaluation of the consequence, C, of this hazardous event. The choice of

the type of consequence may affect the acceptability threshold and the
tolerance level for the risk.

Risk analysis, generally, consists of the following three steps. sometimes
called the "Risk Triplet” which is represented by expression (1.4).

I

Selection of a specific hazardous reference event E, or scenario S,
(sequence or chain of events) for quantitative analysis (hazard
identification)

Estimation of the likelihood or frequencies of events, P, (or F))
Estimation of the consequences of these events, C,

In most risk assessments the likelihood of event E, is expressed in terms of
the probability of that event. Alternatively, a frequency per year or per event (in
units of time) may be used. Consequence C,, is a measure of the impacts of event
E.. This can be in the form of mission loss, payload damage, damage to property,
number of injuries, number of fatalities, dollar loss, etc.

The results of the risk estimation are then used to interpret the various
contributors to risk, which are compared, ranked. and placed in perspective. This
process consists of:

1.

Calculating and graphically displaying a risk profile based on individual
failure event risks. similar to the process presented in Figure 8.1. This
method will be discussed in more details in this section.
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Log P, Log [Pr(C>C;)]

Log C; 7 LogC,
(a) (b)

Figure 8.1 Construction of a risk profile.

2. Calculating a total expected risk value R from

R-DpxC (8.1)

Naturally, all the calculations described involve some uncertainties, approxi-
mations, and assumptions. Therefore, uncertainties must be considered explicitly,
as discussed in Section 7.3. Using expected losses and the risk profile, one can
evaluate the amount of investment that is reasonable to control risks, alternative
risk-management decisions to avoid risk (i.e., decrease the risk probability), and
alternative actions to mitigate consequences. Therefore, the following two addi-
tional planning steps are usually included in risk analysis:

1. Identification of cost-effective risk management alternatives
2. Adoption and implementation of risk-management methods

The risk estimation results are often shown in a general form similar to (8.1).
There are two useful ways to interpret such results: determining expected risk
values, R;, and constructing risk profiles. Both methods are used in quantitative
risk analysis.

Expected values are most useful when the consequences C, are measured in
financial terms or other directly measurable units. The expected risk value R, (or
expected loss) associated with event E, is the product of its probability P, and con-
sequence values, as described by (8.1). Thus, if the event occurs with a frequency
of 0.01 per year, and if the associated loss is $1 million, then the expected loss (or
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risk value) is: R, = 0.01 x $1,000,000 = $10,000. Conversely, if the frequency of
event occurrence is 1 per year, but the loss is $10,000, the risk value is still R, =
1 x $10,000 = $10,000. Thus, the risk value for these two situations is the same,
i.e., both events are equally risky.

Table 8.4 General Form of Qutput from the Analytic Phase of Risk Analysis

Undesirable Event Likelihood Consequences Risk Level
E, P, o R =P,
E, £, Lo R,=P.(,
E, P, G, R, =P.C,
E, P, C, R,=PC,

Since this is the expected annual loss, the total expected loss over 20 years
(assuming a constant dollar value) would be $200,000. This assumes the
parameters do not vary significantly with time, and ignores the low probability of

multiple losses over the period. Expression (8.1) can be used to obtain the total
expected loss per year for a whole set of possible events. This expected loss value
assumes that all events (E)) contributing to risk exposure have equal weight. Occa-
sionally, for risk decisions, value factors (weighting factors) are assigned to each
event contributing to risk. The relative values of the terms associated with the
different hazardous events give a useful measure of their relative importance, and
the total risk value can be interpreted as the average or “expected” level of loss
over a period of time.

As discussed earlier another method for interpreting the results is construc-
tion of a risk profile. With this method, the probability values are plotted against
the consequence values. Figure 8.1 illustrates these methods. Figure 8.1a shows
the use of logarithmic scales, which are usually used because one can cover a wide
range of values. The error brackets denote uncertainties in the probability estimate
(vertical) and the consequences (horizontal). This approach provides a means of
easily illustrating events with high probability, high consequence, or high uncer-
tainty. It is useful when discrete probabilities and consequences are known. Figure
8.1b shows the construction of the complementary cumulative probability risk
profile (sometimes known as a Farmer's curves (1960)). In this case, the logarithm
of the probability that the total consequence C exceeds C, is plotted against the
logarithm of C. The most notable application of this method was in the landmark
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Reactor Safety Study (1975). With this method, the low probability/high conse-
quence risk values and high probability/low consequence risk values can be easily
seen. That is, the extreme values of the estimated risk can be easily displayed.

8.3 FORMALIZATION OF RISK ASSESSMENT

The hazardous events £, discussed in the previous section can occur as a result of
a chain of basic events. In combination, these events are called a “*scenario.”” The
risk-assessment process is therefore primarily one of scenario development, with
the risk contribution from each possible scenario that leads to the outcome or event
of interest. This concept is described in terms of the triplet represented by (1.4).
Because the risk-assessment process focuses on scenarios that lead to hazardous
events, the general methodology becomes one that allows the identification of all
possible scenarios, calculation of their individual probabilities, and a consistent
description of the consequences that result from each. Scenario development
requires a set of descriptions of how a barrier confining a hazard is threatened.
how the barrier fails, and the effects on the subject when it is exposed to the
uncontained hazard. This means that one needs to formally address the items
described below.

Identification of Hazards

A survey of the process under analysis should be performed to identify the
hazards of concern. These hazards can be categorized as follows:

Chemical hazard (e.g., toxic chemicals released from a chemical process)

Thermal hazard (e.g., high-energy explosion from a chemical reactor)

Mechanical hazard (e.g., kinetic energy from a moving object)

Electrical hazard (e.g., potential difference, electrical and magnetic fields.
electrical shock)

Ionizing radiation (e.g., radiation released from a nuclear plant)

Nonionizing radiation (e.g., radiation from a microwave oven)

Biological hazard (e.g., spread of certain bacteria)

Presumably, each of these hazards will be part of the process and normal
process boundaries will be used as their containment. This means that, provided
there is no disturbance in the process, the barrier that contains the hazard will be
unchallenged. However, in a risk scenario one postulates the challenges to such
barriers and tries to estimate the probability of these challenges.
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Identification of Barriers

Each of the identified hazards must be examined to determine all the physi-
cal barriers that contain it or can intervene to prevent or minimize exposure to the
hazard. These barriers may physically surround the hazard (e.g., walls, pipes,
valves, fuel clad, structures); they can be based on a specified distance from a
hazard source to minimize exposure to the hazard (e.g., minimize exposure, to
radioactive materials); or they may provide direct shielding of the subject from the
hazard (e.g., protective clothing, bunkers).

Identification of Challenges to Barriers

Identification of each of the individual barriers is followed by a concise
definition of the requirements for maintaining each one. This can be done by
developing an analytical model that has a hierarchical character. One can also
simply identify what is needed to maintain the integrity of each barrier. These are
due to the degradation of strength of the barrier and high stress in the barrier.

Barrier strength degrades because of:

reduced thickness (due to deformation, erosion, corrosion etc.),
change in material properties (e.g., toughness, yield strength). This may be
affected by the local environment, e.g., temperature).

Stress on the barrier increases by:

internal forces or pressure,
penetration or distortion by external objects or forces.

The above causes of degradation are often the result of one or more of the fol-
lowing conditions:

Malfunction of process equipment (e.g., the emergency cooling system in
a nuclear plant)

Problems with man-machine interface

Poor design or maintenance

Adverse natural phenomena

Adverse human-made environment.

Estimation of Hazard Exposure

The next step in the risk-assessment procedure is to define those scenarios
in which the barriers may be breached, and then make the best possible estimate
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of the probability or frequency for each sequence. Those scenarios that pose simi-
lar levels of hazard under similar conditions of hazard dispersal are grouped to-
gether, and the probabilities or frequencies of the respective event sequences as-
sociated with these groups are determined.

Consequences Evaluation

The range of effects produced by exposure to the hazard may encompass
harm to people, damage to equipment, and contamination of land or facilities.
These effects are evaluated from knowledge of the toxic behavior of the particular
material(s) and the specific outcomes of the scenarios considered. In the case of
the dispersal of toxic materials, the size of the release is combined with the potent-
ial dispersion mechanisms to calculate the outcome.

From the generic nature of risk analysis, there appears to be a common ap-
proach to understanding the ways in which hazard exposure occurs. This under-
standing is key in the development of logical scenario models that can then be
solved. Quantitative and qualitative solutions can provide estimates of barrier
adequacy and methods of effective enhancement. This formalization provides a
basis from which we can describe a commonly used practice in risk analysis called
probabilistic risk assessment (PRA). This technique, pioneered by the nuclear
industry, is the basis of a large number of formal risk assessments today. We
describe this approach in Section 8.4 and provide an example in Section 8.5.

8.4 STEPS IN CONDUCTING A PROBABILISTIC RISK ASSESSMENT

The following subsections provide a discussion of the basic elements of PRA as
we walk our way through the steps that must be performed. We also describe the
methods that are useful for this analysis as described in previous chapters of the
book. Figure 8.2 illustrates the general PRA process.

8.4.1 Methodology Definition

Preparing for a PRA begins with a review of the objectives of the risk analysis.
Aninventory of possible techniques for the desired analysis should be developed.
The available techniques range from required computer codes to facility experts
and analytical experts. This, in essence, provides a road map for the analysis. The
methods described in the preceding chapters of this book discussed most of the
techniques currently used for PRA.

The resources required for each analytical option should be evaluated, and
the most cost-effective option selected. The basis for the selection should be
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Figure 8.2 The process of probabilities risk analysis.

documented briefly, and the selection process reviewed to ensure that the
objectives of the analysis will be adequately met.

8.4.2 Familiarization and Information Assembly

A general knowledge of the physical layout of the system or process (e.g., facility,
plant, design), administrative controls, maintenance and test procedures, as well
as protective systems whose functions maintain safety, is necessary to begin the
PRA. All systems, locations, and activities expected to play a roll in the initiation,
propagation, or arrest of an upset or hazardous condition must be understood in
sufficient detail to construct the models necessary to capture all possible scenarios.
A detailed inspection of the process must be performed in the areas expected to be
of interest and importance to the analysis.
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The following items should be considered in this step:

1. Major safety and emergency systems (or methods) should be identified.

Physical interactions among all major systems should be identified and

explicitly described. The result should be summarized in a dependency

matrix.

3. Past major failures and abnormal events that have been observed in the
facility should be noted and studied. Such information would help
ensure inclusion of important applicable scenarios.

4. Consistent documentation is key to ensuring the quality of the PRA.
Therefore, a good filing system must be created at the outset, and main
tained throughout the study.

2

With the help of designers, operators, or owners, one should determine the
ground rules for the analysis, the scope of the analysis, and the configuration to be
analyzed. One should also determine the faults and conditions to be included or
excluded, the operating modes of concern, the freeze date design, and the hard-
ware configuration on the design freeze date. The freeze date is an arbitrary date
after which no additional changes in the facility design and configuration will be
modeled. Therefore, the results of the PRA are only applicable to the facility at the
freeze date.

8.4.3 Identification of Initiating Events

This task involves identifying those events (abnormal events) that could, if not
correctly responded to, result in hazard exposure. The first step involves identi-
fying sources of hazard and barriers around these hazards. The next step involves
identifying events that can lead to a direct threat to the integrity of the barriers.

A system or process may have one or more operational modes which pro-
duce its output. In each operational mode, specific functions are performed that
result in the output. Each function is directly related to one or more systems that
perform the necessary functional actions. These systems, in turn, are composed of
more basic units (e.g., components) that accomplish the objective of the system.
As long as a system is operating within its design parameter tolerances, there is
little chance of challenging the system boundaries in such a way that hazards will
escape those boundaries. These operational modes are called normal operation
modes.

During normal operation mode loss of certain functions or systems will
cause the process to enter an off-normal condition. Once in this condition, there
are two possibilities. First, the state of the process could be such that no other
function is required to maintain the process in a safe condition. (safe refers to a
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mode where the chance of exposing hazards beyond the facility boundaries is
negligible.) The second possibility is a state wherein other functions or systems are
required to prevent exposing hazards beyond the system boundaries. For this
second possibility, the loss of a functional or loss of a system is an initiating event.
Since such an event is related to the operating process equipment, it is called. an
operational initiating event.

Operational initiating events can also apply to shutdown and start-up modes
of the process. The terminology remains the same since, for a shutdown or start-up
procedure, certain equipment must be functioning. For example, an operational
initiating event found during the PRA of a test nuclear reactor was Low Primary
Coolant System Flow. Flow is required to transfer heat produced in the reactor to
heat exchanges and ultimately to the cooling towers and the air. If this coolant
flow function is reduced to the point where an insufficient amount of heat is
transferred, core damage could result. Therefore, another protective system must
operate to remove the heat produced by the reactor. By definition. then, Low
Primary Coolant System Flow is an operational initiating event.

One method for determining the operational initiating events begins with
first drawing a functional diagram of the facility (similar to the MLD method
described in Chapter 4). From the functional diagram, a hierarchical relationship
is produced, with the process objective being successful completion of the desired
process. Each function can then be decomposed into its systems, and components
can be combined in a logical manner to represent success of that function. (Figure
8.3 illustrates this hierarchical decomposition). Potential initiating events are the
failures of particular functions, systems, or components, the occurrence of which
causes the process to fail. These potential initiating events are grouped such that
members of a group require similar process system and safety system responses
to cope with the initiators. These groupings are the operational initiator categories.

An alternative to the use of functional hierarchy for identifying initiating
events is the use of FMEA, discussed in Chapter 4. The difference between these
two methods is noticeable, namely, the functional hierarchy method is deductive
and systematic, whereas FMEA is inductive. The use of FMEA for identifying
initiating events consists of identifying failure events (modes of failure) whose
effect is a threat to hazard barriers. In both of the above methods, one can always
supplement the set of initiating events with generic initiating events (if known).
For example, see NUREG/CR-4550 (1990) for these initiating events for nuclear
reactors.

To simplify the process, it is necessary, after identifying all initiating events,
to combine those initiating events that pose the same threat to hazard barriers and
require the same mitigating functions of the process to prevent hazard exposure.
The following inductive procedures should be followed when grouping initiating
events:
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1. Combine the initiating events that directly break all hazard barriers.

2. Combine the initiating events that break the same hazard barriers (not
necessarily all the barriers).

3. Combine the initiating events that require the same group of mitigating
personnel or automatic actions following their occurrence.

4. Combine the initiating events that simultaneously disable the normal
process as well as some of the available mitigating human or automatic
actions.
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Figure 8.3 Partial goal tree to determine challenges to a pressurized water reactor.

Events that cause off-normal operation of the facility and require other
systems to operate to maintain process materials within their desired boundaries,
but are not directly related to a process system or component, are nonoperational
initiating events. Nonoperational initiating events are identified with the same
methods used to identify operating events. However, the events of interest are
those that are primarily external to the facility. These are discussed in more detail
in Sections 8.4.6 and 8.4.7.
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The following procedures should be followed in this step of the PRA:

1. Select a method for identifying specific operational and nonopertional
initiating events. Two representative methods are functional hierarchy
and FMEA. If a generic list of initiating events is available, it can be
used as a supplement.

2. Using the method selected, identify a set of initiating events.

3. Group the initiating events such that those having the same effect on the
process and requiring the same mitigating functions to prevent hazard
exposure are grouped together.

8.4.4 Sequence or Scenario Development

The goal of scenario development is to derive a complete set of scenarios that
encompasses all of the potential propagation paths that can lead to loss of con-
finement of the hazard following the occurrence of an initiating event. To describe
the cause and effect relationship between initiators and the event progression, it
is necessary to identify those functions (e.g., safety functions) that must be main-
tained to prevent loss of hazard barriers. The scenarios that describe the functional
response of the process to the initiating events are frequently displayed by event-
trees.

As discussed in Chapter 4, event trees order and depict (in approximately
chronological manner) the success or failure of key mitigating actions (e.g., human
actions or mitigative hardware that automatically responds) that are required to
respond following an initiating event. In PRA, two types of event trees can be
developed: functional and systemic. The functional event tree uses mitigating
functions as its heading. The main purpose of the functional tree is to better under-
stand the scenario of events at a high level following the occurrence of an initiat-
ing event. The functional tree also guides the PRA analyst in the development of
a more detailed systemic event tree. The systemic event tree reflects the mitigative
scenarios of specific events (specific human actions or mitigative system opera-
tions or failures) that lead to a hazardous outcome. That is, the functional event
tree can be further decomposed to show specific hardware or human actions that
perform the functions described in the functional event tree. Therefore, a systemic
event tree fully delineates the process or system response to an initiating event and
serves as the main tool for further analysis in the PRA.

The following procedures should be followed in this step of the PRA:

1. Identify the mitigating functions for each initiating event (or group of
events).
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2. Identify the corresponding human actions, systems or hardware opera-
tions associated with each function, along with their necessary
conditions for success.

3. Develop a functional event tree for each initiating event (or group of
events).

4. Develop a systemic event tree for each initiating event, delineating the
success conditions, initiating event progression phenomena, and end
effect of each scenario.

8.4.5 System Analysis

Event trees commonly involve branch points at which a given system (or event)
either works (or happens) or does not work (or does not happen). Sometimes,
failure of these systems (or events) is rare and there may not be an adequate record
of observed failure events to provide a dependable database of failure rates. In
such cases, other system analysis methods described in Chapter 4 may be used,
depending on the accuracy desired. The most common method used in PRA to
calculate the probability of system failure is fault tree analysis. This analysis
involves developing a system model in which the system is broken down into
basic components or modules for which adequate data exist. In Chapter 4, we
discussed how a fault tree can represent the event headings of an event tree.

Different event-tree modeling approaches imply variations in the complexity
of the system models that may be required. If only main functions or systems are
included as event-tree headings, the fault trees become more complex and must
accommodate all dependencies among front-line and support functions (or
systems) within the fault tree. If support functions (or systems) are explicitly
included as event-tree headings, more complex event trees and less complex fault
trees will result.

The following procedures should be followed as a part of developing the
fault tree:

1. Develop a fault tree for each event in the event tree heading.

2. Explicitly model dependencies of a system on other systems and inter
component dependencies (e.g., common cause failure as described in
Section 7.2).

3. Include all potential causes of failure, such as hardware, software, test
and maintenance, and human error, in the fault tree.

8.4.6 Internal Events External to the Facility

Events that originate within a complex system are called internal events. Events
that adversely affect the process and occur outside of the facility boundaries, but
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within the facility, are defined as internal events external to the facility. Typical
internal events external to the process are internal fires, internal floods, and high-
energy events within the complex system. The effects of these events should be
modeled with event trees to show all possible scenarios.

8.4.7 External Events

The clear counterpoint to the type of initiating event discussed in Section 8.4.6 is
an initiating event that originates outside of the complex system, called an external
event. Examples of external events are fires and floods that originate outside of the
system, seismic events, transportation events, volcanic events, and high-wind
events. Again, this classification can be used in grouping the event-tree scenarios.

8.4.8 Dependent Failure Considerations

To attain the very low levels of risk, the systems and hardware that comprise the
barriers to hazard exposure must have very high levels of reliability. This high
reliability is typically achieved through the use of redundant and/or diverse hard-
ware, which provides multiple success paths. The problem then becomes one of
ensuring the independence of the paths, since there is always some degree of
coupling between their failure mechanisms, either through the operating
environment (events external to the hardware) or through functional and spatial
dependencies. In Section 7.2, we elaborated on the nature and mathematics of
these dependencies. Treatment of dependencies should be carefully included in
both event-tree and fault-tree development and analysis in PRA. As the reliability
of individual systems and subsystems increases due to redundancy, the
contribution from dependent failures becomes more important; at some point,
dependent failures may dominate the overall reliability. Including the effects of
dependent failures in the reliability models is difficult and requires some
sophisticated, fully integrated models be developed and used to find those failure
combinations that lead to mission failure. The treatment of dependent failures is
not just a single step performed during the PRA; it must be considered throughout
the analysis (e.g., in event trees, fault trees, and human actions).

The following procedures should be followed in the dependent failure
analysis:

1. Identify the items that are similar and could cause dependent or
common cause failures. For example, similar pumps, motor-operated
valves, air-operated valves, diesel generators, and batteries are major
components in process plants, and are considered important sources of
common cause failures.
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2. TItems that are potentially susceptible to common cause failure should be
explicitly incorporated into the fault trees and event trees where appli
cable.

3. Functional dependencies should be identified and explicitly modeled in
the fault trees and event trees.

8.4.9 Failure Data Analysis

A critical building block in assessing the reliability and availability of items in
complex systems is the failure data on the performance of items. In particular, the
best resources for predicting future availability of equipment are past experiences
or tests. Component reliability data are inputs to system reliability studies, and the
validity of the results depends highly on the quality of the input information. It
must be recognized, however, that historical data have predictive value only to the
extent that the conditions under which the data were generated remain applicable.
Coliection of the various component failure data consists essentially of the follow-
ing steps: collecting generic data, assessing generic data, statistically evaluating
facility-specific data, and specializing the failure probability distributions using
facility-specific data. Three types of events identified during the accident-sequence
definition and system modeling must be quantified for the event trees and fault
trees to estimate the frequency of occurrence of sequences: initiating events, com-
ponent failures and human errors.

The quantification of initiating events and components failure probabilities
involves two separate activities. First, the probabilistic model for each event must
be established; then the parameters of the model must be estimated. The necessary
data include component failure rates, repair times, test frequencies, test down-
times, common-cause probabilities, and uncertainty characterizations. In Chapter
3 we discussed available methods for analyzing data to obtain the probability of
failure or the probability of occurrence of equipment failure. In Chapter 5 we
discussed analysis of data relevant to repairable systems. Finally, in Chapter 6 we
discussed analysis of data for dependent failures and human reliability. The estab-
lishment of the database to be used will generally involve the collection of some
equipment or facility-specific data or the use of generic reliability databases.

The following procedures should be followed as part of the data analysis
task:

1. Determine generic values of failure rate and failure on demand proba
bilities for each component identified in the fault-tree analysis. This can
be obtained either from facility-specific experiences or from generic
sources of data (see Chapter 3.)

2. Determine test, repair, and maintenance outages primarily from experi
ence, if available. Otherwise use generic sources.
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3. Determine the frequency of initiating events and other component
failure events from experience, expert judgement, or generic sources.
(see Chapters 3 and 7.)

4. Determine the common cause failure probability for similar items, pri-
marily from generic values. However, when significant specific data are
available, they can be used (see Chapter 7.)

8.4.10 AQuantification

Fault-tree/event-tree sequences are quantified to determine the frequencies of
scenarios and associated uncertainties in the calculation. The approach depends
somewhat on the manner in which system dependencies have been handled. We
will describe the more complex situation in which the fault trees are not indepen-
dent, i.e., there are dependencies (e.g., through support systems).

Normally, the quantification will use a Boolean reduction process to arrive
at a Boolean representation for each sequence. Starting with fault-tree models for
the various systems or event headings in the event trees, and using probability
estimates for each of the events in the fault trees, the probability of each event-tree
heading is obtained (if the heading is independent of other headings). The fault
trees for support systems (e.g., cooling, power) are merged where needed with the
front-line systems (i.e., systems that utilize main factions of the facility) and con-
verted into Boolean equation representations. The equations are solved for the
minimal cut-sets for each of the front-line systems (those identified as headings
on the event trees). The minimal cut-sets for the front-line systems are then appro-
priately combined to determine the cut-sets for the event-tree sequences. The
process is described in Chapter 4.

If all possible cut-sets are retained during this process, an unmanageably
large collection of terms will almost certainly result. Therefore, the collection of
cut-sets is truncated (i.e., insignificant members are discarded based on the number
of terms in a cut-set or on the probability of the cut-set.) This is usually a practical
necessity because of the overwhelming number of cut-sets that can result from the
combination of a large number of failures, even though the probability of any of
these combinations may be vanishingly small. The truncation process does not
disturb the effort to determine the dominant scenarios since we are discarding
scenarios that are very often unlikely.

A valid concern is sometimes voiced that even though the individual dis-
carded cut-sets may be at least several orders of magnitude less probable than the
average of those retained, the large number of them might represent a significant
part of the risk. The actual risk might thus be considerably larger than the PRA
results indicate. Detailed examination of a few PRA studies of nuclear power
plants show that truncation did not have a significant effect on the total risk assess-
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ment results in those particular cases. The process of quantification is generally
straightforward, and the methods used are described in Chapter 4. More objective
truncation methods are discussed by Dezfuli and Modarres (1985).

The following procedures should be followed as part of the quantification
process:

1. Merge corresponding fault trees associated with each failure or success
event in the event tree sequences (i.e., combine them in a Boolean
form). Develop a reduced Boolean function for each sequence.

2. Calculate the total frequency of each sequence, using the frequency of
initiating events, the probability of hardware failure, test and mainten
ance frequency (outage), common cause failure probability, and human
error probability.

3. Use the minimal cut-sets of each sequence for the quantification
process. If needed, simplify the process by truncating based on the cut-
sets or probability.

4. Calculate the total frequency of each sequence.

8.5 A SIMPLE EXAMPLE OF RISK ANALYSIS

Consider the fire protection system shown in Figure 8.4. This system is designed
to extinguish all possible fires in a plant with toxic chemicals. Two physically
independent water extinguishing nozzles are designed such that each is capable of
controlling all types of fires in the plant. Extinguishing nozzle 1 is the primary
method of injection. Upon receiving a signal from the detector/alarm/actuator
device, pump-1 starts automatically, drawing water from the reservoir tank and
injecting it into the fire area in the plant. If this pump injection path is not act-
uated, plant operators can start a second injection path manually. If the second
path is not available, the operators will call for help from the local fire department,
although the detector also sends a signal directly to the fire department. However.
due to the delay in the arrival of the local fire department, the magnitude of dam-
age would be higher than it would be if the local fire extinguishing nozzles were
available to extinguish the fire. Under all conditions, if the normal off-site power
is not available due to the fire or other reasons, a local generator would provide
electric power to the pumps. The power to the detector/alarm/actuator system is
provided through the batteries, which are constantly charged by the off-site power.
Even if the ac power is not available, the dc power provided through the battery
is expected to be available at all times. The manual valves on the two sides of
pump-1 and pump-2 are normally open, and only remain closed when they are
being repaired. The entire fire system and generator are located outside of the
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Figure 8.5 Scenario of events following a fire using the event-tree methods.

reactor compartment, and are therefore not affected by an internal fire. The risk-
analysis process for this situation consists of the steps explained below.
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1. Identification of Initiating Events

In this step, all events that lead to or promote a fire in the reactor compart-
ment must be identified. These should include equipment malfunctions, human
errors, and facility conditions. The frequency of each event should be estimated.
Assuming that all events would lead to the same magnitude of fire, the ultimate
initiating event is a fire, the frequency of which is the sum of the frequencies of
the individual fire-causing events. Assume for this example that the frequency of
fire is estimated at 1 x 10” per year. Since fire is the only challenge to the plant in
this example, we end up with only one initiating event. However, in more complex
situations, a large set of initiating events can be identified, each posing a different
challenge to the plant.

" Offsae
Fire Protecrion

System Farly

Farlure of primars Falure of priman
wgection puth 2 njecnon path |

Figure 8.6 Fault tree for on-site fire protection system failure.

2. Scenario Development

In this step, we should explain the cause and effect relationship between the
fire and the progression of events following the fire. We will use the event-tree
method to depict this relationship. Generally, this is done inductively, and the level
of detail considered in the event tree is somewhat dependent on the analyst. Two
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Water Tank
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Operator
Action

Power
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Power

Diesel
Generator
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Department

Figure 8.7 Fault tree for off-site fire protection system failure,

protective measures have been considered in the event tree shown in Figure 8.5:
on-site protective measures (on-site pumps, tanks, etc.), and off-site protective fire
department measures. The selection of these measures is based on the fact that
availability or unavailability of the on-site or off-site protective measures would
lead to different states of plant damage.
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3. System Analysis

In this step, we should identify all failures (equipment or human) that lead
to failure of the event-tree headings (on-site or off-site protective measures).

For example, Figure 8.6 shows the fault tree developed for the on-site fire
protection system. In this fault tree, all basic events that lead to the failure of the
two independent paths are described. Note that MAA, electric power to the pumps,
and the water tank are shared by the two paths. Clearly these are considered as
physical dependencies. This is taken into account in the quantification step of the
risk analysis. In this tree, all external event failures and passive failures are
neglected.

Figure 8.7 shows the fault tree for the off-site fire protection system. This
tree is simple since it only includes all failures that does not lead to an on-time
response from the local fire department.

Off-site
Fire Protection
Systemn Fails

No or
delayed response
from the Local Fire
Department

Operator Fails

to Detector/Alarm
Call the Fire Actuator Fails

Department

Figure 8.8 MLD for the fire protection system.

It is also possible to use the master logic diagram (MLD) for system analy-
sis. An example of the MLD for this problem is shown in Figure 8.8. However,
here only the fault trees are used for risk analysis, although MLD can also be used.
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Table 8.5 Sources of Data and Failure Probabilities

Failure event Plant-specific Generic data Probability used Comments
experience
Fire initiation No such experience in 5 fires in similar F = 570,000 = 7.1E - 4/yr. Use generic data.
frequency 10 years of operation.  plants. There are
70,000 plant-years of
experience.
Pump 1 and 4 failure of two pumps Failure torun = 1E ~ 4 For failure to start, use
Pump 2 failure to start. Monthly tests S/hr. EyerrpaTi 1.7E - 2demand. plant-specific data. For
are performed which xiex failure to run, use generic
takes negligible time. S 10 data. If possible, use
Repair time takes Unavailability = 1.7€- 2 + 8760 Bayesian updating
about 10 hours at a technique described in
frequency of 1 per = 1.8E - 2/demand. Section 3.6. Assume 10
year. No experience . _ B years of experience and
of failure to run. Failuce to run = 1E - S/hr. 8760 hours in one year.
P, =P, =17E-2+1E-5x10=17E-2
Common cause No such experience Using the B-factor Unavailability due to common cause failure: Assume no significant
failure between method, § = 0.1 for common cause failure
Pump 1 and failure of pumps to CCF=0.1 x1.8E - 2=1.8E - 3/demand. exists between valves and
Pump 2 start. nozzles. See Section 7.2

for more detail.
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Table 8.5 Continued
Failure eveat Plant-specific Generic data Probability used Comments
xperience
Failure of 1 failure to leave the Not used. Plan-specific data used.
isolation valves  valve in open position Vi = V=V, = Vy
following a pump test 1
(10)(12)(2)
= 4.2F - 3/demand.
Failure of nozzles No-such experience 1 x 10*/demand N, = N, = 1.0E - 5/demand. Generic data used.
Diesel generator 3 failures in monthly 3E - 2/demand failure on demand = 3/[(12)(10)] Plant-specific data used for
failure tests: 40 hours of = 2.5E - 2/demand. demand failun;. Assume 10
repair per year. 3E- 3/Mmr years of experience.
failure to run = 3E - 3/hr
40 run
Total Failure of
DG = 25E-2+3E-3x10 = S5E- 2.
. Assume 104 hours of operation
Loss of off-site . L
power No experience. 0.1/yr. OSP - 0.1 x 8;(6)0 - L1F - 4/demand. for fire extinguisher and use

generic data.
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Failure of MAA  No experience.

Failure of No such experience
operator to
start Pump 2

Failure of operator No such experience
to call the fire

department

No or delayed No such experience
response from fire

departipent

Tank failure No such experience

No data available.
MAA = | E -~ 4/demand.
Using the THERP me-
thod for tagks of this OP, = 1E - 2/demand.
kind, 1E - 2 is sug-
gested.
1E-3 OP, = 1E - 3/demand.
1E-4 LFD = |E - 4/demand.
1E-S T = 1E - S/demand.

487

This estimate is based on
expert judgement. See Section
6.3 for the methods.

Use the THERP Handbook data
discussed in Section 6.3.

‘This is based on experience
from no response to similar
situations. Generic probability
is used.

‘This is based on response to
similar cases from the fire
department. Delayed/no amival
is due to accidents, traffic,
communication problems, etc.
This is based on date obtained

from rupture of the tank or
insufficient water content.
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4. Failure Data Analysis

It is important at this point to calculate the probabilities of the basic failure
events described in the event trees and fault trees. As indicated earlier, this can be
done by using either plant-specific data, generic data, or expert judgement. Table
8.5 describes the data used and their sources. It is assumed that at least 10 hours
of operation is needed for the fire to be completely extinguished.

5. Quantification

To calculate the frequency of each scenario defined in Figure 8.5, we must
first determine the cut-sets of the two fault trees shown in Figures 8.6 and 8.7.
From this, the cut-sets of each scenario are determined, followed by calculation
of the probabilities of each scenario based on the occurrence of one of its cut sets.
These steps are described below.

1. The cut-sets of the on-site fire protection system failure are obtained
using the technique described in Section 4.2. These cut-sets are listed in
Table 8.6. Only cut-set number 22, which is failure of both pumps is
subject to a common cause failure. This is shown by adding a new cut-
set (cut-set number 24), which represents this common cause failure.

2. The cut-sets of the off-site fire protection system failure are similarly
obtained and listed in Table 8.7.

3. The cut-sets of the three scenarios are obtained using the following Boo
lean equations representing each scenario:

Scenario-1 = F - ONS
Scenario-2 = F - ONS - OFS
Scenario-3 = F - ONS - OFS.

The process is described in Section 4.3.2.

4. The frequency of each scenario is obtained using data listed in Table
8.5. These frequencies are shown in Table 8.8.

5. The total frequency of each scenario is calculated using the rare event
approximation. These are also shown in Table 8.8.

6. Consequences

In the scenario development and quantification tasks, we identified three dis-
tinct scenarios of interest, each with different outcomes and frequencies. The con-
sequences associated with each scenario should be specified in terms of both eco-
nomic and/or human losses. This part of the analysis is one of the most difficult
for several reasons.
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Table 8.6 Cut-Sets of the On-Site Fire Protection System Failure

Cut Probability/
set no. Cut set (% of total)
1 T 1.0E - 5(0.35)

2 MAA 1.0E - 4(3.5)
3 QSP- DG 6.0E - 6(0.21)
4 N, -N, 1.0E - 10(-0)
5 N, -V, 42E-8(-0)
6 N, P, 1.7E ~ 7 (-0)
7 N,-V, 42E - 8(-0)
8 vV, -N, 4.2F - 8(-0)
9 vV, V, 1.8E - 5 (0.64)
10 vV, P, 7.1E - 5(2.5)
1 V-V, 1.8E - 5(0.64)
12 V, -N, 42E - 8(-0)
13 VoV, 1.8E - 5(0.35)
14 v, P, 7.1E - 5(2.5)
15 vV, 'V, 1.8E - 5 (0.64)
16 OP,-N, 1.0E - -7(-0)
17 OP,-V, 42E - 5(1.5)
18 OP, - P, 17E - 4 (6.0)
19 OP, -V, 42E-5(15)
20 P,'N, LIE - 7(-0)
21 P,'V, 7.1E - 5(2.5)
22 P, P, 29E - 4(0.3)
23 P, Vv, 7.1E-5(Q.5)
24 CCF 1.8E - 3 (63.8)
PON)=Z C,
=28E -3

Table 8.7 Cut-Sets of the Off-Site Fire Protection System

Cut set no. Cut set Probability
1 LFD 1E - 4
2 OP, - MAA 1E - 7

Total Pr°™ = IE - 4

1. Each scenario poses different hazards and methods of hazard exposure,
and requires careful monitoring. In this case, the model should include
the ways how the fire can spread through the plant, how people can be
exposed, evacuation procedures, the availability of protective clothing,
etc.
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Table 8.8 Cut-Sets of the Scenarios

Sc::rio Cut sets Frequency Comment
Since the probability can be directly evaluated for ON without
1 F-ON TAE-4-(1-20E-2)=T1E-4 cvaluating the need to gencrate cut sets, only the probability is
calculated.
2 F-MAA - LFD -OP. 1.  Only cut sets from Table 7.6 that have a contribution grester
: than 1% are shown.
— 70E-8
F-V,-P, -IFD-OF, N vy S :
SOE-8 2. Coutset F- MAA - LFD - MAA s eliminated since
F-V,,-P, -LFD-MAA ) MAA-MAA = ¢.
F-V,,-P, -TFD-OF, S0E-8
E-V,-P, -[FD-MAA 50E-8
F-0P, Vv, IFD-OF, 50E-8
F-0p,-v,,-IFD-MAA 29E-9
F-0p,-P,-LFD-OF, 29E-9
F'OP,'PI'W'MAA l-lE'1

1L1IE-17
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F-OP,-v,,-[FD-OF,
F-OP,-V, -IFD-MAA
F-P,-V,, - IFD- 0P,
PP, V,,-IFD-MAA
F-P,-P,-IFD-OF,
F-P,-P,-TFD-MAA
F-P,V,, IFD-OF,
F-P,-Vv,,-LFD-MAA
F-ocp-1FD - OF,

F-OCP-TFD-MAA

29E-9
29E-9
SOE -8
SOE-8
SO0E-8
20E-7
20E-7
SOE-8
SOE-8
13E-6
13E-6

Y =13E-6

491

Only cut sets from Table 7.6 that have a contribution greater
than 1% are shown.

Cut set F- MAA - IFD - MAA s eliminated since
MAA-MARA = ¢.
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Table 8.8 Continued

Socnr:)mo Cut-sets Frequency Comment
3 F-MAA -LFD 71 x 10" 1. Only cut sets from Tables 7.6 and 7.7 that have the highest
F- Vzz -P| -LFD 5.0 % 10™ contribution to the scenario are shown.
F:V, 'P,-LFD 5.0 x 10"
F-OP, -V, LFD 2.9 x 10"
F-OP, P, LFD 2.8 x 10"
F-OP,-V,, -LFD 29 x10™
F-P,-P, LFD 50 x 107"
F-P,-P,-LFD 2.0 x 10"
F-P -V ~LFD 50 x 102
F-CCP-LFD 3ox10"

Y -84E-1

i
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2. The outcome of the scenario can be measured in terms of human losses.
It can also be measured in terms of financial losses, i.e., the total cost
associated with the scenario. This involves assigning a dollar value to
human life or casualties, which is a source of controversy.

Suppose a careful analysis of the spread of fire and fire exposure is per-
formed, with consideration of the above issues, and ultimately results in damages
measured only in terms of economic losses. These results are shown in Table 8.9.

The low value (in dollars) at risk indicates that fire risk is not important for
this plant. However, scenarios 1 and 2 are significantly more important than
scenario 3. Therefore, if the risk were high, one should improve those components
that are major contributors to scenario 1 and 2. Scenario 1 is primarily due to
common cause failure between pumps P, and P , so reducing this failure is a
potential source of improvement.

Table 8.9 Economic Consequences of Fire Scenarios

Scenario number Economic consequence
1 $1,000,000
2 $92,000,000
3 $210,000,000

7. Risk Calculation and Evaluation

Using values from Table 8.9, we can calculate the risk associated with each
scenario. These risks are shown in Table 8.10.

Since this analysis shows that risk due to fire is rather low, uncertainty ana-
lysis is not very important. However, one of the methods described in Section 7.3
could be used to estimate the uncertainty associated with each component and the
fire-initiating event if necessary. The uncertainties should be propagated through
the cut sets of each scenario to obtain the uncertainty associated with the fre-
quency estimation of each scenario. The uncertainty associated with the conse-
quence estimates can also be obtained. When uncertainty associated with the con-
sequence values are combined with the scenario frequencies and their uncertainty,
the uncertainty associated with the estimated risk can be calculated. Although this
is not a necessary step in risk analysis, it is reasonable to make an estimate of the
uncertainties when risk values are high.

Figure 8.9 shows the risk profile based on the values in Table 8.10.
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Table 8.10 Risk Associated With Each Scenario

Scenario number Economic consequence
1 (7.1E - 4) ($1,000,000) = $710.000
2 (3.7) ($92,000,000) = $340.000
3 (8.4E - 11) ($210,000,000) = $0.017

8.6 PRECURSOR ANALYSIS

L
10 j :

107
10°¢

107 7§

Pr(X >x,)

10-8 k!
107 1

100 ¢

10-11 j + |
10¢ 107 108 10° 10"

x; - Economic loss (dollars)
Flgure 8.9 Risk profile.

8.6.1 Introduction

Risk analysis may be carried out by completely hypothesizing scenarios of events,
which can lead to exposure of hazard, or may be based on actuarial scenarios of
events. Sometimes, however, certain actuarial scenarios of events may have occur-
red without leading to an exposure of hazard, but involve a substantial erosion of
barriers that prevent or mitigate hazard exposure. These scenarios are considered
as precursors to accidents (exposure of hazard).
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Accident precursor events or simply precursor events (PEs), in the reliability
context given, can be defined as those operational events that constitute important
elements of accident sequences leading to accidents (or hazard exposure) in com-
plex systems, such as a severe core damage in a nuclear power plant, severe avia-
tion or marine accidents, chemical plant accidents etc. The significance of a PE is
measured through the conditional probability that the actual event or scenarios of
events would result in exposure of hazard. In other words, PEs are those events
that substantially reduce the margin of safety available for prevention of accidents.

Accident precursor analysis (APA) can be used as a convenient tool for
complex system safety and performance monitoring and analysis. The APA me-
thodology considered in this section is mainly based on the methodology devel-
oped for nuclear power plants (Modarres et al. (1996)), nevertheless, its applica-
tion to other complex systems seems to be straightforward.

8.6.2 Basic Methodology

Considering a sequence of accidents in a system given as one following the homo-
geneous poisson process (HPP), the maximum likelihood estimate (MLE) for the
rate of occurrence of accidents, A, can be written as

A=

~ >

(8.2)

where n is the total number of accidents observed in nonrandom exposure (or
cumulative exposure) time ¢. The total exposure time can be measured in such
units as reactor-years (for nuclear power plants ), aircraft hours flown, aircraft
miles flown, etc.

Because a severe accident is a rare event (i.e., n is quite small), estimator
(8.2) cannot be applied, so one must resort to postulated events, whose occurrence
would lead to the severe accident. The marginal contribution from each precursor
event in the numerator of (8.2) can be counted as a positive number less than 1.
For nuclear power plants Apostolakis and Mosleh (1979) have suggested using
conditional core damage probability given a precursor event in the numerator of
equation (8.2). Obviously this approach can be similarly used for other complex
systems.

Considering all such precursor events that have occurred in exposure time
t, the estimator (8.2) is replaced by

| (8.3)
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where p, is the conditional probability of a severe accident given precursor
event .

The methodology of precursor analysis has two major components—screen-
ing, i.e., identification of events with anticipated high p, values, and quantification,
i.e.. estimation of p, and A, and developing corresponding trend analysis, as an
indicator of the overall system(s) safety, which are discussed below.

8.6.3 Categorization and Selection of Precursor Events

The conditional probabilities of hazard exposure events given precursor events /
(! =1,2,...).p, , are estimated based on the data collected on the observed
operational events in order to identify those events that are above a threshold level.
These events are known as significant precursor events. The process of estimating
the ps is rather straightforward. Events are mapped onto an event tree, and other
failures, which eliminate remaining barriers, are postulated so as to complete a
severe accident scenario. The event trees are developed the same way as in regular
PRA methods. The probabilities that such postulated events occur are multiplied
to estimate the conditional probability of a severe accident of interest.

The process of mapping an event i onto event trees and subsequently calcu-
lating the conditional probability p, turns out to be time consuming. However,
because the majority of the events are rather minor, only a small proportion of
events—those which are expected to yield high p, values (meet some qualitative
screening criteria)—need to be analyzed. On the other hand to estimate the rate of
occurrence of hazard exposure events, i, using equation (8.3), it would be ad-
visable to include the risk significance of all precursor events because the more
trequent but less significant events are not considered. For example, in a system
having no events that meet some precursor selection criteria, (8.3) yields a zero
estimate for A. However, provided the system may have had some other incidents
with potentially small p, values which do not meet the selection criteria chosen, the
zero value of A underestimates the system true rate of occurrence of hazard
exposure events, A. Therefore, a background risk correction factor that col-
lectively accounts for these less serious incidents is sometimes introduced (Mo-
darres et al. (1996)).

Additionally, when a system is shut down or not in use, some potentially
risk-significant states and corresponding precursor events might be identified to
avoid risk underestimation. Another potentially major underestimation of the rate
of occurrence of severe accidents is associated with such very low-frequency high-
consequence external events as earthquakes, floods, etc. Bier and Mosleh (1991)
have discussed this problem using a Bayesian framework.
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Ideally, the following expression for total annual (or another
appropriatereference interval) frequency of occurrence of hazard exposure events,
F(HE), can be used:

F(HE) = F(HE due to significant precursors) -+
F(HE during shutdown or not in use) +
F(HE due to background events) +

F(HE due to low-frequency high-consequence events)

8.6.4 Properties of Precursor Estimator for the Occurrence Rate of
Hazard Exposure Events and Its Interpretation

Because the set of hazard exposure event (e.g., accidents) sequences correspond-
ing to the observed precursor events usually overlap, it was shown (see Rubenstein
(1985), Cooke et al. (1987), Bier (1993), Abramson (1994), Modarres et al.
(1996)) that there is over counting in the numerator of (8.3), i.e., (8.3) is a pos-
itively biased estimator of A, in contrast with MLE (8.2) which is generally un-
biased. It is interesting to note that in the case when no failures are observed
during time ¢ (which is a typical situation for rare events), the estimate based on
(8.2) takes on zero value, which in a sense, means a negative bias.

Bayesian interpretation of estimator A is discussed by Modarres et al. (1996).
Suppose we partition the total exposure time 7 into two distinct parts: (a) the
exposure time ¢, associated with those systems in which all the precursor events
(excluding actual severe accident events) have been observed, and (b) exposure
time ¢, associated with the remaining systems in which no precursors (but
including zero or more actual severe accident events) have been observed. Thus,
t=1 4+t

Because we are interested in estimating the rate of occurrence of severe
accidents A, we consider the conjugate gamma prior distribution of A (see Section
3.6) with shape parameter Zp, and scale parameter ¢,. Because the word precursor
quite naturally means prior (to an actual event), we can interpret Zp, as a prior
pseudo number of prior (or precursor) events in prior (or precursor) exposure time
t,. Due to the over counting inherent in Zp, , the positive bias mentioned before is
likewise inherent in this prior distribution. In other words, the gamma prior is
likely to be centered over values that are larger than A.

Using Bayes’ theorem to combine this gamma prior with the HPP data con-
sisting of zero or more actual severe accident events in exposure time t, yields a
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gamma posterior distribution of A with shape parameter Zp, and scale parameter
t. The aforementioned partition of ¢ also avoids overlap (or over counting) in
Bayes” theorem. The mean of this gamma posterior (the Bayesian estimator of A
under square-error loss function) is given by (8.3). Depending on the magnitude
of Zp, and 1, this posterior gamma distribution may be excessively positively
skewed such that the posterior mean lies in the extreme right-hand tail. In such
cases, the use of the posterior mean as a Bayesian point estimator may be unde-
sirable and other more appropriate point estimators should be considered (such as
the median). Using this gamma posterior, one can also calculate a corresponding
Bayesian one- or two-sided probability interval estimate of A.

To assess the appropriateness of using (8.3) as an estimator of the rate of oc-
currence of hazard exposure events A, it is essential to evaluate the statistical prop-
erties of this estimator. To do this, one needs a probabilistic model for the number
of precursor events and a model for the magnitude of the p, values. Usually it is
assumed that the number of precursors observed in exposure time ¢ follows the
HPP with a rate (intensity) p, and p, is assumed to be an independently distributed
continuous random variable having a truncated (due to the threshold mentioned
above) pdf h(p). For the U.S. nuclear power plants examples considered below, the
lower truncation value p,, as a rule, is 10,

Under these assumptions the estimator (8.3) can be written as

N

oo it - (8.4)

where the number of items in the numerator N(¢) has the Poisson distribution with
mean p¢, and the conditional probabilities p, are all independent identically distri-
buted according to pdf A(p). Suppose now that N(t) = n precursors have occurred
in exposure time ¢, thus, fi= n/t. As it was mentioned, the exposure time t may be
cumulative exposure time. For example, for the U.S. nuclear power plants, for the
period 1984 through 1993, n = 275 precursors were observed in t = 732 reactor-
year of operation (Modarres et al. (1996)); thus, {i = 0.38 precursors/reactor-year.

There exist numerous parametric and nonparametric methods that can be
used to fit #(p), based on the available values of p,. Some parametric and nonpara-
metric approaches are considered in (Modarres et al. (1996)).

For an appropriately chosen (or fitted) distribution A(p), one is interested in
determining the corresponding distribution of the estimate (8.4), from which one
can then get any moments or quantiles of interest, such as the mean or 0.95th
quantile. In general, it is difficult analytically to determine the distribution of 4.
therefore, Monte Carlo simulation is recommended as a universal practical ap-
proach.
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The HPP model considered can be generalized by using the nonhomogene-
ous Poisson process (NHPP) model (introduced in Section 5.1) with intensity p(z)
for N(r), which allows one to get an analytical trend for A.

Another approach is based on the use of a truncated nonparametric pdf esti-
mator of A(p) (Scott, 1992, Chapter 6) and Monte Carlo simulation to estimate the
distribution of A. This approach is known as the smooth bootstrap method.

An alternative but similar model can be obtained through the use of the ex-
treme value theory. An analogous example for earthquakes is considered in (Cas-
tillo (1988)) in which the occurrence of earthquakes is treated as the homogeneous
Poisson process, and severity (or intensity in geophysical terms) of each earth-
quake is assumed to be a positively defined random variable. It is clear that the
conditional probability of hazard exposure p, given a precursor considered, is ana-
logous to earthquake severity given the occurrence of an earthquake.

To further illustrate the application of extreme value theory, suppose that we
are interested in the distribution of the maximum value of conditional probability
of severe accidents, which we denote by P, for exposure time 7, based on ran-
dom sample of size n precursors that occur in t. Let H(p) denote the cumulative
distribution function corresponding to h(p). The distribution function of P, for
a nonrandom sample of size n is given by H'(p) (see Section 3.2.6). Because for
the case considered r has the Poisson distribution with parameter pt, the cumula-
tive distribution function of P_,, becomes

— e M (uty H(p)
nz=:0 n!

Using the MacLaurin expansion for an exponent, this relationship can be written
as

H (p, 1) =

H_ (p,1) = exp{-pt[1-H(p)]} (8.5)

Correspondingly the probability that the maximum value is greater than p (proba-
bility of exceedance) is simply 1 - H__ (p, t). Equation (8.5) can be generalized
for the case of the NHPP with the rate u(z) as:

)

Hmax(p’ tl’ t2) = expy - fA(S)dS [l ‘H(P)]

h

Using the corresponding sample (empirical) cumulative distribution function
for the precursor events to estimate H(p), it is possible to estimate the probability
of exceeding any value p in any desired exposure time t. The corresponding
example associated with nuclear power plant safety problems is given in the
following section.
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8.6.5 Applications of Precursor Analysis

From the discussion above it is obvious that the precursor analysis (PA) results can
be used as follows:

To select and compare safety significance of operational events, which are
then considered as major precursors

To show trends in the number and significance of the precursor events
selected

Accident Sequence Precursor Analysis
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69 75 80 85 N0 B

Figure 8.10 Annual sum of ASP conditional core damage probabilities.

Some examples of PA for the nuclear power plant data for the 1984 through
1993 period (Modarres et al. (1996)) are considered below. In the framework of
nuclear power plant terminology “severe accident” is referred to as core
damage, correspondingly the term conditional probability of core damage is
used as a substitute of conditional probability of severe accidents.

The results of analysis of precursor data for the 1984 through 1993 period
are given in Table 8.11. The table gives a breakdown of important precursors but
it does not show trends in the occurrence of precursors as an indicator of overall
plant safety. Figure 8.10 represents one such indicator. In this figure, the
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Figure 8.11 Trunicated lognormal distribution for hA(p).

Table 8.11 Analysis of Nuclear Power Plant Precursor Data for the 1984 through

1993 Period
Rate of
occurrence
Cumulative reactor- Cumulative of core
Year ears number of Cumulative X p,  damage/
y precursors, 7, year
[Equation
(8.3)]
1984 52.5 32 0.00579 1.1E-4
1985 114.2 71 0.02275 2.0E-4
1986 178.1 89 0.02857 1.6E-4
1987 248.6 122 0.03268 1.3E-4
1988 3247 154 0.03509 1.L1E-4
1989 400.7 184 0.03741 9.3E-5
1990 481.4 212 0.04124 8.6E-5
1991 565.4 238 0.05124 9.0E-5
1992 649.1 262 0.05358 8.1E-5
1993 732.0 275 0.05440 7.2E-5
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conditional core damage probabilities p, of the precursors for each year are
summed to calculate a value which is then used as an indicator of the overall
safety of plants.

Provided the bias in (8.4) is constant or approximately constant, one can use
the estimator to analyze an overall trend in the safety performance. The accumu-
lated precursor data for 1984 through 1993 are used at the end of each subsequent
year to sequentially estimate the intensity of the HPP  for the occurrence of the
precursors.

Figure 8.11 illustrates the trend obtained from an approach based on the
truncated lognormal distribution of the conditional core damage probabilities p,

which was fitted using the method of moments (see Section 2.5) and the sample
of 275 values of p..

Having this distribution estimated, the distribution of L in (8.4) was esti-
mated using Monte Carlo simulation from which the mean and upper 95% quantile
were calculated. The maximum for 1985 is associated with the outlying precursor
observed in the year for which p, = 0.011.

Finally, Figure 8.12 shows the trend based on the extreme value approach
(Equation (8.5)). The probabilities that p_, exceeds the two indicated values (0.01
and 0.001) are plotted based on the same precursor data. Note that the results in
Figure 8.12 indicate the same general trend as in Figure 8.11.

3.00E-02

2.50E-02
2.00E-02

150E02 {-- - -

1.00E-02

Probsbility of Exceedence

5.00E-03

0.00E+00

Figure 8.12 Safety trends b ased on Equation (8.5). Probability that P exceeds P.

8.6.6 Differences Between Precursor Analysis and Probabilistic
Risk Assessments

The precursor analysis (PA) originated from the problems associated with nuclear
power plant safety problems. Originally, its objective was to validate the probabi-
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listic risk assessment (PRA) results, so that PA was traditionally viewed as a dif-
ferent approach from PRA. However, the two approaches are fundamentally the
same but with different emphasis. For example, both approaches rely on event
trees to postulate accident sequences and both use plant-specific data to obtain
failure probability of severe accidents (core damage in the case of nuclear power
plants). The only thing that differentiates the two approaches is the process of
identifying significant events. Readers are referred to Cooke and Goossens (1990),
which conclude that PRA and PA are only different in the way the analysis is
performed; however, both approaches use the same models and data for the
analysis. Therefore, PA and PRA results cannot be viewed as totally independent,
and one cannot validate the other.

Another small difference between the two approaches is the way dependent
failures are treated. Dependent failures such as common-cause failures, are con-
sidered in PA because a precursor event may include dependent failures. This is
a favorable feature of PA calculations. One can also estimate the contribution that
common-cause or other events make to the overall rate of occurrence of severe
accidents. Common-cause failures are explicitly modeled in PRA the same way
as discussed in Section 7.2.

The last difference to be mentioned is that PRAs limit themselves to a finite
number of postulated events. However, some events that are not customarily
included in PRA nidy occur as precursor events, and these may_be important
contributions to risk. This is certainly an important strength of PA methodology.
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Table A.1 Standard Normal Distribution Table*

0z

z | 000 001 002 003 004 005 006 007 008 0.09

0.0 10.5000 0.4960 0.4920 0.4880 0.4840 0.4801 0.4761 0.4721 0.4681 0.464
0.1 |10.4602 0.4562 0.4522 0.4483 0.4443 0.4404 0.4364 0.4325 0.4286 0.424
0.2 10.4207 0.4168 0.4129 0.4090 0.4052 0.4013 0.3974 0.3936 0.3897 0.385
0.3 10.3821 0.3783 0.3745 0.3707 0.3669 0.3632 0.3594 0.3557 0.3520 0.348
0.4 [0.3446 0.3409 0.3372 0.3336 0.3300 0.3264 0.3228 0.3192 0.3156 0.312
0.5 10.3085 0.3050 0.3015 0.2981 0.2946 0.2912 0.2877 0.2843 0.2810 0.277
0.6 10.2743 0.2709 0.2676 0.2643 0.2611 0.2578 0.2546 0.2514 0.2483 0.245
0.7 10.2420 0.2389 0.2358 0.2327 0.2296 0.2266 0.2236 0.2206 0.2177 0.214
0.8 |0.2119 0.2090 0.2061 0.2033 0.2005 0.1977 0.1949 0.1922 0.1894 0.186
0.9 10.1841 0.1814 0.1788 0.1762 0.1736 0.1711 0.1685 0.1660 0.1635 0.161

1.0 |0.1587 0.1562 0.1539 0.1515 0.1492 0.1469 0.1446 0.1423 0.1401 0.137
1.1 {0.1357 0.1335 0.1314 0.1292 0.1271 0.1251 0.1230 0.1210 0.1190 0.117
1.2 10.1151 0.1131 0.1112 0.1093 0.1075 0.1056 0.1038 0.1020 0.1003 0.098
1.3 [0.0968 0.0951 0.0934 0.0918 0.0901 0.0885 0.0869 0.0853 0.0838 0.082
1.4 |0.0808 0.0793 0.0778 0.0764 0.0749 0.0735 0.0721 0.0708 0.0694 0.068
1.5 [0.0668 0.0655 0.0643 0.0630 0.0618 0.0606 0.0594 0.0582 0.0571 0.055
1.6 [0.0548 0.0537 0.0526 0.0516 0.0505 0.0495 0.0485 0.0475 0.0465 0.045
1.7 10.0446 0.0436 0.0427 0.0418 0.0409 0.0401 0.0392 0.0384 0.0375 0.036
1.8 [0.0359 0.0351 0.0344 0.0336 0.0329 0.0322 0.0314 0.0307 0.0301 0.029
1.9 10.0287 0.0281 0.0274 0.0268 0.0262 0.0256 0.0250 0.0244 0.0239 0.023

2.0 10.0228 0.0222 0.0217 0.0212 0.0207 0.0202 0.0197 0.0192 0.0188 0.018
2.1 {0.0179 0.0174 0.0170 0.0166 0.0162 0.0158 0.0154 0.0150 0.0146 0.014
2.2 {0.0139 0.0136 0.0132 0.0129 0.0125 0.0122 0.0119 0.0116 0.0113 0.011
2.3 10.0107 0.0104 0.0102 0.0099 0.0096 0.0094 0.0091 0.0089 0.0087 0.008
2.4 10.0082 0.0080 0.0078 0.0075 0.0073 0.0071 0.0069 0.0068 0.0066 0.006
2.5 10.0062 0.0060 0.0059 0.0057 0.0055 0.0054 0.0052 0.0051 0.0049 0.004
2.6 [0.0047 0.0045 0.0044 0.0043 0.0041 0.0040 0.0039 0.0038 0.0037 0.003
2.7 10.0035 0.0034 0.0033 0.0032 0.0031 0.0030 0.0029 0.0028 0.0027 0.002
2.8 [0.0026 0.0025 0.0024 0.0023 0.0023 0.0022 0.0021 0.0021 0.0020 0.001
2.9 |0.0019 0.0018 0.0018 0.0017 0.0016 0.0016 0.0015 0.0015 0.0014 0.001

3.0 {0.0013 0.0013 0.0013 0.0012 0.0012 0.0011 0.0011 0.0011 0.0010 0.001
3.1 |0.0010 0.0009 0.0009 0.0009 0.0008 0.0008 0.0008 0.0008 0.0007 0.000
3.2 [0.0007 0.0007 0.0006 0.0006 0.0006 0.0006 0.0006 0.0005 0.0005 0.000
3.3 10.0005 0.0005 0.0005 0.0004 0.0004 0.0004 0.0004 0.0004 0.0004 0.000
3.4 {0.0003 0.0003 0.0003 0.0003 0.0003 0.0003 0.0003 0.0003 0.0003 0.000
3.5 10.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.0002 0.000

*Adapted from Table 1 of Pearson, E.S., and Hartley, H.O., Eds.: Biometrika Tables for
Statisticians, Vol. 1, 3rd ed. Cambridge Univ. Press,Cambridge, U.K., 1966. Used by permission.
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Table A.2  Percentiles of the ¢ Distribution*
df too t70 ts0 oo tos tors 1w toos
1 325 127 1.376 3.078 6.314 12,706 31.821 63.657
2 289 617 1.061 1.886 2920 4.303 6.965 9.925
3 277 .584 978 1.638 2.353 3.182 4.541 5.841
4 271 .569 941 1.533 2,132 2776 3.747 4.604
5 267 .559 920 1.476 2.015 2.571 3.365 4.032
6 265 553 906 1.440 1.943 2.447 3.143 3.707
7 263 .549 .896 1.415 1.895 2.365 2.998 3.499
8 262 546 .889 1.397 1.860 2.306 2.896 3.355
9 .261 543 .883 1.383 1.833 2.262 2.821 3.250
10 .260 542 879 1.372 1.812 2.228 2.764 3.169
11 260 .540 876 1.363 1.796 2.201 2,718 3.106
12 259 539 873 1.356 1.782 2,179 2.681 3.055
13 .259 .538 .870 1.350 1.771 2.160 2,650  3.012
14 258 537 .868 1.345 1.761 2.145 2.624 2.977
15 258 536 .866 1.341 1.753 2,131 2.602 2.947
16 258 535 .865 1.337 1.746 2.120 2.583 2.921
17 257 534 863 1.333 1.740 2.110 2.567 2.898
18 257 534 .862 1.330 1.734 2.101 2.552 2.878
19 257 533 861 1.328 1.729 2.093 2,539 2.861
20 257 .533 .860 1.325 1.725 2.086 2.528 2.845
21 257 532 .859 1.323 1.721 2.080 2.518 2.831
22 256 532 .858 1.321 1.717 2.074 2,508 2.819
23 256 532 .858 1.319 1.714 2.069 2.500 2.807
24 256 531 857 1.318 1.711 2.064 2.492 2.797
25 256 531 856 1.316 1.708 2.060 2.485 2.787
26 256 531 856 1.315 1.706 2.056 2479 2.779
27 256 .531 855 1.314 1.703 2.052 2.473 2,771
28 256 .530 855 1.313 1.701 2.048 2.467 2.763
29 256 .530 854 1.311 1.699 2.045 2.462 2.756
30 .256 530 854 1.310 1.697 2.042 2.457 2.750
40 255 529 851 1.303 1.684 2.021 2423 2.704
60 254 527 .848 1.296 1.671 2.000 2.390 2.660
120 | .254 .526 .845 1.289 1.658 1.980 2.358 2,617
oc 253 524 .842 1.282 1.645 1.960 2.326 2.576
df -t -£30 =120 -t -tos -tus -tol s

When the table is read from the foot, the tabled values are to be prefixed with a negative sign.
Interpo]atlon should be performed using the reciprocals of the degrees of freedom.
The data of this table are taken from Table IIl of Fischer and Yates: Statistical Tables for
Biological, Agricultural and Medical Research, published by Longman Group UK., Lud.,
London (previously published by Oliver & Boyd, Ltd., Edinburgh and by permission of the
author and publishers. From Introduction to Statistical Analysis, 2nd ed., by W. J. Dixon and
F. J. Massey, Jr. Copyright, 1957. McGraw-Hill Book Company.). Used by permission.
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Table A.3 Percentiles of the x° Distribution*
Per Cent
df
.5 1 2.5 5 10 90 95 97.5 99 99.5

1 1.000039 .00016 .00098 .0039 0158 271 3.84 5.02 5.63 7.88
2 1.0100 .0201 .0506 .1026 2107 4.61 5.99 7.38 9.21 10.60
3 .0717 115 216 352 .584 6.25 7.81 935 1134 1284
4 1.207 .297 484 11 1.064 7.78 949 11.14 1328 1486
5 1412 .554 831 1.15 1.61 924 11.07 1283 1509 16.75
6 .676 872 1.24 1.64 2.20 10.64 1259 1445 1681 18.55
7 989 1.24 1.69 2.17 2.83 1202 1407 1601 18.48 20.28
8 1.34 1.65 2.18 2.73 3.49 13.36 15.51 17.53 20,09 21.96
9 1.73 2.09 2.70 3.33 4.17 1468 1692 19.02 21.67 23.59
10| 2.16 2.56 3.25 3.94 4.87 1599 1831 2048 2321 25.19
11 ] 2.60 3.05 3.82 4.57 5.58 17.28 19.68 21.92 2473 2676
12 | 3.07 3.57 440 5.23 6.30 18.55 21.03 2334 2622 2830
13 | 3.57 4.11 5.01 5.89 7.04 19.81 2236 2474 2769 2982
14 | 4.07 4.66 5.63 6.57 7.79 21.06 2368 26.12 29.14 31.32
15| 4.60 5.23 6.26 7.26 8.55 2231 2500 2749 30.58 3280
16 | 5.14 5.81 6.91 7.96 9.31 2354 2630 28.85 3200 3427
18 | 6.26 7.01 8.23 9.39 10.86 2599 2887 3153 3481 37.16
20 | 7.43 8.26 9.59 10.85 12.44 2841 3141 3417 37.57 40,00
24 | 9.89 10.86 1240 13.85 15.66 3320 3642 3936 4298 4556
30 [13.79 14.95 16.79 18.49 20.60 40.26 4377 4698 5089 53.67
40 120.71 22.16 24.43  26.51 29.05 51.81 5576 59.34 63.69 66.77
60 {35.53 37.48 40.48 43,19 4646 7440 79.08 8330 8838 9195
120(83.85 86.92 91.58 95.70 100.62 140.23 146.57 152.21 15895 163.64

For large values of degrees of freedom the approximate formula

where Z,, is the normal deviate and n is the number of degrees of freedom, may be used. For

example:

X = 60[1 -.00370 - 2.326(.06086)]° = 60(1.1379)* = 88.4 for the 99" percentile for 60

degrees of freedom.
* From Introduction to Statistical Analysis, 2d ed., by W.J. Dixon and F. J. Massey, Jr., Copyright,
1957. McGraw-Hill Book Company. Used by permission.
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Table A.4 Critical Values D"’ for the Kolmogorov Goodness-of-Fit Test*

509

Y
n
0.20 0.15 0.10 0.05 0.01
1 0.900 0.925 0.950 0.975 0.995
2 0.684 0.726 0.776 0.842 0.929
3 0.565 0.597 0.642 0.708 0.828
4 0.494 0.525 0.564 0.624 0.733
5 0.446 0.474 0.510 0.565 0.669
6 0.410 0.436 0.470 0.521 0.618
7 0.381 0.405 0.438 0.486 0.577
8 0.358 0.381 0411 0.457 0.543
9 0.339 0.360 0.388 0.432 0514
10 0.322 0.342 0.368 0.410 0.490
11 0.307 0.326 0.352 0.391 0.468
12 0.295 0.313 0.338 0.375 0.450
i3 0.284 0.302 0.325 0.361 0.433
14 0.274 0.292 0.314 0.349 0.418
15 0.266 0.283 0.304 0.338 0.404
16 0.258 0.274 0.295 0.328 0.392
17 0.250 0.266 0.286 0.318 0.381
18 0.244 0.259 0.278 0.309 0.371
19 0.237 0.252 0.272 0.301 0.363
20 0.231 0.246 0.264 0.294 0.356
25 0.210 0.220 0.240 0.270 0.320
30 0.190 0.200 0.220 0.240 0.290
35 0.180 0.190 0.210 0.230 0.270
107 L4 12 136 18
>33 /i /i /n N /

*  With permission from F. J. Massey (1951). The Kolmogorov-Smirnov Test for Goodness

of Fit, Journal of the American Statistical Association, Vol. 46, p. 70.



Table A.5a Percentage Points of the F-Distribution (90th Percentile Values of the F-Distribution)
7]
© 1 2 3 4 5 6 7 8 9 10 12 15 20 24 30 40 60 1220 ©°
1 2988 4950 5350 5583 5724 5820 5891 5044 SO85 6019 6071 6122 6174 6200 8226 8253 8279 6308 6333
2 853 900 916 924 929 933 935 937 938 939 941 942 044 945 046 947 947 948 949
3 55 548 539 534 531 528 527 525 524 523 S22 520 S18 518 S17  S16 515 514 513
4 454 432 419 411 405 401 398 2395 394 39 390 387 384 2363 382 3B 379 378 376
S 408 378 362 352 345 340 337 334 332 330 327 324 321 319 317 316 314 312 310
6 378 346 3290 318 311 305 301 296 298 294 290 287 284 282 28 278 276 274 272
7 35 326 307 296 285 283 278 275 272 270 267 263 259 258 256 254 251 249 247
8 34 311 202 281 273 267 262 259 256 254 250 2486 242 240 238 236 234 232 229
9 236 301 28 269 261 255 251 247 244 242 238 234 230 228 225 223 221 218 218
10 329 282 273 281 252 246 241 238 235 232 228 224 220 218 216 213 21t 208 208
11 323 288 266 254 245 239 234 230 227 225 221 217 212 210 208 205 203 200 187
12 318 281 261 248 239 233 228 224 22t 219 215 210 208 204 201 199 19 183 190
13 314 276 256 243 235 228 223 220 216 214 210 205 201 198 19 183 18 168 185
14 310 273 252 239 231 224 219 215 212 210 205 201 198 194 181 18 188 183 180
15 307 270 248 238 227 221 218 212 200 208 202 197 192 190 187 185 18 179 176
16 305 267 246 233 224 218 213 200 208 203 199 194 18 187 184 181 178 175 172
17 303 284 244 231 222 215 210 208 203 200 196 191 186 184 18 178 175 172 169
18 301 262 242 229 220 213 208 204 200 198 193 189 184 18 178 175 172 169 166
19 289 261 240 227 218 211 208 202 198 19 191 18 181 179 176 173 170 167 163
20 297 25 238 225 216 200 204 200 198 194 18 184 179 177 174 171 188 164 181
21 296 257 238 223 214 208 202 198 195 182 187 18 178 175 172 169 166 162 159
2 205 25 235 222 213 208 200 197 183 190 188 181 176 173 170 167 164 180 157
23 294 255 234 221 211 205 199 195 192 189 184 18 174 172 168 166 162 159 155
24 283 254 233 219 210 204 196 194 191 188 183 178 173 170 167 164 181 157 153
26 292 253 232 218 209 202 187 193 189 187 18 177 172 169 186 163 15 156 152
26 291 252 231 217 208 201 198 192 168 188 181 176 171 188 165 161 IS8 154 150
27 200 251 230 217 207 200 395 191 18 18 180 175 170 167 164 160 15 153 149
28 289 250 229 218 206 200 194 190 187 184 179 174 169 166 163 15 156 152 148
29 289 250 228 215 208 199 183 189 186 18 178 173 168 185 162 158 155 151 147
30 288 249 228 214 203 198 193 188 185 182 177 172 167 184 161 18 154 150 148
40 284 244 223 209 200 193 187 1.8 179 176 171 166 181 157 154 181 147 142 138
60 279 239 218 214 195 187 18 177 174 171 166 160 154 151 148 144 140 135 129
120 275 235 213 199 190 18 177 172 168 165 160 155 148 145 141 137 132 128 119
OO 271 230 208 194 185 177 172 167 163 160 155 149 142 138 134 130 124 117 100




Table A.Sb Percentage Points of the F-Distribution (95th Percentile Values of the F-Distribution)

f1

12 1 2 3 4 5 6 7 6 -] 10 12 18 20 24 30 40

1 161 200 218 225 230 234 237 239 241 242 244 248 246 249 250 251
2 185 190 192 19.2 193 193 194 194 194 1904 184 194 194 185 195 195
3 101 958 928 912 901 6894 689 885 881 879 874 870 B8G68 864 862 859
4 771 6954 659 639 626 6.18 809 604 600 596 591 S88 580 S77 575 572
5 661 579 S41 519 505 495 488 482 477 474 468 462 458 453 450 448
8 599 514 476 453 4239 428 421 415 410 408 400 394 387 384 2381 377
7 559 474 435 412 387 387 379 373 368 384 357 351 344 341 338 334
8 532 446 407 384 360 3583 350 244 339 335 328 322 315 312 308 304
9 512 426 388 363 348 337 329 323 318 314 307 301 294 290 288 283
10 498 4.10 371 348 333 2322 314 307 302 2908 201 285 277 274 270 268
11 484 2398 350 338 320 309 301 295 290 2865 279 272 265 261 257 2353
12 4756 3.89 349 326 311 2300 2901 285 280 275 269 262 254 251 247 243
13 4687 2381 341 318 303 292 283 277 271 267 260 253 2468 242 238 234
14 460 2374 334 311 206 285 276 270 265 260 2353 248 239 235 231 227
15 454 3068 320 308 200 279 271 264 259 254 248 240 233 229 228 220
18 449 23683 324 301 285 274 268 259 284 249 242 235 228 224 219 215
17 445 359 320 298 281 270 261 265 249 245 238 231 223 219 2135 2.10
18 441 358 316 263 277 2068 258 251 248 241 234 227 219 215 211 2.08
19 438 352 313 290 274 263 254 248 242 238 231 223 216 211 207 203
20 435 349 3.10 287 271 2680 251 245 239 235 228 220 212 208 204 199
21 432 347 307 284 268 287 249 242 237 232 225 218 210 205 201 196
22 430 344 305 282 268 255 248 240 234 230 223 215 207 203 198 1904
23 428 342 303 280 2684 253 244 237 232 227 2:20 213 205 201 1.98 191
24 426 340 3.01 278 262 251 242 238 230 2235 218 211 203 198 1.94 189
25 424 339 2900 278 260 2490 240 234 228 224 216 209 2017 1968 192 187
26 423 337 298 274 2590 247 239 232 227 222 215 207 199 195 190 185
27 421 335 298 273 287 248 237 231 225 220 213 208 197 183 188 1084
28 420 334 295 271 258 245 238 2290 224 219 212 204 196 191 187 t1.82
20 418 333 2893 270 255 243 235 228 222 218 210 203 184 190 185 1.81
30 4.17 332 292 269 283 242 233 227 221 216 209 201 193 189 184 1.79
40 408 323 284 261 245 234 225 218 212 208 200 192 184 179 174 169
80 400 315 278 253 237 225 217 210 204 199 192 184 175 170 165 159
120 392 3.07 2688 245 220 218 209 202 196 191 183 175 1668 181 155 150
co 384 3.00 260 237 221 210 2017 194 188 183 175 1687 157 152 148 1239

8.57
569
4.43
3.74
3.30
3.01

2.79
262
2.49
2.38
230
2.22
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f: = degrees of freedom in numerator
f: = degrees of freedom in denominator
*E.S. Pearson and H.O. Hartley, Biometrika Tables for Statisticians, Vol. 2 (1972), Table §, p. 178. Used by permission.




Table A.5.c

Percentage Points of the F-distribution (99th Percentile Values of F-distribution)

e}
r

O BNDN D DN -

RREsLuENBRRN

2 3 4 $ [] 7 ] ] 10 12 15 20
49905 5403 S825 S764 S858 5928 5062 6022 6058 8108 8157 6200
99.00 9917 9025 9930 9933 9038 9037 9039 M40 9042 W4 W45
30.82 2048 2871 2824 2791 2787 2749 2738 2123 2705 2687 2009
18.00 18680 1508 1552 1521 1490 1480 14080 1456 1437 1420 14.02
1327 1208 1130 1097 1067 1048 1028 1018 1005 9289 .72 8.5%
10.92 .78 8.18 375 847 828 8.10 7.08 787 772 7.5 7.40
9.65 848 785 T48 7.19 6.90 6. 672 662 o047 N .18
8.08 7.5 .01 LX) 8.37 s.18 a.03 s 581 567 5.52 5.38
8.02 69 642 e.08 5.80 $.01 5.47 538 528 511 408 481
758 8.55 590 504 5.39 520 5.08 4.94 485 471 45 44
1.1 6.22 5.67 532 5.07 489 474 403 454 440 425 410
.9 5.98 5.41 5.08 482 464 4.50 439 43 418 4.01 3.08
8.70 5.74 5N 488 462 444 4.% 499 410 g8 382 .08
.51 5.50 5.04 409 4.48 4.20 4.14 4.03 34 380 .08 3.5t
0.3¢ 542 40 4.8 4.32 4.4 4.00 e 3.80 3e7 .62 1.y
en 520 4AT7 444 420 4.03 3.8 378 i .58 41 .20
8.1 5.18 467 4.34 410 383 are 388 35 348 an 3.18
6.01 508 458 4.25 4.01 3.04 an .60 3.1 337 M 3.08
593 5.01 4.50 417 3.94 377 3683 3.52 LX) 330 315 3.00
585 4.94 LX) 4.10 3.87 370 3.58 346 337 R 309 294
S.78 467 4.37 4.04 381 3.04 381 3.40 k2 )] 397 3.03 288
572 4.82 431 i 3.78 3.59 345 335 320 312 298 283
8.08 478 .20 i an .54 4 3% p 33 ] 3.07 29 278
5.81 4.72 4.22 3.90 387 3.50 3% 320 37 3.03 289 274
6.67 468 418 .85 383 348 3.2 32 313 29 285 270
5.53 464 414 e .59 3.42 32 318 309 298 2.81 208
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Table B.1 Generic Failure Data for Mechanical Items

Range from Suggested  Lognormal

Component Failure Mode other source mean value error factor*

Air operated values
Failure to operate
Failure due to plugging

Unavailability due to test and
maintenance

Spurious closure

Spurious open

Pressure regulator valve
Failure to open

Motor operated valves
Failure to operate
Failure due to plugging
Unavailability due to test and
maintenance
Failure to remain closed
Failure to remain open

Solenoid operated valves
Failure to operate
Failure due to plugging

Unavailability due to test and
maintenance

Hydraulic operated valves
Failure to operate
Failure due to plugging

Unavailability due to test and
maintenance

Explosive operated valves
Failure to operate
Failure due to plugging

Unavailability due to test and
maintenance

3E-4/Dto2F -
2E - 5/Dto IE -

\E - Tlyr

6E - 5/D to 6F -

1E - 3/Dto 9E -
2E - 5/Dto 1E -
6E - 5/Dto 6E -

IE - 3/Dto 2F -
2E - 5/Dto IE -

LE - Tlyr
6E - 5/D 1o 6E

3E - 4/Dto 2E -
2E- 5/Dto IE -

1E - Tyr

6E - 5/D to 6E -

1E - 3/D to 9E -
2E 5/Dto lE- 4/D,

LE - Tlyr

6E - 5/D to 6E -

2/D
4/D

3/D

3/D
4/D
/D

2/D
4/D

3/D

2/D
4/D

3/D

-3/D

3/D

2E
1E

8E -

IE
SE

2E -

3E

1E -
8E -

SE
1E

2E

1E

8E

1E

8E -

3E

8F -

3D
7/hr

4/D

T/r

Tir

3D

3D
7/hr
4/D

7/hr
7/hr

-3/D

- Thr

4/D

- 3/D

T/hr

- 3/D
1E -

7/hr

4/D

10

10

10
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Component Failure Mode

Range from
other source

Suggested

Lognormal

mean value error factor*

Manual valve
Failure due to plugging

Unavailability due to test and
maintenance

Failure to open

Failure to remain closed

Check value
Failure to open
Failure to close

Safety relief valves (SRVs)— BWR

Failure to open for pressure
relief

Failure to open on actuation

Failure to reclose on pressure
relief

Relief valve (not SRV or PORV)
Spurious open

Power operated relief valves
(PORVs)—PWR
Failure to open on actuation
Failure to open for pressure
relief
Failure to reclose

Motor driven pump
Failure to start
Failure to run
Unavailability due to test and
maintenance

Turbine driven pump
Failure to start
Failure to fun
Unavailability due to test and
maintenance

2E - 5/Dto |E - 4/D,
1E - lyr
6E - 5/D to 6F - 3/D

6E - 5/Dto 1.2E - 4/D,

SE - 4/Dto \E - 4D
1E - 6/hrto 1E - 3/hr
1E - 4/DtolE - 2/D

S5E-3/MDto9E - 2/D
8FE - 6fhrto 1E - 3/hr
3E-3/Dto4E - 2/D

1E - 7/hr
8E - 4/D
|E - 4D
1E - 4/D

1E - 4/D

1E - 3/hr

1E - 5/D

1E - 2/D
3.9E - 6/hr

3.9E - 6/hr

2E - -3/D
3E - 4D

2E - -3/D

3E - 3/D
3E - S/hr
2E - 3/D

3E - 2/D
SE - 3/hr
1E- 2D

10

10

10
10
10

10
10
10
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Table B.1 Continued

Appendix B: Generic Fallure Data

Range from Suggested  Lognormal
Component Failure Mode other source mean value error factor*
Diesel driven pump
Failure to start IE 3/DtolE-2/D 3E 2D 3
Failure to run 2E Shhrto lE 3/hr  8E - 4/hr 10
Unavailability due to test and — 1E - 2/D 10
maintenance
Heat exchanger
Failure due to blockage — 5.7E  6/hr 10
Failure due to rupture (leakage) — 3E - 6/hr 10
Unavailability due to test and — 3E - 5/hr 110
maintenance
AC electric power diesel generator
(DG) hardware failure
Failure to start 8E 3/DtolE - 3/D 3E 2/D 3
Failure to run 2E 4/brto3E 3/hr 2E 2/hr 10
DG test and maintenance ‘1 to4E - 2/D 6E - 3D 10
unavailability
Loss of offsite power other than 2E - 4/hr 3
initiator
AC bus hardware failure 1E 8/hrwodE- 6/hr  1E T/hr 5
Circuit breaker
Spurious open — \E - 6/hr 3
Fail to transfer — 3E - 3/D 10
Time delay relay
Fail to transfer — 3E 4/hr 10
Transformer
Short or open — 2E  6/hr 10
DC electric power hardware failure  6£ - 1O/hrto I1E  4/hr
Battery — \E - 6/Mhr 3
Bus — 1E  7/hr 5
Charger — 1E - 6/hr 3
Inverter — 1E  4/hr 3
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Range from Suggested  Lognormal
Component Failure Mode other source mean value error factor*

Test and maintenance unavailability

Battery — 1E - 3/D 10

Bus — 8E - 6/hr 10

Charger — 3E 4/D 10

Inverter — 1E 3/D 10
Orifice

Failure due to plugging — 3E 4/D 3
Strainer

Failure due to plugging — 3E - Shr 10

10

Sump

Failure due to plugging — SE- 5/D 100
Cooling coil

Failure to operate —_ 1E - 6/hr 3
Transmitter

Failure to operate — lE  6/hr 3
Fan (HVAC)

Failure to start — 3E - 4D 3

Failure to run — IE - S/ir 3

Unavailability due to test and — 2E - 3/D 10

maintenance
Instrumentation (includes sensor,
transmitter and process switch)
Failure to operate — 3E - 6/hr 10

Temperature switch
Failure to transfer — 1E 4/D 3
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Table B.1 Continued

Range from Suggested  Lognormal
Component Failure Mode other source mean value error factor*
Transfer switch
Failure to transfer — 1E - 3/D 3
I[nstrument air compressor
Failure to start — 8E - 2/D 3
Failure to run — 2E - 4/hr 10
Unavailability due to test and — 2E - 3/D 10
maintenance
Flow controller
Failure to operate — 1E - 4/D 3
Cooling tower fan
Failure to start — 4E - 3/D 3
Failure to run — 7E - 6/hr 10
Unavailability due to test and — 2E - 3/D 10
maintenance
Damper
Failure to open — 3E - 3/D 10

*  Defined as EF = PU /m = m/P,, where P,. and P, are upper and lower 95th percentile of lognormal distri-

bution and w is its median.
Obtained from NUREG /CR-4550, 1990. Analysis of Core Damage Frequency from Internal Events, U.S.

NRC, Washington, D.C., Vol. 1.
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Table C.1 Selected PC-Based Software for Logic (Boolean-Based) Analysis
Software Primary functions For more information
CAFTA Windows Full screen fault tree editor Science Applications International Corp.
Top-event cut set generator 5150 El Camino Real, Suite C-31
Cut-set screening editor Los Altos, CA 94022
Event tree editor http://www saic.com
Integrates fault trees and
event trees
Cut-set generator
Cut-set screening editor
Database for failure data
Cut-set quantification
EOOS Reliability and risk-based Science Applications International Corp.
analyses 5150 El Camino Real, Suite C-31
System status or “alarm™ panel Los Altos, CA 94022
Simplified Gantt chart to fill  http://www.saic.com
reliability, maintenance
related schedules
Color-coded system diagram
display
ORAM Evaluates safety functions ERIN Engineering

R&R-Workstation

Provides guidelines for
managing risk

Displays quantitative risk
profiles

Integrate other software (e.g.,
CAFTA, EOOS, RISKMAN

Application of risk and
performance tools

Integrates software tools to
application environments

2033 N. Main Street, Suite 1000
Walnut Creek, CA 94596
http://www erineng.com

Science Applications International Corp.
5150 El Camino Real, Suite C-31

Los Altos, CA 94022
http://www.saic.com
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Software Primary functions For more information
REVEAL_W Graphically constructs MLD  Scientech, Inc.
and success trees 11140 Rockville Pike
Propagates effects of failure in Rockville, MD 20852
the MLD http://www.scientech.com
Reliability and risk-based
ranking
Common cause failures
Connects with MS ACCESS™
database
Connects with MS EXCEL™
for report generation
RISKMAN Event tree editor PLG, Inc.
Database editor 2260 University Drive
Fault tree editor Newport Beach, CA 92660
Cut-set generator http://www.plg.com
Handles and combine large
event trees
Calculate event tree sequence
probabilities
Bayesian analysis
SAPHIRE Full screen fault tree editor U.S. Nuclear Regulatory Commisston
Top-event cut set generator Office of Nuclear Regulatory Research
Cut-set generator Washington, DC 20555
Event tree editor http://www.nrc.gov
Cut-set and event tree
sequence quantification
Database for failure date
Integrates fault trees and event
trees
Uncertainty analysis
SENTINEL Evaluates maintenance and ERIN Engineering
testing 2033 N. Main Street, Suite 1000
Maintenance effectiveness Walnut Creek, CA 94596
analysis http://www .erineng.com

Safety function assessment

Performs integrated safety
assessment

Performance criteria
assessment
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Software Primary functions For more information
SETS Boolean equation reduction Logic Analysts, Inc.
Handles complex Boolean 1717 Louisiana Ave. Suite 102A
equations or fault tree Albuquerque, NM 87110

Logically combines (merges)
fault trees

Quantifies fault trees or
Boolean equations

SAFETY Calculates On-line assessment  Scientech, Inc.
MONITOR of performance and risk of 11140 Rockville Pike
system and plants reliability Rockville, MD 20852
and risk http://www.scientech.com

Uses fault tree and event trees
for assessments

Uses a “gauge” display of
safety significance of actions
or system operating
configurations

Provide a database for storing
past performance data




Table C.2 Capabilities of Other PC-Based Software

Time- iabalit 3 4
Software fme Refiabrlity . Markov Data Dcplcndcn( FMEA Uncertainty Importance Huwd.n
dependent block Fault tree R trend faiture . R reliability Address
name Lo N analysis N FMECA analysix analysis
availability diagram analysis analysis analysis
Applied Biomathematics
FRANTIC ABC X 100 North County Rd.. Bld. B
Sclauket, NY 1173
CAFTA X X Sec Table C.}
RAMS X X X X Tlem Software Inc.
2030 Main Street, Suite 1130
QUALITY X X Irvine. CA 92614
ASSURANCE
SAPHIRE X X X X See Table C.1
RISKMAN X X X See Table C.1
Sandia National
TEMAC X X Laboratories
Albuguerque, NM B7185
Decision System Associate
MARKOV! X 746 Cromptan
Redwood City. CA 94061
Management Sciences Inc.
RAMS-CALS X 6022 Constitution Ave.. NE
Albuquerque, NM 87111}
Relcon Teknik AB
RELCON X X X Box 1288 §8-17225
Sundbyberg, Sweden
Science Application Int. Corp.
5150 El Camino Real
RBDA
X Suite C-31

Los Alos, CA 94022




The Craig Mark Company

BRAT PO Box Iv2
Del Mar. CA 92014
SETS See Table € )
Surentech, Inc
SLIM-MAL'D 11130 Rockville Prke
Ruckville, MD 20852
Scientech. Ik
NOPRA 11130 Rockville Pike

Rockvifle. MD 20852
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D.1 INTRODUCTION

The objective of the reliability analysis and risk evaluator (RARE) is to help a
reader better understand major concepts in reliability engineering and risk
analysis. It is intended to illustrate numerical examples provided in the book as
well as assist the reader in working out the homework problems. Apart from that,
it presents a finalized software tool, which can be used to analyze a variety of the
real world reliability data. Written in Visual Basic, RARE has a friendly user
interface, and is compatible with a popular MS Excel spreadsheet. The RARE user
is expected (but not required) to have a general proficiency in MS Excel. Table
D.1 presents a summary of RARE programs.

D.2 RARE INSTALLATION
D.2.1 Hardware and Software Requirements

IBM or compatible PC
~ 1.5 MB of hard drive space
Windows 3.1 or higher
MS Excel 5.0 or higher. MS Excel is essential for running RARE
programs. MS Excel must be a fully installed registered copy, which
includes the following “Add-In"" modules:

Analysis ToolPak

Analysis ToolPak-—VBA

Solver Add-In

Rl
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Table D.1 Summary of RARE Programs

RARE Program description Program Cor_lcept
program covered in
Goodness of The program demonstrates the Chi-square Section 2.7

fit test

Nonparameteric
estimation

Sample size
estimation

Distribution
estimation

Exponential
distribution
estimation

Interval
esimation

Bayesian
estimation

Repairable
system analysis

and Kolmogorov-Smirnov tests to perform
goodness-of-fit testing for the following
distributions: exponential, normal,
lognormal, Weibull, and Poisson
distributions.

The program demonstrates nonparameteric
graphical estimation procedures.

The program demonstrates a sample size
estimation procedure used in nonparameteric
reliability analysis.

The program demonstrates the maximum
likelihood and probability paper methods of
parameter estimation for some popular
distributions including exponential, normal,
lognormal and Weibull.

The program demonstrates a classical
estimation of the exponential distribution
based on type I and II life test data with and
without replacement.

The program demonstrates interval estimation
for the binomial distribution parameter,
unknown CDF, as well as normal and
lognormal distribution parameters.

The program demonstrates the Bayesian
estimation procedures for binomial and
Poisson distributions using conjugate and
nonconjugate prior distributions including
beta, gamma, uniform, normal, and
lognormal.

The program demonstrates the Laplace test as
well as the estimation procedures used in data
analysis of homogeneous and
nonhomogeneous Poisson processes and
reliability growth modeling.

Sections 3.3.1
and 3.3.3

Section 3.5.1

Sections 2.5.1
and 3.3.2

Sections 3.4.1
and 3.4.2

Sections 2.5.2,
3.45,and 3.5.1

Section 3.6

Sections 5.1.3,
5.1.4, and 6.6
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If the above-mentioned modules are not available in your current version of
MS Excel, they can be added by selecting the “Add-Ins . . . ” option from the MS
Excel “Tools” menu and by checking the names of the above modules in the
*Add-Ins” window.

D.2.2 Installation Procedure

Please follow the instructions on the diskette label for the installation procedure.

D.3 DISCLAIMER

The authors disclaim all warranties as to the RARE software, whether expressed
or implied, including without limitation any implied warranties of merchant
ability, fitness for a particular purpose, functionality or data integrity or protec-
tion.

The RARE software is protected from unintentional modifications by a user.
Nevertheless, it is strongly recommended to use only the program control buttons
and not alter Excel files. All modifications to RARE programs can be done at the
user's risk.

D.4 RUNNING RARE PROGRAMS

All RARE programs have a similar set of control buttons. Every program has a
Help and a Quit button, the functions of which are self-explanatory.

Some programs have the Import Data function. The imported data should
be an ASCII file containing a column of numbers—for ungrouped data, three tab
delimited columns (interval beginning, end, frequency)—for grouped data, and
two tab delimited columns (r.v. realization and frequency)—for Poisson data. The
tile extension for grouped data is *.txg

RARE is supplied with a library of examples from the book, which can be
imported to the respective programs using the Import Data function. To print the
output of the RARE programs, use the MS Excel print function.

D.4.1 Main Controls Program

Figure D.1 shows the main controls program of RARE.

To run a RARE program:
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Figure D.1 Main controls window of RARE.

1. Select the program of interest in the Available Programs section of the
Main Controls window.
2. Click the Start Selected Program button.

D.4.2 Goodness of Fit Program

The program demonstrates the Chi-square and Kolmogorov—Smirnov tests for
exponential, normal, lognormal, Weibull, and Poisson distributions.

To run the program:

1. Click the New Data or the Import Data button to get the initialization
window.
2. In the initialization window (see Figure D.2):
a) select the test type (Chi-square or Kolmogorov-Smirnov);
b) select the hypothesized distribution type;
¢) select whether the distribution parameters will be estimated from
data, or they are known a priori; if the parameters are known a
priori, provide their estimates;
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Goodness-of-Fit Test

’V Chi-Squared '

| E—

|
|

Figure D.2 Initialization window of the goodness of fit program.

d) select whether the data are in an ungrouped or grouped form;
e) click OK to import data from a file, or to type in the respective cells
of the main window.

3. Select the desirable significance level, at which the null hypothesis will
be checked (see Figure D.3).
4. Click the Compute button to process the data.

5 Note:

1. Once the initial computation for a given data set have been completed,
the hypothesized distribution can be changed (sce Figure D.3) to
dynamically analyze the results.

D.4.3 Nonparametric Estimation Program

The program demonstrates nonparameteric methods of failure data estimation
including procedures for small and large samples on the total-time-on-test plot.
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Figure D.3 Main window of the goodness of fit program.

To run the program:

(%)

Click the New Data or the Import Data button to get the initialization
window.

In the initialization window: (a) select whether the data are in an
ungrouped or grouped form,; (b) click OK to import data from a file, or
to type in the respective cells of the main window.

Click the Compute button.

In the Graph window, select which estimated function is to be displayed
in the chart.

D.4.4 Sample Size Estimation Program

The program demonstrates a sample size estimation procedure used in
nonparameteric reliability analysis.

To run the program (see Figure D.4):

B

Select the lower bound of reliability to be demonstrated in the test.
Select the confidence level.

Select the number of failures, at which the test will be terminated.
Click the Compute button.
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Figure D.4 Main window of the sample size estimation program.

D.4.5 Distribution Estimation Program

The program demonstrates the maximum likelihood and probability paper
methods of parameter estimation for some popular distributions including
exponential, normal, lognormal and Weibull.

zg To run the program:

1. Click the New Data or the Import Data button to input the ungrouped
failure data into the first column.

2. Choose the type of distribution, parameters of which need to be
estimated.

3. Choose the method of plotting position computation for the rank

regression analysis.

Click the Compute button.

5. In the Graph window (see Figure D.5), select which estimated function
is to be displayed in the chart.

=

=  Note:

1. Censored data points should be marked with a negative sign.
2. Once the initial computation for a given data set have been completed,
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both the plotting position method and the distribution type can be
changed to dynamically analyze the results.

3. All functions displayed in the graph window employ probability
paper estimates of distribution parameters.

1.00E+00 o : _ Parameter Estimates
9.00E-01 | | : 9

5 PrPa| 2.1E+00  6.1E+02
B.0DE-D1 + ML |3.0E+00  5.9E+02
70001 Least Square Equation:
6.00E01 y= 21E+00 x -14E+01
5.00E01
LO0EO1 QO Least Square Fit
JED! O CoF
200E-01 @ Relisbilty
1. 00E-01 O PoF
0.00E+00 , O Failure Rate

0 200 400 600 600 1000 1200 1400 1600

Figure D.5 Graph window of the distribution estimation program.

D.4.6 Exponential Distribution Estimation Program

The program demonstrates a classical estimation of the exponential distribution
based on type I and II life test data with and without replacement.

-
To

1.

Lh

run the program (see Figure D.6):

Click the New Data button.

Select whether the test is of type I (time terminated) or type II (failure
terminated).

Select whether the testing was conducted on with replacement or
without replacement scheme.

Fill out the missing information in the data input table.

Click the Compute button.

In the analysis window, select the confidence level of interest for
interval estimation.
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Figure D.6 Main window of the exponential distribution estimation program.

&  Note:

1. By default, the reliability function is estimated at the time of the last
failure or the test termination time. This time can be changed to the
operating time of interest by adjusting the value of the blue cell in the
analysis window.

D.4.7 Interval Estimation Program

The program demonstrates interval estimation for the binomial distribution
parameter, unknown CDF, as well as normal and lognormal distribution
parameters.

To run the program (see Figure D.7):

1. Click the New Data button.
2. Select the distribution, parameter(s) of which need(s) to be estimated.
3. Fill out the input data cells.
4. Select the confidence level of interest.
5. Click the Compute button.
w  Note:

1. Once the initial computation for a given data set have been completed,
the confidence level can be changed to dynamically analyze the results.

2. For interval estimation of the exponential and Poisson distribution
parameters, please use the Exponential Distribution Estimation
program.
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Figure D.7 Main window of the interval estimation program.

D.4.8 Bayesian Analysis Program

The program demonstrates the Bayesian estimation procedures for binomial and
Poisson distributions using conjugate and nonconjugate prior distributions
including beta, gamma, uniform, normal, and lognormal.

To run the program:

1. Click the New Data button to get the initialization window.

In the initialization window (see Figure D.8):

a) choose the type of prior distribution;

b) choose the prior distribution evaluation method;

c) for the method of moments, provide the mean and either the
standard deviation or the coefficient of variation; for the method
of quantiles, provide the available quantiles and their levels;

d) choose the likelihood function;
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Bayesian Analysis

Coe.of veriaion

Poisson

Figure D.8 Initialization window of the Bayesian analysis program.

e) provide the test data corresponding to the chosen likelihood
function;
f) click the compute posterior button.

3. Click the Zoom on Graph button to get the enlarged graphical output
(see Figure D.9).

=  Note:
1. Confidence level corresponds to the two-sided confidence bounds.

2. Once the initial computation for a given data set have been completed,
the input data (values in the blue cells) can be changed to dynamically
analyze the results.

D.4.9 Repairable System Analysis Program

The program demonstrates estimation procedures used in data analysis of
homogeneous and nonhomogeneous Poisson processes as well as reliability
growth modeling.
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Figure D.9 Main window of the Bayesian analysis program.
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Figure D.10  Graph window of the repairable system analysis program.
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g To run the program:

1.

Click the New Data or the Import Data button to input the failure
arrival times into the first column.
Click the Compute button.

In the graph window (see Figure D.10), select whether the test was
terminated at or after the last failure.

Select the significance level for the trend hypothesis test.

Provide the target IMMBF to have the time to reach the target
computed.

5 Note:

1.

The input data should be the failure arrival as opposed to failure
inter-arrival times.

All functions displayed in the graph window employ maximum like-
lihood estimates of the NHPP parameters.



Index

Accelerated life data analysis, 394 Counting function, 282
Accelerated life model, 390 Covariance, 70
Accident precursor analysis, 495, Cumulative distribution function, 48
500 Cumulative hazard function, 108
Alpha factor model, 417 Cut set, 212
Arrhenius reaction model, 393 minimal, 212
Availability, 281
average, 307, 311 Damage endurance model, 2
definition of, 17 Distribution
instantaneous, 307 beta prior, 178
limiting average, 307 conjugate prior, 168
limiting point, 310 empirical, §1
lognormal prior, 182
Bathtub curve, 109 posterior, 165
Bayes' theorem, 33 prior, 165
Boolean algebra, 25 uniform prior, 171
Censoring, 145 Empirical distribution function, 158
left, 145 Estimation
random, 146 based on expert opinion, 442
right, 145 Bayes', 164
type I, 145 of binomial distribution, 154, 173
type I, 146 classical nonparametric, 158
Central limit theorem, 120 classical parametric, 144
Challenge response model, 3 of exponential distribution, 147, 150,
Common cause failures, 408 166
Confidence interval, 78 graphical nonparametric, 127
Confidence level, 78 of lognormal distribution, 154
Correlation coefficient, 70 of Weibull distribution, 155
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Estimator, 74
efficient, 74
minimum variance, 74
unbiased, 74
Event, 26
accident precursor, 495
desirable top, 232
external, 477
internal, 476
primary, 216
rare approximation of, 31, 225
top, 213
Expectation, 65
algebra of, 68
Expected value, 65

Failure mechanism
electrical, 5
extrinsic, 9
intrinsic, 9
mechanical, 4
Failure rate, 107
decreasing, 109
decreasing average, 110
generic, 185
increasing, 110
increasing average, 110
Fault tree method, 213
FMEA, 248, 267, 473
design, 249
process, 249
FMECA, 249, 262, 267

Gamma function, 58

Goodness-of-fit test, 83
Chi-square, 83
Kolmogorov, 87

Greenwood's formula, 163

Hazard rate, 107

Homogeneous Poisson process (HPP),

284, 290
Human reliability, 346
analysis, 346
models, 352

Hypothesis,
alternative, 79
null, 79
testing, 73

Kaplan-Meier estimation, 162

Laplace test, 301
Lloyd-Lipow method, 430
Logic tree, 219

Maintenance
optimal preventive, 374
reliability-centered, 370
Master logic diagram, 238
Maximus method, 432
Mean, 65

Index

Mean-time-between-failures (MTBF), 107

Mean-time-to-failure (MMTF), 106
Measure of importance, 360
Birnbaum, 360
Fussell-Vesely, 363
risk achievement worth, 365
risk reduction worth, 364
Median, 106
Method of maximum likelihood, 76
Method of moments, 75
Multiple Greek letter model, 415

Nonhomogeneous Poisson Process
(NHPP), 282, 295

Palgren-Minor rule, 402
Path
minimal, 234
success, 234
Power rule model, 393
Probability
calculus of, 27
classical interpretation of, 27
frequency interpretation of, 27
posterior, 34
prior, 34
subjective interpretation of, 27
Probability density function, 48



Index

Probability distributions
beta, 60
binomial, 40
conditional, 63
continuous, 47
discrete, 39
exponential, 55, 115
extreme value, 121
Frechet, 124
gamma, 58, 118
geometric, 47
Gumbel, 124
hypergeometric, 42
joint, 61
lognormal, 53, 120
.narginal, 62
normal, 50, 120
Poisson, 44
uniform, 39
Weibull, 56, 116
Probability plotting of
exponential distribution, 133
lognormal distribution, 138
normal distribution, 138
Weibull distribution, 135
Proportional hazard model, 392

Random variable, 39
Rate of occurrence of failures (ROCOF),
282
Regression analysis, 82
Reliability
component model, 127
definition of, 14
function, 106
human, 346
software, 339
system, 197
Reliability block diagram, 198
Reliability growth, 376
AMSAA method of estimation, 381
Duane method of estimation, 377
Renewal
elementary theorem, 287
equation, 286

Renewal process, 285
overdispersed, 286
underdispersed, 286

Risk
acceptability, 461
analysis, 461, 465
definition of, 18
evaluation, 493
perception, 461
probabilistic assessment, 470, 475

Root-cause analysis, 453

Safety margin, 334
Set
compliment of, 22
disjoint, 24
empty, 23
exclusive, 228
null, 23
universal, 21
Software life cycle model, 345
Software reliability
count model of, 342
analysis of, 338
model of, 339, 34]
Nelson’s model of, 342
Standard deviation, 68
Stress-strength analysis, 333
Symbol
event, 216
gate, 216
transfer, 216
System
complex, 209
decomposition method,
210
event space method, 210
inspection method, 210
path-trace method, 210
K-out-of-N, 202
load-sharing, 207
parallel, 200
series, 198
standby, redundant, 203
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Time dependent stress, 401, 405 graphical representation of, 441
Tolerance requirements model, 3 model, 423
Total-time-on-test plot, 141 parameter, 423
Type I error, 80 propagation, 425
Type II error, 80
Variance, 68
Uncertainty, 421 residual, 94

completeness, 424 sample, 75
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